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Domain 1.0 — General Security Concepts

12% of Exam



1.1 — Compare and Contrast Various Types of Security Controls

Security controls are safeguards or countermeasures designed to protect the confidentiality, integrity,
and availability of information systems. The SY0-701 exam requires you to understand two
independent classification dimensions: the category of a control (who or what implements it) and the
type of a control (what effect it produces). Any given control can be described using one term from
each dimension — for example, a firewall is a technical preventive control.

Control Categories

The category describes the nature of the mechanism used to implement the control.

Category Definition Real-World Examples

Technical Implemented through technology —
hardware, software, or firmware. Also called
logical controls. These are the most scalable
category because they can be deployed
consistently across many systems at once.

Firewalls, encryption, antivirus
software, intrusion detection
systems (IDS), multi-factor
authentication (MFA), access control
lists (ACLs), certificate authorities

Managerial Also called administrative controls. These are
governance-level controls focused on
managing risk through policies, procedures,
and oversight. They set the rules that
technical and operational controls are meant
to enforce.

Risk assessments, security policies,
data classification standards, hiring
background checks, acceptable use
policies (AUP), vendor risk
management programs, business
impact analyses (BIA)

Operational Implemented by people as part of day-to-day
procedures. These require human
intervention or human-driven processes to
function. They bridge the gap between
management directives and technical
implementation.

Security awareness training, incident
response procedures, patch
management workflows, change
management processes, media
sanitization procedures, physical key
management

Physical Tangible, physical-world mechanisms that
restrict access to buildings, hardware, or
infrastructure. Physical controls are often
overlooked but are foundational — bypassing
a firewall is pointless if an attacker can simply
walk into the server room.

Locks, bollards, mantraps (access
control vestibules), fencing, security
guards, badge readers, CCTV
cameras, motion-activated lighting,
biometric entry systems

Control Types



The control type describes the intended effect the control has on a threat or risk. A single control may
satisfy more than one type — for example, a CCTV camera both deters attackers (deterrent) and
records evidence (detective).

Control Type Purpose Key Characteristic Examples

Preventive Stop a security
event from
occurring in the
first place

Acts before the event;
blocks unauthorized
actions proactively

Firewall blocking unauthorized
ports; encryption preventing
readable data exposure; locked
server cabinet; MFA blocking
unauthorized login

Deterrent Discourage an
attacker from
attempting an
action

Reduces the probability of
an attack by making it
seem costly or risky; does
not technically prevent the
action

Warning banners on login
screens; visible security
cameras; security guard
presence at building entrance;
"trespassers will be
prosecuted" signage; account
lockout warnings

Detective Identify and alert
on security events
after they occur

Acts during or after the
event; produces evidence
and alerts but does not
stop the event

IDS/SIEM alerting on
anomalous traffic; audit logs
capturing privileged user
actions; file integrity
monitoring (FIM); motion
sensors triggering alarm;
review of access logs

Corrective Minimize the
impact of a
security incident
and restore
normal operations

Acts after the event;
reduces damage and
enables recovery

Restoring systems from backup
after ransomware; patching a
vulnerability after exploitation;
isolating an infected endpoint;
applying a hotfix; incident
response playbook execution

Compensating Provide an
alternative control
when the primary
or preferred
control cannot be
implemented

Temporary or alternative
measure providing
equivalent protection;
often used when the ideal
control is technically
infeasible, cost-

Using network segmentation
instead of patching an end-of-
life medical device; requiring
MFA to compensate for a weak
password policy that cannot be
changed on a legacy system;



Control Type Purpose Key Characteristic Examples

prohibitive, or unavailable
in legacy environments

additional monitoring instead
of encryption on a system that
cannot support it

Directive Direct, instruct, or
mandate that
people take (or
avoid) specific
actions

Guides human behavior;
typically policy, procedure,
or training-based; controls
through instruction rather
than enforcement

Acceptable use policies;
mandatory security awareness
training; data handling
procedures; incident reporting
requirements; standard
operating procedures (SOPs);
data classification guidelines

Applying Both Dimensions Together

On the exam, questions frequently describe a scenario and ask you to classify the control using both
dimensions. Practice mapping controls this way:

A mandatory security awareness training program = operational + directive

A risk assessment conducted by the CISO = managerial + detective (identifies gaps)

A firewall denying traffic from blocked IP ranges = technical + preventive

A badge reader on a server room door = physical + preventive

CCTV cameras in a parking lot = physical + deterrent + detective

Restoring files from an offline backup after a ransomware attack = technical + corrective

Deploying network segmentation because the ICS system cannot be patched = technical +
compensating



1.2 — Summarize Fundamental Security Concepts

Objective 1.2 covers the conceptual foundation on which all of information security rests. These
concepts appear throughout every domain of the exam, so understanding them deeply — not just
memorizing the definitions — is essential.

The CIA Triad

The CIA triad is the three-property model that defines what security is protecting. Every security
decision can be traced back to maintaining at least one of these three properties.

Property Definition Threats That Violate It Controls That Support
It

Confidentiality Ensuring that information
is accessible only to those
authorized to access it.
Protects data from
unauthorized disclosure.

Eavesdropping, data
breaches, unencrypted
transmissions, shoulder
surfing, social
engineering

Encryption (AES-256),
access controls (least
privilege), MFA, data
classification, VPNs, TLS

Integrity Ensuring that information
is accurate, complete, and
has not been altered
without authorization.
Protects data from
unauthorized modification.

Man-in-the-middle attacks
modifying data in transit,
malware corrupting files,
unauthorized database
changes, SQL injection

Hashing (SHA-256),
digital signatures, file
integrity monitoring,
version control, write-
once storage,
checksums

Availability Ensuring that systems and
data are accessible to
authorized users when
needed. Protects against
disruption of service.

Denial-of-service
(DoS/DDoS) attacks,
ransomware, hardware
failure, natural disasters,
power outages

Redundancy, failover
clustering, load
balancing, UPS,
backups, DDoS
mitigation services,
disaster recovery
planning

Non-repudiation is a closely related concept not always listed as a fourth pillar but tested alongside
the triad. Non-repudiation ensures that the sender of a message or the performer of an action cannot
later deny having done so. Digital signatures provide non-repudiation because they can only be
created with the sender's private key. Audit logs provide non-repudiation at the system level.

AAA — Authentication, Authorization, and Accounting



AAA is a framework for controlling access to systems and resources. Each function is distinct and
occurs in sequence. CompTIA SY0-701 specifically distinguishes between AAA as applied to people and
as applied to systems (devices, services, APIs).

Authentication: Verifying the identity of a user, device, or service. Answers the question: Who are
you? Authentication factors include:

Something you know: Password, PIN, security question answer

Something you have: Hardware token (YubiKey), smart card, authenticator app (TOTP)

Something you are: Biometrics — fingerprint, retinal scan, facial recognition

Somewhere you are: Geolocation, IP address range (used in adaptive authentication)

Something you do: Keystroke dynamics, gait analysis (behavioral biometrics)

Multi-factor authentication (MFA) requires two or more factors from different categories. A
password plus a PIN are both "something you know" — that is two-step, not two-factor.

Authorization: Determining what an authenticated identity is permitted to do. Answers: What are
you allowed to do? Authorization models include:

Mandatory Access Control (MAC): System enforces labels (Top Secret, Secret, etc.); user
cannot override. Used in government/military.

Discretionary Access Control (DAC): Resource owner sets permissions (e.g., NTFS file
permissions in Windows). Flexible but user-controlled.

Role-Based Access Control (RBAC): Permissions assigned to roles; users assigned to roles. Job
function determines access. Most common in enterprise environments.

Attribute-Based Access Control (ABAC): Access decisions based on attributes of user,
resource, and environment (e.g., department=Finance AND location=HQ AND time=business-
hours). Most flexible and granular.

Rule-Based Access Control: Access decisions driven by predefined rules (e.g., firewall ACLs).

Accounting (Auditing): Tracking what authenticated, authorized users actually do. Answers: What
did you do? Creates an audit trail that supports non-repudiation, forensic investigation, compliance
reporting, and anomaly detection. Examples: RADIUS/TACACS+ accounting logs, Windows Security
Event Log, syslog, SIEM correlation.

AAA applied to systems: Devices and services also authenticate and authorize. A network switch
authenticates to a RADIUS server using 802.1X. An API authenticates a calling service using an OAuth
2.0 token. A VPN concentrator authenticates a connecting device using a certificate before granting
network access. The principle is the same — identity must be established before access is granted.

Gap Analysis



A gap analysis compares an organization's current security posture against a desired target state —
typically a regulatory requirement (NIST CSF, ISO 27001, PCI DSS) or industry baseline. The output
identifies the gaps between where the organization is and where it needs to be, enabling prioritized
remediation planning.

Step 1: Define the target (the desired state or baseline)

Step 2: Assess the current state (inventory, interviews, technical scans)

Step 3: Identify the gap (what is missing, insufficient, or misconfigured)

Step 4: Produce a remediation roadmap with prioritization and timeline

Gap analysis is a managerial/administrative control. It is commonly used before certification audits,
after organizational changes, and as part of a broader risk management program.

Zero Trust

Zero Trust is a security model built on the principle of never trust, always verify. Traditional perimeter-
based security assumed that everything inside the corporate network was trustworthy. Zero Trust
eliminates the concept of an implicit trusted zone — every access request must be authenticated,
authorized, and continuously validated regardless of whether the requester is inside or outside the
network perimeter.

The SY0-701 objectives describe Zero Trust using a specific two-plane architecture:

Zero Trust: Control Plane

The control plane is the decision-making layer — it evaluates access requests and decides whether to
grant or deny them.

Policy Engine (PE): The component that makes the actual trust decision. It evaluates access
requests against configured policies, identity attributes, device health, threat intelligence, and
contextual signals. The PE grants, denies, or revokes access. Think of it as the "brain" of Zero Trust.

Policy Administrator (PA): Translates the Policy Engine's decision into actionable instructions. It
communicates with the Policy Enforcement Points to configure access tokens, session keys, or
credentials for an approved session. If the PE says "grant," the PA tells the network how to allow it.

Policy Decision Point (PDP): The combination of the Policy Engine and Policy Administrator. The
PDP is the logical unit that performs evaluation and coordinates enforcement. Some
documentation uses PDP to mean just the decision function (the PE), while the SY0-701 objectives
bundle PE + PA as the PDP.

Adaptive Identity: The practice of evaluating identity dynamically using multiple contextual
signals — not just a username and password. Signals include device health, geolocation, time of
day, user behavior patterns, and threat intelligence. A user who normally logs in from New York at



9am but is suddenly attempting access from a foreign country at 3am will have their identity re-
challenged or access denied — even if they authenticated correctly.

Threat Scope Reduction: Minimizing the attack surface by limiting implicit trust zones, applying
microsegmentation, and enforcing least-privilege access. The goal is to reduce how far an attacker
can move if they compromise one account or endpoint. If every connection must be re-authorized,
lateral movement is constrained.

Policy-Driven Access Control: Access decisions are determined entirely by policies (defined by the
Policy Engine) rather than by network location. A user on the internal LAN gets the same scrutiny
as a remote user — the policy determines access, not the physical or logical network position.

Zero Trust: Data Plane

The data plane is the enforcement layer — it is where actual network traffic and data access occur,
subject to the control plane's decisions.

Policy Enforcement Point (PEP): The gateway, proxy, or agent that receives the Policy
Administrator's instructions and actually allows or blocks the traffic or session. PEPs are
distributed throughout the infrastructure — at network gateways, on endpoints, at API gateways,
and at application proxies. When access is revoked, the PEP is what terminates the session.

Subject/System: The entity requesting access. The subject is typically a user; the system is a device,
service, or workload. Both must be authenticated and authorized. In a Zero Trust model, even an
internal service calling another internal service is treated as a subject that must prove its identity.

Implicit Trust Zones: In a Zero Trust model, implicit trust zones are eliminated or minimized.
Traditional architectures had large implicit trust zones (the internal LAN). Zero Trust replaces broad
implicit trust with microsegmented, policy-verified access. The concept of "once inside the firewall,
you're trusted" no longer applies.

Zero Trust
Plane

Components Function

Control
Plane

Policy Engine (PE), Policy
Administrator (PA), Policy Decision
Point (PDP)

Evaluates access requests and makes trust
decisions based on adaptive identity, threat
intelligence, and policies

Data
Plane

Policy Enforcement Point (PEP),
Subject/System

Enforces the decisions made by the control
plane; carries actual data traffic; blocks or allows
sessions

Physical Security



Physical security controls protect the physical infrastructure of an organization. Unauthorized physical
access can render all logical controls irrelevant — an attacker with physical access to a server can
extract drives, install keyloggers, or reset credentials. The SY0-701 objectives specifically name the
following physical controls:

Bollards: Sturdy vertical posts (often made of steel-reinforced concrete) installed to prevent
vehicle-ramming attacks against buildings, data centers, or utilities. Used to create vehicle
exclusion zones around critical infrastructure. May be fixed or retractable (allowing authorized
vehicle access).

Fencing: Perimeter barriers that define property boundaries and slow unauthorized physical
access. Height, material, and top treatment (razor wire, angled outward for anti-climb) determine
deterrent and preventive effectiveness. Chain-link fencing is commonly used; high-security
facilities use anti-climb fencing or palisade fencing.

Video Surveillance (CCTV): Closed-circuit television systems that record or monitor activity. Serve
as both a deterrent (attackers avoid areas under surveillance) and a detective control (recorded
footage supports forensic investigation). Modern systems may integrate with analytics for motion
detection, facial recognition, or license plate reading. Retention period is a compliance
consideration.

Security Guard: Trained personnel who monitor, patrol, and respond to physical security events.
Security guards provide an adaptive, human response capability that automated systems cannot
replicate — they can assess context, challenge individuals, escort authorized visitors, and
physically intervene. They also act as a deterrent. Their effectiveness depends on training,
alertness, and clear response procedures.

Access Badge (Access Control Vestibule / Mantrap): Proximity cards, smart cards, or RFID
badges used to authenticate personnel at physical entry points. Often combined with access
control vestibules (mantraps) — a small enclosed area with two doors where the first door must
close and lock before the second opens, preventing tailgating. Badge systems log entry and exit
events, supporting accounting and forensic investigation.

Lighting: Adequate exterior and interior lighting deters criminal activity and increases visibility for
security cameras and guards. Motion-activated lighting is particularly effective — it surprises
intruders and alerts guards to movement in otherwise dark areas. Lighting is a physical deterrent
and supports detective controls by improving camera footage quality.

Sensors: A range of detection devices that trigger alerts or automated responses:

Motion sensors: Detect movement (PIR — passive infrared, or microwave); used in alarm
systems and to trigger lighting or cameras.

Noise/vibration sensors: Detect cutting, drilling, or impact against barriers.

Proximity sensors: Detect approach to a perimeter or object without contact.



Infrared sensors: Detect heat signatures; useful in dark environments.

Temperature/environmental sensors: Detect conditions threatening hardware (heat, flood,
humidity) — relevant for data center physical security.

Deception and Disruption Technologies

Deception technology creates fake assets — data, systems, or credentials — designed to lure
attackers into interacting with them. Because legitimate users have no reason to touch these decoys,
any interaction is a high-confidence indicator of malicious activity. Deception serves as both a
detective control (detecting attacker presence) and a disruption mechanism (wasting attacker time
and providing misdirection).

Honeypot: A single system deliberately configured to appear valuable but containing no real
production data or legitimate users. It mimics a real server (file server, database, domain
controller) to attract attacker attention. All activity on a honeypot is suspicious by definition.
Honeypots are isolated from production systems to prevent lateral movement if an attacker does
interact with them. Research honeypots are used to study attacker techniques; production honeypots
are deployed to detect attacks against real infrastructure.

Honeynet: A network of interconnected honeypot systems designed to simulate an entire network
segment — complete with fake routers, switches, servers, and workstations. A honeynet provides
far more realistic intelligence on attacker lateral movement, persistence mechanisms, and tooling
than a single honeypot because it allows attackers to "operate" across multiple systems. Honeynet
data is rich but requires significant resources to maintain and monitor safely.

Honeyfile: A decoy file placed in a location where an attacker conducting reconnaissance or
staging exfiltration would likely find it. Examples: a file named passwords.xlsx or
employee_ssn_list.csv placed in a monitored directory. When the file is opened or copied, an
alert fires. Honeyfiles are lightweight to deploy and highly effective at detecting insider threats and
data exfiltration attempts.

Honeytoken: A fake credential, API key, database record, or other piece of data embedded within
real systems. When the token is used — for example, a fake AWS access key is submitted to the
AWS API — the action generates an alert with context about where and how the token was used.
Honeytokens are particularly effective for detecting credential theft and lateral movement. They
can be embedded in source code, configuration files, email archives, and databases.

Deception
Asset

What It Emulates Primary Detection Use Case

Honeypot A single server or endpoint Detecting reconnaissance and initial
compromise attempts



Deception
Asset

What It Emulates Primary Detection Use Case

Honeynet An entire network segment with
multiple systems

Studying attacker lateral movement and TTPs
(Tactics, Techniques, Procedures)

Honeyfile A file of apparent high value
(credentials, PII, financial data)

Detecting insider threats and data exfiltration
staging

Honeytoken A credential, API key, or database
record

Detecting credential theft and unauthorized
system access



1.3 — Explain the Importance of Change Management Processes

Change management is the formal process for managing modifications to IT systems, configurations,
software, and infrastructure. Every unauthorized or poorly executed change is a potential security
vulnerability. Most security incidents are traced not to zero-day exploits but to misconfigurations,
unpatched systems, or untested changes deployed without proper review. A strong change
management process is a foundational security control.

Business Processes in Change Management

Approval Process: Every proposed change must pass through a formal approval workflow before
implementation. The approval authority varies by organization size and change impact: routine
low-risk changes may be approved by a team lead; significant or high-risk changes are reviewed by
a Change Advisory Board (CAB) — a cross-functional group including IT, security, operations, and
business stakeholders. Emergency changes (required to restore service immediately) often follow a
streamlined approval path but must still be documented and reviewed retrospectively. No change
should be implemented without recorded approval.

Ownership: Every change must have a clearly identified change owner — the individual
accountable for the change from submission through post-implementation review. The owner
ensures that all required documentation is completed, that testing is performed, and that the
backout plan is ready. Ownership prevents the "orphaned change" problem where no one is
accountable for a failed deployment.

Stakeholders: All parties affected by a proposed change must be identified and engaged.
Stakeholders include the business units that rely on the affected systems, the security team (who
must evaluate risk), the operations team (who must implement and support), and compliance
officers (if the change affects regulated data or systems). Failure to identify stakeholders leads to
unexpected impacts and resistance post-deployment.

Impact Analysis: A formal assessment of what the change will affect — which systems, services,
users, and processes will be touched. Impact analysis identifies:

Direct effects (what the change is intended to do)

Indirect effects (downstream systems that may be disrupted)

Security implications (does this change open new attack surfaces or violate security baselines?)

Compliance implications (does this change affect PCI DSS scope, HIPAA coverage, etc.?)

Impact analysis is what determines the risk level of the change and how much testing and approval
rigor is required.

Test Results: Changes must be tested in a non-production environment (dev, test, staging, QA)
before deployment to production. Test results must be documented and reviewed as part of the



approval package. Testing should include:

Functional testing: Does the change do what it is supposed to do?

Regression testing: Does the change break existing functionality?

Security testing: Does the change introduce new vulnerabilities?

Performance testing: Does the change degrade performance under load?

Backout Plan: Before implementing any change, the team must have a documented, tested
procedure for reverting the change if it fails or causes unexpected problems. The backout plan
must be specific enough to execute quickly under pressure — a backout plan that says "restore
from backup" is not sufficient unless it specifies which backup, where it is stored, who executes the
restore, and how long it takes. The backout plan is reviewed as part of change approval.

Maintenance Window: The scheduled period during which the change will be implemented.
Maintenance windows are typically chosen to minimize business impact — late nights, weekends,
or periods of low usage. The window must be long enough to implement the change, test it, and
execute a backout if needed. Communication to affected stakeholders about the window is part of
the change management process.

Standard Operating Procedures (SOPs): Documented step-by-step procedures that define how
routine changes are implemented. SOPs reduce variability, lower the chance of human error,
ensure consistency across team members, and support knowledge transfer. A well-written SOP for
applying a security patch includes the exact commands, sequence, verification steps, and expected
outputs — not a general description of the task.

Technical Implications of Change

Beyond the business process, every change has technical security implications that must be evaluated
before and after implementation.

Allow Lists and Deny Lists: Changes to application allow lists (which specify what is permitted to
run or connect) or deny lists (which specify what is blocked) must be carefully controlled. An
unauthorized addition to an application allow list could permit malware execution. A missing deny-
list entry could allow a known-malicious IP to connect. Changes to these lists require the same
scrutiny as any other security configuration change.

Restricted Activities: Certain high-risk operations — like modifying firewall rules, changing
domain controller configurations, or altering cryptographic settings — should be restricted to a
small number of authorized personnel and subject to mandatory dual-person authorization (two-
person rule). Change management enforces these restrictions through approval workflows and
access controls.

Downtime: Many changes require systems to be taken offline for implementation. The expected
downtime must be communicated to stakeholders and accounted for in the maintenance window.



Unplanned downtime caused by a failed change is a security and availability incident. Business
continuity planning and change management intersect here — critical systems may require
failover arrangements even during planned maintenance.

Service and Application Restarts: Applying patches, configuration changes, or software updates
often requires restarting services or applications. Change management must account for the
restart sequence (some services depend on others starting first), the impact of the restart on
connected users, and any persistence considerations (will the service auto-start correctly after a
reboot?). A misconfigured service restart is a common cause of post-change outages.

Legacy Applications: Older applications that cannot be updated, do not support modern
authentication, or are incompatible with current security baselines require special handling in
change management. A patch to a dependency or operating system may break a legacy
application. Legacy systems must be inventoried and their dependencies mapped so that the
impact analysis step can identify potential breakage before deployment. Compensating controls
are often used to protect legacy systems that cannot be modified.

Dependencies: Modern IT systems are rarely isolated. A change to one component — a library
update, a configuration change, a new firewall rule — can break dependent systems. Dependency
mapping (identifying what relies on what) is a prerequisite for accurate impact analysis.
Configuration management databases (CMDBs) are often used to maintain this mapping.
Unidentified dependencies are one of the most common causes of change-related incidents.

Documentation in Change Management

Documentation is not a bureaucratic formality — it is a security control. Accurate change
documentation enables:

Forensic investigation: When a security incident occurs, change logs are among the first places
investigators look. A change deployed three hours before an outage or breach is an immediate
suspect.

Audit and compliance: Regulations including PCI DSS, HIPAA, and SOC 2 require evidence that
changes to in-scope systems were properly controlled and documented.

Operational continuity: When the engineer who implemented a change is unavailable,
documentation allows others to understand what was done, support the system, and execute a
backout if needed.

Configuration baseline maintenance: Documented changes feed into the update of system
baselines and configuration management records, ensuring that the documented state reflects
reality.

Key documents produced and maintained in change management include: Request for Change (RFC)
forms, Change Advisory Board (CAB) meeting minutes and decisions, test plans and results,
implementation runbooks, and post-implementation review reports.



Version Control

Version control is both a technical tool and a change management principle. In the context of
change management, version control ensures that:

Every configuration file, script, policy document, and code change is tracked with a timestamped
history of who changed what and why

Previous versions can be retrieved and restored (supporting the backout plan)

Changes to security-sensitive files (firewall rules, access control lists, cryptographic configurations,
SOPs) are visible, attributable, and auditable

Infrastructure-as-code (IaC) deployments (using tools like Terraform or Ansible) are treated with
the same rigor as application code — reviewed, approved, and merged through a pull request
process before deployment

Version control systems (Git, SVN, Subversion) create a definitive audit trail. The combination of
change management process + version control provides both the human governance layer and the
technical enforcement layer for managing configuration changes securely.



1.4 — Explain the Importance of Using Appropriate Cryptographic Solutions

Cryptography is the science of securing information through mathematical transformations. It
underpins virtually every security technology — from HTTPS to digital certificates to encrypted
storage. The SY0-701 exam requires you to understand not just individual cryptographic primitives
but how they fit together into complete security solutions, and when to use which approach.

Public Key Infrastructure (PKI)

Public Key Infrastructure (PKI) is the framework of policies, processes, hardware, software, and
standards needed to create, distribute, manage, revoke, and store digital certificates and their
associated cryptographic keys. PKI binds a public key to an identity through a trusted third party —
the Certificate Authority.

Public Key: The shareable half of an asymmetric key pair. It is freely distributed and used to
encrypt data intended for the key pair owner, or to verify a digital signature created with the
corresponding private key. Knowledge of the public key does not compromise security.

Private Key: The secret half of the key pair. It must never be shared. It is used to decrypt data
encrypted with the paired public key, or to create digital signatures. The security of asymmetric
cryptography rests entirely on the assumption that the private key remains secret. If the private
key is compromised, all security properties it provides are lost.

Key Escrow: The practice of depositing a copy of a private key (or the symmetric key used to
protect data) with a trusted third party — the escrow agent. This allows authorized parties (law
enforcement with court order, or an employer for business continuity) to decrypt data when the
original key holder is unavailable or uncooperative. Key escrow creates a security risk (the escrow
agent becomes a high-value target) and must be protected with strong access controls and audit
logging. It is also a regulatory and legal issue in some jurisdictions.

Encryption

Encryption transforms plaintext (readable data) into ciphertext (unreadable data) using an algorithm
and a key. Only parties with the correct key can reverse the transformation. Encryption protects
confidentiality.

Encryption by Level / Scope



Encryption
Level

What It Protects Key Characteristics Example Technologies

Full-Disk
Encryption
(FDE)

Entire storage device
— every sector,
including OS files,
swap space, and
unallocated space

Decryption happens transparently
at boot; protects data at rest if
device is lost or stolen; does not
protect data from a logged-in,
authorized user

BitLocker (Windows),
FileVault (macOS), dm-
crypt/LUKS (Linux),
VeraCrypt

Partition
Encryption

A specific partition
(logical division) of a
disk

More granular than FDE; allows
encrypting a data partition while
leaving the OS partition
unencrypted

LUKS partition
encryption, VeraCrypt
volumes

File
Encryption

Individual files or
folders

Most granular level; allows
selective encryption; files remain
encrypted even when copied to
unencrypted storage

EFS (Encrypting File
System, Windows),
PGP/GPG for file
encryption, 7-Zip AES-
256

Volume
Encryption

A logical volume
(may span multiple
disks or partitions)

Used in enterprise storage;
volume encrypted as a unit;
decrypted by the volume
manager or storage system

SAN/NAS volume
encryption, encrypted
LVM volumes, cloud
provider volume
encryption (AWS EBS
encryption)

Database
Encryption

Entire database files,
tablespaces, or
individual columns

Transparent Data Encryption
(TDE) encrypts database files at
rest; column-level encryption
(CLE) protects specific sensitive
fields (SSN, credit card) even from
DBAs with table access

SQL Server TDE, Oracle
TDE, MySQL tablespace
encryption, PostgreSQL
pgcrypto (column-level)

Record
Encryption

Individual records or
rows within a
database

Most granular database
protection; each record may have
its own key; useful for multi-
tenant environments where
different tenants must not see
each other's data

Application-layer
encryption before
database insertion;
field-level encryption in
NoSQL (MongoDB
CSFLE)



Transport / Communication Encryption

Data in transit between systems is encrypted using transport layer security. The goal is to prevent
interception (confidentiality) and modification (integrity) of data as it moves across networks. TLS 1.3
is the current standard for transport encryption. Older versions (SSL 3.0, TLS 1.0, TLS 1.1) are
deprecated and should never be used. HTTPS = HTTP over TLS. SSH protects remote administration
sessions. SFTP/FTPS protect file transfers.

Symmetric vs. Asymmetric Encryption

Property Symmetric Encryption Asymmetric Encryption

Key(s) Single shared key used for both
encryption and decryption

Key pair: public key (encrypt/verify) +
private key (decrypt/sign)

Speed Very fast; suitable for bulk data
encryption

Computationally expensive; not suitable
for large data volumes

Key
Distribution
Problem

Significant: how do you securely
share the key with the other party
before you have a secure channel?

Solved: the public key can be freely
distributed; only the private key must be
protected

Primary Use
Cases

Bulk data encryption: disk encryption,
file encryption, database encryption,
session data encryption after key
exchange

Key exchange, digital signatures,
certificate-based authentication, small
data encryption (e.g., encrypting a
symmetric key)

Common
Algorithms

AES-128, AES-256, 3DES (legacy),
ChaCha20

RSA (2048-bit minimum), ECC (Elliptic
Curve Cryptography — ECDSA, ECDH),
Diffie-Hellman, DSA

In Practice Session encryption in TLS (after
asymmetric key exchange)

TLS handshake, code signing, S/MIME
email, SSH key authentication

Hybrid encryption combines both: asymmetric cryptography exchanges a symmetric session key,
and then symmetric encryption handles the actual data. TLS uses this approach — the handshake is
asymmetric (RSA or ECDH key exchange), but the session data is encrypted with a symmetric
algorithm (AES-256-GCM in TLS 1.3).

Key Exchange

Key exchange is the process of securely establishing a shared symmetric key between two parties
over an untrusted channel. The Diffie-Hellman (DH) algorithm allows two parties to establish a



shared secret without ever transmitting the secret itself — each party contributes a public value; the
mathematical combination of each party's private value with the other's public value produces the
same shared secret. An eavesdropper who captures the public values cannot derive the shared secret.

Elliptic Curve Diffie-Hellman (ECDH) provides equivalent security to DH with much shorter key
lengths, reducing computational overhead. ECDHE (Ephemeral ECDH) generates a new key pair for
each session, providing perfect forward secrecy (PFS) — compromising today's session key does not
compromise past or future sessions.

Key Length

Longer keys provide more security against brute-force attack, but at the cost of computational
performance. Current minimum recommendations (NIST SP 800-57):

Symmetric (AES): 128-bit minimum; 256-bit for sensitive data

RSA / Diffie-Hellman: 2048-bit minimum; 3072-bit or 4096-bit for long-lived keys

Elliptic Curve (ECC): 256-bit minimum (P-256/secp256r1); provides approximately 128-bit
equivalent symmetric security with much smaller key size

Hashing: SHA-256 minimum; SHA-384 or SHA-512 for higher-assurance applications

Cryptographic Tools and Hardware

Trusted Platform Module (TPM): A hardware chip soldered onto a motherboard (or implemented
as a firmware/virtual module) that provides hardware-based cryptographic functions. The TPM
generates and stores cryptographic keys in hardware, preventing key extraction even if the
operating system is compromised. It supports attestation (proving a system is in a trusted,
unmodified state), measured boot (verifying that the boot chain has not been tampered with), and
full-disk encryption key storage (BitLocker uses the TPM to store its volume master key). TPM 2.0 is
the current standard (required for Windows 11).

Hardware Security Module (HSM): A dedicated hardware device (PCI card or network appliance)
designed exclusively for cryptographic operations and key storage. HSMs are purpose-built with
physical tamper resistance — they will erase keys if tampered with. They perform encryption,
decryption, signing, and key generation at high speed. HSMs are used by Certificate Authorities (to
protect their CA signing keys), payment processors (to protect PIN encryption keys), and
enterprises with stringent key protection requirements. Cloud HSMs (AWS CloudHSM, Azure
Dedicated HSM) provide equivalent functionality as a managed service.

Key Management System (KMS): Software (or a managed cloud service) that manages the entire
lifecycle of cryptographic keys — generation, distribution, storage, rotation, retirement, and
deletion. Without a KMS, keys end up hardcoded in application code, stored in configuration files,
or shared informally — all serious vulnerabilities. A KMS enforces key rotation schedules, provides



access controls (who can use which key for what), and maintains audit logs of key use. Examples:
AWS KMS, Azure Key Vault, HashiCorp Vault, Thales CipherTrust.

Secure Enclave: A hardware-isolated, trusted execution environment (TEE) within a processor that
protects code and data from the rest of the system — including the operating system and
hypervisor. Code running inside a secure enclave is encrypted and verified; even an OS-level
attacker cannot read or modify it. Examples: Apple Secure Enclave (in iPhone/Mac chips), Intel SGX
(Software Guard Extensions), AMD SEV (Secure Encrypted Virtualization). Secure enclaves protect
highly sensitive operations: biometric template processing, payment key storage, DRM, private key
operations.

Obfuscation Techniques

Obfuscation techniques protect sensitive data by transforming or concealing it in ways other than
direct encryption.

Steganography: The practice of hiding a secret message or data within an ordinary, non-secret
medium — such as hiding text within the pixel data of an image, audio file, or video. Unlike
encryption (which makes data unreadable but reveals that a secret exists), steganography hides
the existence of the secret. An image file with steganographically embedded data looks like a
normal image; only a recipient who knows to look for it and has the extraction tool can retrieve it.
Used for covert communication, digital watermarking, and — by attackers — exfiltrating data
through outbound image files.

Tokenization: Replacing a sensitive data value (such as a credit card number, Social Security
Number, or health record ID) with a non-sensitive surrogate value called a token. The token is a
randomly generated value that has no mathematical relationship to the original — it cannot be
reverse-engineered. The mapping between token and original value is stored in a secure token
vault. Tokenization is widely used in payment processing (PCI DSS scope reduction — if a system
only sees tokens, it may be out of scope) and healthcare (HIPAA). Unlike encryption, tokenization
does not require key management for the token itself — the vault IS the protection.

Data Masking: Obscuring specific data fields within a dataset by replacing real values with realistic
but fictitious values. Masking is typically irreversible (unlike tokenization, there is no vault linking
mask to original). Masking is used to protect production data when it is copied into development,
testing, or analytics environments where full production data should not be exposed. Example:
replacing real names and SSNs in a database dump with generated realistic-looking alternatives
before handing it to a development team. Data masking protects confidentiality without breaking
the data structure or format that test systems require.

Hashing

A cryptographic hash function is a one-way mathematical function that takes an input of arbitrary
length and produces a fixed-length output called a hash, message digest, or fingerprint. Hashing is



deterministic (the same input always produces the same output) and is practically irreversible (you
cannot derive the input from the hash). Any change to the input — even a single bit — produces a
completely different hash (the avalanche effect).

Hashing protects integrity, not confidentiality. It verifies that data has not been altered.

Hashing is used for password storage: systems store hashes of passwords rather than the
passwords themselves. On login, the submitted password is hashed and compared to the stored
hash.

Common algorithms:

MD5: 128-bit output. Cryptographically broken (collision attacks). Do not use for security
purposes. Still appears in non-security contexts (integrity checksums for file downloads where
collision resistance is not required).

SHA-1: 160-bit output. Deprecated; collision demonstrated (SHAttered attack, 2017). Not
acceptable for security use.

SHA-256 (part of SHA-2 family): 256-bit output. Current standard for most security applications.
Used in TLS certificates, code signing, Bitcoin.

SHA-3: NIST standard (2015); based on Keccak algorithm (different design from SHA-2). Used
where SHA-2 structural concerns are relevant.

BLAKE3: Fast, modern algorithm; not yet a NIST standard but used in performance-sensitive
applications.

Salting

A salt is a random value generated uniquely for each user and prepended or appended to a password
before hashing. The salt is stored alongside the hash in the database. Salting defeats two specific
attacks:

Rainbow table attacks: Pre-computed tables of hash-to-plaintext mappings are useless when
salts are used, because the salt makes each hash unique even for users with identical passwords.

Batch brute-force attacks: Without salts, an attacker who obtains a password database can test a
single password guess against all hashes simultaneously. With unique salts, each hash must be
attacked individually.

A salted hash of the password "password" for user A will be completely different from the salted hash
of "password" for user B, even though the underlying password is the same. Modern password
storage uses salted hashing via purpose-built algorithms designed to be slow (bcrypt, scrypt, Argon2)
— see Key Stretching below.

Digital Signatures



A digital signature provides authentication, integrity, and non-repudiation. A digital signature is
created using the sender's private key and verified using the sender's public key.

The process:

1. The sender hashes the message (e.g., SHA-256 of the document)

2. The sender encrypts the hash with their private key — this encrypted hash IS the digital signature

3. The recipient decrypts the signature using the sender's public key to recover the hash

4. The recipient independently hashes the received message

5. If the two hashes match, the signature is valid: the message has not been altered AND it was
signed by the holder of the private key

Digital signatures are used in: TLS certificates (the CA signs the certificate with its private key), code
signing (software publishers sign executables), email security (S/MIME, PGP), document signing (PDF
digital signatures), and blockchain transactions.

Key Stretching

Key stretching is the application of a computationally expensive algorithm to a password or key to
produce a longer, stronger key and make brute-force attacks impractically slow. Key stretching
algorithms are deliberately slow — they iterate through many rounds of hashing or use memory-
intensive operations so that testing a single password guess takes milliseconds on purpose. While this
is imperceptible to a legitimate user, it multiplies the cost of an attacker trying millions of guesses per
second.

PBKDF2 (Password-Based Key Derivation Function 2): Applies a pseudorandom function (HMAC-
SHA-256) to a password and salt with a configurable iteration count. NIST and FIPS 140-2
approved.

bcrypt: Adaptive cost factor; incorporates a 128-bit salt; designed for password hashing. Widely
deployed in web applications. Resistant to GPU acceleration due to internal design.

scrypt: Memory-hard; requires large amounts of RAM in addition to computation. Resistant to
custom hardware (ASICs) attacks.

Argon2: Winner of the Password Hashing Competition (2015). Available in three variants (Argon2d,
Argon2i, Argon2id). OWASP recommends Argon2id as the first choice for new systems.

Blockchain

A blockchain is a distributed, append-only ledger that records transactions in a chain of
cryptographically linked blocks. Each block contains a cryptographic hash of the previous block, along
with transaction data and a timestamp. Because each block's hash depends on all preceding blocks,
altering any historical record invalidates all subsequent blocks — making the ledger tamper-evident.



Distributed: Copies of the blockchain are maintained by many nodes. There is no single point of
failure or single point of control.

Immutable: Once recorded, transactions cannot be altered without consensus from the network
and invalidating subsequent blocks.

Consensus mechanisms (Proof of Work, Proof of Stake) determine how new blocks are added and
prevent fraudulent entries.

Security applications: supply chain integrity tracking, digital certificate transparency logs
(Certificate Transparency), smart contracts for access control enforcement, secure audit trails, and
digital identity management.

Open Public Ledger

An open public ledger is a blockchain visible and readable by anyone. Bitcoin and Ethereum are open
public ledgers — every transaction ever recorded is publicly readable. The public ledger provides
transparency and enables independent verification of transactions without requiring trust in a central
authority. In cybersecurity contexts, Certificate Transparency (CT) logs are an example: all publicly
trusted TLS certificates are logged to open, append-only public ledgers, allowing anyone to detect
mis-issuance or fraudulent certificates. Certificate Transparency is now required by major browser
vendors (Chrome, Safari) for certificates to be trusted.

Certificates and PKI Components

A digital certificate is a digitally signed document that binds a public key to an identity (a person,
organization, server, or device). The binding is verified by the digital signature of the Certificate
Authority that issued the certificate. Certificates implement trust: when your browser sees an HTTPS
site, it trusts the server's public key because a CA it trusts has signed the certificate.

PKI Component Definition and Role

Certificate
Authority (CA)

The entity that issues digital certificates after verifying the identity of the
certificate requestor. The CA's trustworthiness is foundational — if a CA is
compromised, all certificates it issued must be considered suspect. CAs operate in
a hierarchy: Root CAs are the ultimate trust anchors (their public keys are
embedded in operating systems and browsers); Intermediate CAs (Subordinate
CAs) issue end-entity certificates and are signed by the Root CA. Using an
intermediate CA protects the Root CA private key by keeping it offline.

Root of Trust The foundational trusted entity in a PKI hierarchy — typically a Root CA whose self-
signed certificate is embedded in operating systems, browsers, and devices as a
trust anchor. Browsers ship with a pre-loaded trust store containing dozens of
Root CA certificates. The entire PKI trust chain depends on the root's integrity. The



PKI Component Definition and Role

Root CA private key must be kept offline (air-gapped) and protected with the
highest level of physical security.

Certificate
Signing
Request (CSR)

A message sent by an applicant to a CA to request a digital certificate. The CSR
contains the applicant's public key and identifying information (CN/Common
Name, organization, country, etc.) and is digitally signed with the applicant's
private key (proving the applicant controls the corresponding private key). The CA
verifies the information, signs the certificate with its private key, and returns the
signed certificate to the applicant.

Certificate
Revocation List
(CRL)

A periodically published list of certificates that have been revoked before their
natural expiration date. Revocation reasons include: private key compromise, CA
compromise, change in affiliation, superseded certificate, or cessation of
operation. Clients can download the CRL and check whether a certificate appears
on it. Drawback: CRLs can be large and are only updated at publication intervals,
creating a window where a revoked certificate may still be accepted.

Online
Certificate
Status Protocol
(OCSP)

A real-time protocol for checking the revocation status of a specific certificate.
Instead of downloading an entire CRL, the client sends a query to an OCSP
responder with the certificate's serial number and receives a signed response:
"good," "revoked," or "unknown." OCSP provides more timely revocation
information than CRLs. OCSP Stapling is a performance optimization where the
server periodically fetches its own OCSP response and staples it to the TLS
handshake, eliminating the client's need to make a separate OCSP request.

Wildcard
Certificate

A certificate with a subject that includes a wildcard character (*) in the domain
name, covering all subdomains at the same level. For example, a wildcard
certificate for *.example.com covers www.example.com, mail.example.com, and
api.example.com — but NOT sub.sub.example.com (wildcards only match one
level). Wildcard certificates simplify certificate management for organizations with
many subdomains but increase risk: a single private key protects all covered
subdomains, so its compromise affects all of them.



PKI Component Definition and Role

Self-Signed
Certificate

A certificate signed by its own private key rather than by a CA. Self-signed
certificates are not trusted by browsers or operating systems by default (because
there is no external verification of identity). They are appropriate for: internal
development and testing environments, internal systems where the organization
can distribute the certificate to client trust stores manually, and encrypting traffic
where identity verification is not the concern. Self-signed certificates must never
be used on public-facing systems where users need assurance of identity.

Third-Party
Certificate

A certificate issued by a publicly trusted CA whose root certificate is included in
major browser and OS trust stores (DigiCert, Let's Encrypt, Sectigo, GlobalSign,
Entrust, etc.). Third-party certificates provide external validation of identity — the
CA has verified the requestor's control of the domain (Domain Validation) or
additionally their organizational identity (Organization Validation, OV) or their
legal existence (Extended Validation, EV). Required for any public-facing web
service.

Key Escrow
(Certificates)

In the PKI context, key escrow refers to providing a copy of a certificate holder's
private key to a trusted third party — often required for enterprise email
encryption (S/MIME) or data-at-rest encryption to ensure that encrypted data can
be recovered if the key holder leaves the organization or loses their key. Key
escrow must be implemented with strict access controls and audit logging
because the escrow agent's possession of the private key is itself a risk.

Certificate Lifecycle: CSR Generation to Revocation

1. Key Generation: The applicant generates an asymmetric key pair (private key stays with applicant;
public key goes into the CSR).

2. CSR Creation: The applicant creates a Certificate Signing Request containing the public key,
subject information, and a signature made with the private key.

3. Submission to CA: The CSR is submitted to the CA. For public trust, the CA validates domain
control (Domain Validation: proving DNS control or web server file access) and/or organizational
identity (Organization Validation: checking legal business registration).

4. CA Signs the Certificate: The CA creates a certificate containing the public key, subject
information, validity dates, and the CA's digital signature. The certificate is returned to the
applicant.

5. Installation and Use: The applicant installs the certificate on the server or device. Clients verify
the CA's signature using the CA's public key from their trust store.



6. Renewal or Revocation: Before expiration, the certificate must be renewed (with a new CSR and
new key pair). If the private key is compromised at any point, the certificate must be immediately
revoked via CRL/OCSP.



Domain 2.0 — Threats, Vulnerabilities & Mitigations

22% of Exam



2.1 — Compare and Contrast Common Threat Actors and Motivations

Understanding who attacks organizations — and why — is the foundation of threat modeling and
security strategy. CompTIA groups threat actors by type, by measurable attributes, and by the
motivations that drive their behavior. On the exam you will be asked to map a described scenario to
the correct actor category and to explain the attribute differences that distinguish one actor from
another.

Threat Actor Types

Actor Type Location Typical
Sophistication

Primary Motivations Key Characteristics

Nation-
State

External Very High Espionage, war,
disruption, data
exfiltration

Government-sponsored.
Virtually unlimited funding.
Conduct Advanced Persistent
Threat (APT) campaigns that
persist inside victim
networks for months or
years. Examples include
attacks on power grids,
election infrastructure, and
defense contractors.

Unskilled
Attacker
(Script
Kiddie)

External Low Notoriety,
disruption/chaos,
revenge

Relies entirely on pre-written
exploit kits, automated
scanners, and tools
downloaded from forums.
Lacks the knowledge to
develop original exploits.
Dangerous in volume
because attacks are
opportunistic rather than
targeted — any exposed
vulnerability will be hit.

Hacktivist External Low to Medium Philosophical/political
beliefs, ethical,
disruption

Driven by ideology rather
than profit. Common tactics
include website defacement,
distributed denial-of-service
(DDoS) attacks, and leaking



Actor Type Location Typical
Sophistication

Primary Motivations Key Characteristics

internal documents to
embarrass a target
organization. Group
Anonymous is the canonical
example.

Insider
Threat

Internal Variable (often
high due to
access)

Revenge, financial
gain, data exfiltration

Current or former employee,
contractor, or partner with
legitimate access credentials.
Can be malicious (deliberate
sabotage or theft) or
unintentional (negligent
behavior that causes a
breach). Hardest to detect
because normal access looks
identical to malicious access.

Organized
Crime

External High Financial gain,
blackmail, data
exfiltration

Structured criminal
enterprises treating
cybercrime as a business.
Highly specialized —
separate teams handle
intrusion, exploit
development, data
brokerage, and customer
support for ransomware
victims. Ransomware-as-a-
Service (RaaS) is their
dominant revenue model.

Shadow IT Internal Low to Medium Convenience,
productivity

Hardware, software, or
services deployed by
employees or business units
without IT or security
department approval. Not
inherently malicious in
intent, but creates
unmanaged attack surface:



Actor Type Location Typical
Sophistication

Primary Motivations Key Characteristics

unpatched applications,
unsanctioned cloud storage,
personal devices storing
corporate data.

Threat Actor Attributes

Every actor can be evaluated on three axis. These attributes determine the risk they pose and how an
organization should prioritize defenses.

Internal vs. External: Internal actors already possess authenticated access and intimate
knowledge of network topology, data locations, and security controls. External actors must first
gain a foothold before causing damage. Internal threats therefore tend to cause more severe
breaches per incident even when the individual's technical skill is low.

Resources and Funding: Nation-states have virtually unlimited budgets for zero-day research,
custom malware, and long-duration operations. Organized crime operates like a profitable
corporation. Script kiddies operate for free using publicly available tools. Higher funding enables
more persistent, targeted, and evasive attacks.

Sophistication and Capability: Measures the actor's ability to develop original exploits, evade
detection, maintain persistence, and achieve objectives without triggering alerts. Nation-states
develop custom implants and use living-off-the-land techniques (abusing legitimate system tools).
Unskilled attackers run scripts they do not understand. Sophistication does not correlate directly
with impact — a low-sophistication phishing campaign can compromise a high-value target.

Threat Actor Motivations

Motivation explains why an attack occurs and often predicts what data or systems will be targeted.
Recognizing motivation helps defenders prioritize what to protect most aggressively.

Data Exfiltration: Stealing sensitive information — customer PII, intellectual property, trade
secrets, credentials — for resale, espionage, or competitive advantage. The most common
motivation behind breaches. A healthcare breach targeting patient records is a textbook
exfiltration case.

Espionage: Government or corporate intelligence gathering. Nation-states steal military
blueprints, weapons designs, diplomatic cables, and negotiating strategies. Corporate espionage
targets product roadmaps, pricing data, and R&D results.

Service Disruption: Rendering systems unavailable — through DDoS, ransomware, or destructive
wipers — to harm operations, reputation, or supply chains. A competitor or hostile government



may disrupt an e-commerce platform during peak sales season.

Blackmail: Threatening to release stolen data, publish embarrassing information, or perpetuate
an attack unless a ransom or demand is met. Ransomware with double-extortion (encrypt and
threaten to publish) is the dominant form.

Financial Gain: Direct theft of funds via fraudulent wire transfers (Business Email Compromise),
cryptocurrency theft, credit card fraud, or sale of stolen credentials on dark-web markets.

Philosophical or Political Beliefs: Attacks motivated by ideology — targeting organizations whose
business practices, policies, or affiliations conflict with the actor's worldview. Hacktivists defacing a
fur company's website are a clear example.

Ethical: A subset of philosophical motivation where the actor believes the attack exposes
wrongdoing or serves the public interest (e.g., releasing internal communications proving
corporate misconduct). Distinct from purely chaotic or destructive intent.

Revenge: Personal grievance against an employer, individual, or organization. A recently
terminated administrator deleting database backups before leaving is a revenge-motivated insider
threat.

Disruption and Chaos: No specific strategic goal — the actor simply wants to cause damage, fear,
or uncertainty. Associated with unskilled attackers seeking notoriety and some hacktivists.

War: Nation-state attacks as an instrument of armed conflict or geopolitical coercion. Cyberattacks
on power grids, water treatment facilities, and financial clearing systems prior to or during military
operations. The NotPetya attack (2017) deployed against Ukrainian infrastructure is the defining
real-world example.

Exam Tips for Objective 2.1

Shadow IT is an internal actor even though it is not malicious by intent. Questions will distinguish it
from deliberate insider threats by emphasizing the absence of security approval rather than
malicious intent.

Nation-state actors are always associated with the highest sophistication, greatest resources, and
the longest time-horizon attacks (APTs lasting months to years).

When a scenario describes a disgruntled former employee who leaked credentials, the answer is
insider threat — not organized crime — because the actor had legitimate internal access.



2.2 — Explain Common Threat Vectors and Attack Surfaces

A threat vector is the path or method an attacker uses to gain unauthorized access to a system or
network. An attack surface is the total set of points where an unauthorized actor could attempt
entry. Reducing attack surface — by closing ports, removing software, training users — directly
reduces the number of viable threat vectors available to attackers.

Message-Based Vectors

Messaging channels are the highest-volume delivery mechanism for malware, credential-harvesting
links, and social engineering because they reach end users directly, bypassing perimeter defenses.

Email: The dominant attack vector. Malicious attachments (macro-enabled Office documents, PDFs
with embedded exploits), hyperlinks to credential-phishing pages, and BEC fraud are all delivered
via email. Attackers spoof sender addresses or compromise legitimate accounts to bypass trust
filters.

SMS (Short Message Service): Text messages used to deliver malicious links (smishing) or one-
time-passcode interception attacks. SMS lacks end-to-end encryption at the carrier level, making it
vulnerable to SIM-swapping and SS7 protocol attacks.

Instant Messaging (IM): Corporate collaboration platforms (Slack, Microsoft Teams) and
consumer apps (WhatsApp, Telegram) are increasingly targeted. Attackers compromise one
account and then send malicious links to all contacts within the trust network.

Image-Based, File-Based, and Voice Call Vectors

Image-Based: Malicious code embedded in image files (steganography, or malformed image
headers that trigger parser vulnerabilities). A user opening a crafted JPEG can trigger remote code
execution in a vulnerable image library.

File-Based: Any file type can carry malicious payloads — PDF, Office documents, ZIP archives, ISO
files. Attackers exploit document-processing software vulnerabilities or embed macro scripts that
execute when the file is opened.

Voice Call (Vishing): Voice phishing uses phone calls to impersonate technical support, bank fraud
departments, or government agencies. The attacker creates urgency and pressure to extract
credentials, banking information, or MFA codes in real time.

Removable Device Vectors

USB drives, external hard disks, and optical media can carry malware that executes automatically via
AutoRun or is manually run by a curious user. The classic attack is dropping USB drives in a parking lot
near a target facility. The Stuxnet worm spread via USB drives to reach air-gapped industrial control
systems in Iranian nuclear enrichment facilities.



Vulnerable Software

Client-Based: Software installed locally on an endpoint (web browsers, email clients, PDF readers,
office suites). Each installed application is a potential attack surface. Vulnerabilities in these
applications are exploited when users open malicious files or visit compromised websites.
Requires regular patching of each endpoint individually.

Agentless: Services accessed through a browser or thin client with no locally installed software.
The attack surface moves to the server-side application and the network transport rather than the
endpoint itself. Reduces patch burden on endpoints but centralizes server-side risk.

Unsupported Systems and Applications

Software that has reached end-of-life (EOL) or end-of-service-life (EOSL) no longer receives security
patches from its vendor. Every newly discovered vulnerability is permanently unpatched. Windows XP
continued operating in healthcare and industrial environments years after Microsoft ended support in
2014, and WannaCry (2017) devastated organizations still running it. Legacy industrial control
systems, point-of-sale terminals, and medical devices frequently remain on unsupported OS versions.

Unsecure Networks

Wireless: Open or weakly encrypted Wi-Fi networks allow packet capture (eavesdropping), evil
twin attacks (rogue access points mimicking legitimate SSIDs), and de-authentication attacks.
WPA2-Personal with a weak passphrase is crackable via offline dictionary attacks against the
captured four-way handshake.

Wired: Physical access to a network port enables 802.1X bypass, VLAN hopping, and on-path (man-
in-the-middle) attacks via ARP poisoning. Unlocked server rooms and exposed patch panels are the
most common wired network attack surfaces.

Bluetooth: Bluejacking (unsolicited messages), bluesnarfing (unauthorized data access), and
bluebugging (device control takeover) exploit Bluetooth implementations. Discoverable mode and
unpatched Bluetooth stacks are the primary risks; keeping Bluetooth off or non-discoverable when
not in active use is the primary control.

Open Service Ports

Every open TCP or UDP port is an entry point. Services listening on standard ports are well-known to
attackers: port 22 (SSH), 3389 (RDP), 445 (SMB), 80/443 (HTTP/HTTPS). Unneeded open ports on
firewalls, servers, and workstations increase attack surface with no benefit. The principle of minimal
footprint dictates closing every port that does not serve an active business requirement.

Default Credentials

Network devices, IoT equipment, printers, cameras, and software platforms ship with factory-default
usernames and passwords (admin/admin, admin/password, root/root). Attackers maintain and use



publicly available default credential databases. The Mirai botnet (2016) compromised hundreds of
thousands of IoT devices by scanning for devices still using default credentials, generating record-
breaking DDoS traffic.

Supply Chain Vectors

Modern organizations depend on a network of third parties. Compromise of any supplier in the chain
can propagate malware or access into the downstream organization without directly attacking it.

Managed Service Providers (MSPs): MSPs hold elevated administrative access to client
environments for monitoring and management. Compromising an MSP's tools or credentials
yields simultaneous access to all managed clients. The Kaseya VSA attack (2021) used an MSP's
RMM platform to deploy REvil ransomware to over 1,500 downstream businesses in one operation.

Vendors: Software and hardware vendors with remote support access or update delivery rights.
The SolarWinds SUNBURST attack (2020) inserted malicious code into a digitally signed software
update distributed to approximately 18,000 organizations, including U.S. federal agencies.

Suppliers: Hardware manufacturers or component suppliers can introduce counterfeit or
tampered hardware. A malicious chip or firmware modification at the factory bypasses all
software-based security controls.

Human Vectors and Social Engineering

Social engineering exploits human psychology — trust, fear, urgency, and authority — rather than
technical vulnerabilities. No amount of technical security can fully compensate for an untrained user.

Technique Definition Concrete Example

Phishing Mass-distributed fraudulent emails
impersonating trusted entities to
steal credentials or deliver
malware.

An email appearing to be from Microsoft
365 asks the recipient to re-enter login
credentials on a spoofed sign-in page.

Vishing Voice-based phishing using phone
calls to extract sensitive
information.

A caller claims to be from the IT helpdesk
and instructs the employee to provide
their temporary password to "unlock"
their account.

Smishing SMS-based phishing sending
malicious links via text message.

A text message purporting to be from
FedEx states a package is on hold and
requests payment via a link to a
fraudulent page.



Technique Definition Concrete Example

Misinformation /
Disinformation

Spreading false information —
unintentionally (misinformation) or
deliberately (disinformation) — to
deceive, manipulate, or destabilize.

A threat actor creates fake news articles
about a company's data breach to drive
down stock price or cause customer
panic before executing a financial attack.

Impersonation Pretending to be a trusted
individual — an executive, vendor,
or colleague — to bypass security
controls or extract information.

An attacker wearing a vendor badge
tailgates into a server room, claiming to
be there for routine maintenance.

Business Email
Compromise (BEC)

Compromising or spoofing a
business email account (often an
executive's) to authorize fraudulent
wire transfers or redirect payroll
deposits.

An email appearing to come from the
CFO instructs the accounts payable team
to wire $250,000 to a new vendor
account immediately.

Pretexting Creating a fabricated scenario (a
pretext) to manipulate the target
into providing information or
performing an action.

An attacker calls posing as an IT auditor
conducting a compliance review and
asks an employee to read back their
network username and employee ID
number for verification.

Watering Hole Compromising a website frequently
visited by members of the target
organization and weaponizing it to
infect visitors.

A nation-state compromises an industry
trade association's website, knowing
defense contractors regularly visit it.
Visitors receive a drive-by exploit.

Brand
Impersonation

Creating fake websites, emails, or
accounts that mimic a well-known
brand to harvest credentials or
distribute malware.

A fraudulent website at "arnazon.com"
replicates the Amazon login page to
steal shopper credentials during a
holiday shopping period.

Typosquatting Registering domain names that are
common misspellings of legitimate
brand domains to capture
misdirected traffic.

"gooogle.com", "paypa1.com", or
"microsofft.com" redirect users who
mistype the domain to phishing pages or
malware download sites.

Exam Tips for Objective 2.2



Know the three-way distinction: phishing = email, vishing = voice, smishing = SMS. Exam scenarios
will describe the channel to identify the correct term.

Supply chain and MSP vectors are high-priority — recent exam editions have emphasized these
following real-world incidents like SolarWinds and Kaseya.

Typosquatting and brand impersonation are distinct: typosquatting relies on a mistyped URL; brand
impersonation can use a visually identical but differently worded domain or spoofed sender name.



2.3 — Explain Various Types of Vulnerabilities

A vulnerability is a weakness in a system, application, configuration, or process that can be exploited
by a threat actor. SY0-701 organizes vulnerabilities into ten categories. Understanding each category,
how vulnerabilities in it arise, and what defensive measures apply is required for both conceptual
questions and scenario-based application questions on the exam.

Application Vulnerabilities

Memory Injection: An attacker writes malicious code directly into a running process's memory
space. Because the injected code runs within a legitimate process, it inherits that process's
permissions and can evade security tools that only inspect files on disk. Shellcode injection and
DLL injection are common implementations. Defenses include Data Execution Prevention (DEP),
which marks memory regions as non-executable, and Address Space Layout Randomization (ASLR),
which randomizes the memory addresses of key data areas so attackers cannot reliably predict
where injected code will land.

Buffer Overflow: A program writes more data to a fixed-length buffer than the buffer was
allocated to hold. The excess data overwrites adjacent memory, potentially overwriting the return
address on the stack and redirecting execution to attacker-controlled code. Buffer overflows have
been weaponized for decades and remain prevalent in C and C++ applications that use unsafe
memory functions such as strcpy() or gets(). Defenses include stack canaries, ASLR, DEP, and
safe programming libraries.

Race Conditions / Time-of-Check to Time-of-Use (TOCTOU): A race condition occurs when two
processes access a shared resource concurrently and the outcome depends on the order of
execution. TOCTOU specifically describes the window of time between when a security check is
performed (time-of-check) and when the actual resource is used (time-of-use). An attacker can
swap a legitimate file for a malicious one in that gap. Example: a program checks that a file exists
and is safe, but an attacker replaces the file with a symlink to a privileged system file before the
program opens it.

Malicious Update: Software update mechanisms that do not cryptographically verify the integrity
and authenticity of updates can be hijacked. An attacker who controls the update delivery path —
through DNS hijacking, BGP hijacking, or a compromised update server — can push a trojanized
update to thousands of systems simultaneously. Requiring signed updates and verifying certificate
chains are the primary defenses.

Operating System (OS)-Based Vulnerabilities

Operating systems are the largest software components on any system and present enormous attack
surfaces. Kernel vulnerabilities can grant an attacker complete system control. Privilege escalation
vulnerabilities allow an attacker with limited user access to gain administrative or root-level access.



The OS attack surface spans the kernel, device drivers, system services, APIs, and default
configurations. Timely security patch deployment and attack surface reduction (disabling unused
services, removing unnecessary accounts) are the primary defenses.

Web-Based Vulnerabilities

SQL Injection (SQLi): Web application input fields that pass user-supplied data directly to
database queries without sanitization allow an attacker to insert (inject) SQL commands. The
injected SQL executes with the database user's privileges and can return all table contents, bypass
authentication (entering ' OR '1'='1 as a password), modify data, or drop tables. Parameterized
queries (prepared statements) and stored procedures are the definitive technical defense. Input
validation and least-privilege database accounts provide additional layers.

Cross-Site Scripting (XSS): Malicious scripts are injected into a web page that is then served to
other users. The victim's browser executes the script in the context of the trusted website. Three
primary types exist:

Stored (Persistent) XSS: The malicious script is saved in the application's database (e.g., in a
comment field) and executes for every user who views that page.

Reflected XSS: The script is embedded in a URL and reflected back by the server in the
response. The victim must click a crafted link to be exploited.

DOM-Based XSS: The vulnerability exists in client-side JavaScript that unsafely reads from the
DOM and writes it back, never touching the server.

Defenses include Content Security Policy (CSP) headers, output encoding, and HTTPOnly cookie
flags.

Hardware Vulnerabilities

Firmware: Firmware is the embedded low-level software that controls hardware (BIOS/UEFI,
network card firmware, hard drive controller firmware). Firmware vulnerabilities are particularly
dangerous because they execute below the operating system and persist through OS
reinstallation. Vendors release firmware updates infrequently and many organizations skip them.
UEFI Secure Boot and measured boot (TPM-based integrity verification) defend against
unauthorized firmware modification.

End-of-Life (EOL) Hardware: When hardware reaches end-of-life, vendors cease producing
firmware and security updates. Known vulnerabilities discovered after EOL are never patched.
Industrial control systems, medical devices, and network equipment often remain deployed years
past EOL dates due to operational constraints or replacement cost.

Legacy Hardware: Older hardware that is still operational but was designed before modern
security requirements. Legacy hardware may lack support for current encryption standards, may



not be compatible with modern security software, and may have accumulated known
vulnerabilities with no available mitigations from the vendor.

Virtualization Vulnerabilities

VM Escape: A virtual machine is intended to be fully isolated from the host and other VMs. A VM
escape vulnerability allows malicious code running inside a guest VM to break out of the
hypervisor sandbox and execute code on the host system — or access other VMs on the same
host. This is classified as a critical severity vulnerability wherever it occurs. Keeping hypervisor
software patched is the primary defense.

Resource Reuse: When a VM is deleted or migrated, the physical memory and storage pages it
occupied may not be securely zeroed before being allocated to a new VM. A new VM tenant could
read residual data from a previous tenant's memory pages. This is especially significant in multi-
tenant cloud environments where competing organizations share physical hardware. Memory
scrubbing and secure deallocation are the required defenses.

Cloud-Specific Vulnerabilities

Cloud environments introduce vulnerabilities unique to their architecture and shared-responsibility
model:

Misconfigured storage buckets: S3 buckets, Azure Blob Storage, and Google Cloud Storage
containers left publicly accessible have exposed billions of records. The default setting has
changed over time but misconfigurations persist.

Over-privileged IAM roles: Identity and Access Management (IAM) roles assigned excessive
permissions violate least privilege and allow a compromised cloud identity to access far more
resources than needed.

Shared responsibility confusion: Customers who do not understand the cloud shared-
responsibility model may assume the cloud provider secures aspects (data, application
configurations) that are in fact the customer's responsibility.

Insecure APIs: Cloud services are managed through APIs. Unauthenticated or improperly
authenticated API endpoints provide direct access to provisioning and data management
functions.

Supply Chain Vulnerabilities

Service Provider: Third-party service providers with remote access to systems or privileged data-
handling relationships create inherited trust vulnerabilities. A breach of the service provider grants
access to all of its customers.

Hardware Provider: Counterfeit or tampered hardware — network interface cards, server
components, routers — can contain embedded backdoors or modified firmware installed at the



manufacturing or distribution stage. Nation-state actors have documented capabilities in this area.

Software Provider: Malicious code inserted into a software product's source code repository, build
pipeline, or distribution mechanism before it reaches customers. The 2020 SolarWinds attack and
the 2021 Codecov breach are representative incidents where the software build pipeline was the
point of compromise.

Cryptographic Vulnerabilities

Cryptographic vulnerabilities arise from using weak, outdated, or incorrectly implemented
cryptography:

Weak algorithms: MD5 and SHA-1 are considered cryptographically broken for collision
resistance. DES (56-bit key) is exhaustively brutable. RC4 stream cipher is deprecated in TLS.

Short key lengths: RSA-1024 is considered insufficient; RSA-2048 is the current minimum; RSA-
4096 recommended for long-lived certificates.

Poor implementation: Using a cryptographically secure algorithm with a static IV, predictable
nonce, or hardcoded key negates the theoretical security of the algorithm.

Deprecated protocol versions: SSL 2.0/3.0, TLS 1.0/1.1 have known vulnerabilities (POODLE,
BEAST, CRIME). TLS 1.2 with strong cipher suites or TLS 1.3 is required for secure transport.

Misconfiguration Vulnerabilities

Misconfiguration is among the most common vulnerability categories because it requires no software
defect — only an incorrect setting. Examples:

Default credentials left unchanged on routers, databases, or administrative consoles.

Firewall rules that are overly permissive (allow any/any) or that were added for testing and never
removed.

Directory listing enabled on web servers, exposing file structure.

Debug mode or verbose error messages enabled in production applications, revealing stack traces
and internal architecture.

Cloud storage buckets or database ports exposed to the public internet without authentication.

Mobile Device Vulnerabilities

Sideloading: Installing applications from sources other than the official app store (Apple App
Store, Google Play Store). Sideloaded apps bypass the vetting process and may contain malware,
spyware, or keyloggers. Android permits sideloading natively; iOS restricts it more tightly but it
becomes possible after jailbreaking. Enterprise MDM policies can prohibit sideloading.

Jailbreaking (iOS) / Rooting (Android): Exploiting OS vulnerabilities to remove manufacturer and
carrier restrictions, gaining root or administrative access to the device OS. Jailbreaking disables



Secure Boot, removes app sandbox protections, and voids warranty and support. It allows
installation of unauthorized software and makes the device significantly more susceptible to
malware. Some enterprise MDM solutions detect jailbroken or rooted devices and block corporate
access.

Zero-Day Vulnerabilities

A zero-day vulnerability is a security flaw that is unknown to the software vendor and therefore has no
available patch. The term "zero-day" refers to the fact that defenders have had zero days to prepare a
fix. Zero-days are extremely valuable on the black market and are hoarded by nation-state actors and
organized crime for high-value targets. Once a zero-day is publicly disclosed (or exploited at scale and
detected), it becomes a known vulnerability, and the vendor typically releases an emergency patch.
The window between discovery/exploitation and patching is when organizations are most at risk.
Threat intelligence feeds and behavioral monitoring (detecting anomalous activity rather than known
signatures) are the most effective defenses against zero-day exploitation.

Exam Tips for Objective 2.3

TOCTOU is a specific type of race condition — know the acronym and its precise meaning (time-of-
check vs. time-of-use).

VM escape is one of the most severe virtualization vulnerabilities because it crosses isolation
boundaries. Questions will distinguish it from resource reuse, which is about residual data.

Sideloading does not require jailbreaking on Android. The two are distinct: sideloading is installing
from unofficial sources; jailbreaking is removing OS-level restrictions.

Zero-day questions will often contrast zero-day with known vulnerability — if a patch exists, it is
not a zero-day.



2.4 — Given a Scenario, Analyze Indicators of Malicious Activity

Security analysts must recognize the behavioral signatures and technical artifacts — called indicators
of compromise (IOCs) or indicators of malicious activity — that distinguish attacks from normal
operations. This objective requires both identifying malware types by their behavior and recognizing
the system- and network-level signals that reveal an active or past attack.

Malware Attack Types

Malware
Type

How It Works Defining
Characteristic

Indicators

Ransomware Encrypts victim files or entire
disks using strong
asymmetric or symmetric
cryptography, then demands
payment (typically
cryptocurrency) for the
decryption key.

Files are suddenly
inaccessible with
changed extensions;
ransom note
appears on screen.

Rapid, unusual file system
writes; changed file
extensions; encrypted file
headers; network
communication to C2 for
key exchange; resource
consumption spike.

Trojan Malware disguised as or
bundled with legitimate,
useful software. The user
installs it willingly. The trojan's
malicious payload runs
alongside the decoy
functionality.

Appears legitimate
at install time; hides
malicious activity
behind useful front.

Unexpected outbound
network connections; new
listening ports; registry
persistence entries;
processes running under
unexpected user accounts.

Worm Self-replicating malware that
spreads across networks
without requiring user
interaction. Exploits network-
exposed vulnerabilities to
copy itself from system to
system.

Spreads
autonomously
without a host file or
user action.

Sudden spike in network
traffic; rapid propagation of
infected systems; unusual
SMB, RDP, or SSH scanning
traffic; repeated
authentication failures
across multiple systems.

Spyware Silently monitors user activity
and collects information —
browsing history, keystrokes,
screenshots, credentials,

Operates covertly;
designed to persist
without detection for
maximum data
collection.

Unusual outbound data
transfers; unexpected
network connections to
external IP addresses;
battery drain on mobile



Malware
Type

How It Works Defining
Characteristic

Indicators

location data — and
exfiltrates it to the attacker.

devices; elevated data
usage.

Bloatware Manufacturer-installed, often
unwanted software that
consumes resources and may
collect user data or create
additional attack surface. Not
inherently malicious but
degrades security posture.

Pre-installed without
user consent; often
difficult to remove.

Pre-installed applications
with unknown function;
unexpected background
processes; privacy policy
violations in pre-installed
apps.

Virus Malicious code that attaches
itself to a legitimate host file
or program and replicates by
infecting other files when the
host is executed. Requires
user action to initially activate.

Requires a host file;
spreads by infecting
other executables or
documents.

Unexpected file size
changes; modified
executable timestamps;
antivirus signature alerts;
system instability after
running a downloaded file.

Keylogger Records every keystroke
typed by the user and
transmits captured data to
the attacker. May also capture
screenshots, clipboard
contents, and form data.

Passive capture of
typed input;
exfiltrates
credentials without
triggering
authentication
failures.

Unusual background
processes; unexpected
outbound HTTP/HTTPS
traffic from non-browser
processes; unexplained
credential theft despite no
failed login attempts.

Logic Bomb Dormant malicious code that
activates when a specific
condition is met — a date,
time, user action, or absence
of an expected event (a dead
man's switch variant). Often
planted by insiders.

Lies dormant until
trigger condition
fires; may be
designed to destroy
evidence of its own
existence.

Code review discovery;
unexpected scheduled
tasks or scripts; actions
occurring at unusual times
(out-of-cycle events); post-
incident forensic code
analysis.



Malware
Type

How It Works Defining
Characteristic

Indicators

Rootkit Malware that embeds itself
deep in the OS (kernel level)
or firmware (bootkit) to hide
itself and other malware from
the OS, security software, and
administrators. Modifies OS
functions to conceal its
presence.

Actively hides from
the OS and security
tools; antivirus may
repeatedly disable
itself.

Security software
repeatedly disabling itself;
discrepancies between OS-
reported system state and
offline forensic analysis;
boot anomalies; UEFI/BIOS
integrity check failures.

Physical Attacks

Brute Force (Physical): Direct physical force to bypass physical security controls — forced doors,
broken windows, disabled locks. Distinct from logical brute force password attacks. Indicators
include damaged access control hardware, triggered physical alarms, and surveillance footage of
unauthorized entry.

RFID Cloning: Using a commercially available RFID reader to capture the credential data from a
proximity access card and writing it to a blank card. The cloned card authenticates as the
legitimate cardholder. Indicators include after-hours badge swipes in unexpected locations or
simultaneous badge events in geographically separated areas from a single credential.

Environmental: Attacks on supporting infrastructure — cutting power feeds, disabling HVAC
(causing hardware thermal failures), blocking communications lines, or flooding a data center. No
technical indicator within the IT system; the attack appears as an infrastructure failure.

Network Attacks

DDoS — Amplified: The attacker sends small requests to publicly accessible services (DNS, NTP,
memcached) that generate disproportionately large responses directed at the victim's IP address.
Amplification factors can reach 10,000:1 (memcached UDP). Indicators: massive inbound UDP
traffic; traffic originating from legitimate but distributed internet infrastructure.

DDoS — Reflected: The attacker spoofs the victim's IP address as the source in requests sent to
third-party servers. All responses are directed at the victim. Differs from amplified in that the
attacker's goal is reflection of traffic, not necessarily amplification.

DNS Attacks (DNS Poisoning / Spoofing): Injecting false records into a DNS resolver's cache so
that legitimate domain name queries return attacker-controlled IP addresses. Users are silently
redirected to fraudulent servers. Indicators: DNSSEC validation failures; unusual DNS response
sources; SSL certificate warnings on sites users trust.



Wireless — De-authentication: Sending forged IEEE 802.11 management frames (which are
unencrypted and unauthenticated in WPA2) to disconnect clients from an access point, forcing
them to reconnect. Attackers capture the reconnection handshake for offline cracking or redirect
clients to a rogue access point. Indicators: repeated unexpected Wi-Fi disconnections; 802.11
management frame anomalies in wireless IDS logs.

Wireless — Jamming: Transmitting RF interference on the same frequency band as the target
wireless network to prevent communications. Results in complete loss of wireless connectivity in
the affected area. Indicators: simultaneous loss of all wireless connections; RF spectrum analysis
showing elevated noise floor.

On-Path Attack (Man-in-the-Middle): The attacker positions themselves between two
communicating parties, intercepting and potentially modifying traffic in transit. ARP poisoning is
the most common LAN-based implementation — the attacker broadcasts false ARP replies
associating their MAC address with the default gateway IP. Indicators: ARP table anomalies;
duplicate IP-to-MAC mappings; SSL certificate warnings; unexpected latency increases.

Credential Replay: Capturing valid authentication tokens, hashes, or session cookies and reusing
them to authenticate without knowing the underlying password. Pass-the-Hash (PTH) attacks
against Windows NTLM hashes are the canonical example. Indicators: authentication events from
unusual source IPs or at unusual times; multiple sessions from a single credential simultaneously.

Application Attacks

Injection: Inserting malicious code (SQL, LDAP, XML, OS commands) into an application input that
is then executed by a backend system. SQL injection is the most common. Indicators: database
error messages in application logs; unusual query patterns in database logs; unexpected data
retrieval from administrative tables.

Buffer Overflow (Application Context): Sending more data than an application buffer can hold,
crashing the application or redirecting execution. Indicators: application crashes; core dumps;
unexpected process termination followed by process respawn.

Privilege Escalation: An attacker with limited access exploits a vulnerability to gain higher-level
privileges. Horizontal escalation moves to another account at the same privilege level; vertical
escalation gains administrative or root access. Indicators: new user accounts with administrative
rights; sudden appearance of privileged processes under standard user accounts.

Cross-Site Request Forgery (CSRF): A malicious website tricks a victim's browser into making
authenticated requests to a target application where the victim is already logged in. The target
application processes the request as legitimate. Indicators: unexpected state changes in web
application logs (transfers, settings changes) correlated with a user session shortly after visiting an
external site.



Directory Traversal: Using sequences like ../ in URL parameters or file upload paths to navigate
outside the intended web root and access files the application was not designed to expose.
Indicators: URL-encoded dot-dot-slash sequences in web server access logs; requests for system
files like /etc/passwd or web.config.

Password Attacks

Password Spraying: Attempting one (or a small number of) commonly used password(s) against a
large number of accounts. This circumvents account lockout policies because no single account
receives enough failed attempts to trigger a lockout. Indicators: a small number of failed
authentication events spread across many accounts rather than many failed attempts against one
account; often occurs over an extended time period to further evade detection.

Brute Force: Systematically attempting every possible password combination for a single account
or credential pair. Online brute force targets a live authentication service (slowed by lockouts and
network latency). Offline brute force works against captured password hashes with no rate
limiting. Indicators: rapid sequential authentication failures against a single account; account
lockout events; high-volume authentication traffic from a single source.

Cryptographic Attacks

Downgrade Attack: Tricking communicating parties into using a weaker, legacy encryption
protocol or cipher suite that the attacker can crack. POODLE (SSL 3.0 downgrade) and FREAK (RSA
export cipher downgrade) are canonical examples. Indicators: SSL/TLS handshake logs showing
negotiation of deprecated protocol versions; anomalous cipher suite negotiations.

Collision Attack: Finding two different inputs that produce the same cryptographic hash output. If
an attacker can create a collision for a digital signature algorithm, they can forge signatures. MD5
and SHA-1 have demonstrated collision vulnerabilities.

Birthday Attack: Exploits the birthday paradox (the counterintuitive probability that in a group of
23 people, there is a 50% chance two share a birthday) to find hash collisions far more efficiently
than brute force. The attack complexity scales with the square root of the hash space, making
shorter hash outputs particularly vulnerable.

Indicators of Malicious Activity (IOCs)

Indicator What It Signals Typical Cause

Account Lockout An account has been locked due to
excessive failed authentication
attempts.

Brute force attack against a specific
account; credential stuffing; legitimate
user forgot password. Differentiate by
volume, timing, and source IP analysis.



Indicator What It Signals Typical Cause

Concurrent
Session Usage

A single user account is
authenticated in multiple
simultaneous sessions from different
locations or devices.

Credential theft — the attacker has the
victim's credentials and is using them
while the legitimate user is also logged
in. Check source IPs for geographic
impossibility.

Blocked Content Security controls (antivirus, web filter,
DLP) are generating block events for
content that should not be present.

Malware attempting to download
additional payloads, contact C2 servers,
or disable security software. Repeated
blocks of the same resource indicate
persistence attempts.

Impossible
Travel

Authentication events from two
geographically distant locations
within a timeframe physically
impossible for a human to traverse.

Credential compromise — the attacker
is in a different country than the
legitimate user. Identity providers
(Azure AD, Okta) flag this automatically
as a risk event.

Resource
Consumption

Unexpected spike in CPU, GPU,
memory, network bandwidth, or disk
I/O.

Cryptomining malware uses CPU/GPU
intensively. Ransomware causes disk I/O
spikes during encryption. Data
exfiltration causes network egress
spikes. Botnet activity causes outbound
traffic increases.

Resource
Inaccessibility

Files, systems, or services that were
previously available are no longer
accessible.

Ransomware encryption completing.
DDoS attack against a service. Malware
corrupting or deleting data. Storage
failure caused by malicious overwriting.

Out-of-Cycle
Logging

Log entries appearing at unusual
times — processes running at 3 AM
that normally run at 6 AM, or activity
occurring during hours when no staff
are present.

Scheduled tasks planted by malware
executing their payload; attackers
operating in different time zones;
automated exfiltration scripts running
outside business hours to avoid
detection.



Indicator What It Signals Typical Cause

Published or
Documented
Indicators

Known IOC artifacts — file hashes, IP
addresses, domain names, registry
keys — that have been published in
threat intelligence feeds (MITRE
ATT&CK, ISACs, vendor advisories).

Artifacts from known malware families
found on the system. Matching
published IOCs confirms the identity of
malware or threat actor group and
provides context for the full attack
chain.

Missing Logs Expected log files are absent,
truncated, or show gaps in time
coverage.

Attackers deleting or clearing logs to
cover their tracks. Log tampering is a
strong indicator that an attacker with
elevated privileges has been active on
the system.

Exam Tips for Objective 2.4

Password spraying is identified by many accounts, few attempts each. Brute force is one account,
many attempts. This distinction drives most exam questions on password attacks.

Logic bombs are most commonly associated with insider threats — a disgruntled employee sets a
trigger before departing.

Impossible travel is a cloud/identity-era indicator. Microsoft Entra ID and Okta identity platforms
generate this alert automatically and it appears frequently in scenario questions.

Missing logs always suggest an attacker with elevated privileges actively covering tracks — do not
dismiss log gaps as infrastructure errors without investigation.

Rootkits are distinguished by their ability to hide from the OS itself. The tell-tale indicator is
discrepancy between what the running OS reports and what offline forensic analysis reveals.



2.5 — Explain the Purpose of Mitigation Techniques Used to Secure the
Enterprise

Mitigation techniques are the defensive controls an organization deploys to reduce the likelihood and
impact of exploitation. They do not eliminate threats — they reduce attack surface, limit damage
when attacks succeed, and accelerate detection and response. The exam expects you to match a
given scenario to the most appropriate mitigation and to explain what risk each technique addresses.

Segmentation

Network segmentation divides a flat network into isolated zones using VLANs, subnets, firewalls, and
routers with access control lists. The purpose is to contain lateral movement — if an attacker
compromises one segment, they cannot freely access other segments without crossing a control
boundary that can detect and block the movement.

VLAN Segmentation: Separating workstation traffic, server traffic, IoT device traffic, and
management traffic into distinct VLANs prevents a compromised workstation from directly
reaching production servers or network device management interfaces.

Air Gapping: Physical isolation with no network connection between a high-security network and
all other networks. Used in industrial control systems, election infrastructure, and classified
government networks. Data transfer requires physical media (USB), creating a high-friction barrier
to lateral movement.

Micro-segmentation: Granular segmentation at the individual workload or application tier level,
often implemented via software-defined networking (SDN) in cloud and data center environments.
Each workload has an explicit allow-list of permitted communications.

Access Control

Access Control Lists (ACLs): Rule sets applied to network devices (routers, firewalls, switches) or
file system objects that define which subjects (users, IP addresses, services) are permitted to
access which objects (files, network resources, ports). ACLs provide the mechanism through which
segmentation policy is enforced.

Permissions: Operating system and application-level controls that define read, write, execute, and
administrative rights for users and groups on files, directories, database tables, and application
functions. Permissions should be assigned on the basis of role, not individual, and reviewed
regularly to identify privilege creep.

Application Allow List

Also called application whitelisting, this control prevents any application that is not on an approved
list from executing on an endpoint. Unlike signature-based antivirus (which blocks known-bad), allow



listing blocks all unknown applications by default. This is highly effective against fileless malware,
novel ransomware, and unauthorized software. The trade-off is significant administrative overhead in
maintaining and updating the allow list in environments with frequent legitimate software changes.
Windows Defender Application Control (WDAC) and AppLocker are the primary implementations on
Windows.

Isolation

Isolation places a potentially compromised or high-risk system in a quarantine state where it cannot
communicate with other systems while investigation or remediation occurs. Modern EDR platforms
can isolate an endpoint with a single command, disconnecting it from the network while preserving
forensic state for analysis. Isolation differs from segmentation in that it is a reactive, event-driven
response rather than a permanent architectural control.

Patching

Applying vendor-released security updates to close known vulnerabilities is among the highest-return
security investments an organization can make. The majority of successful exploits target known
vulnerabilities for which patches have been available for weeks or months. Key patching
considerations:

Patch priority: CVSS score, active exploitation in the wild, and asset criticality should drive
patching sequence. A CVSS 9.8 vulnerability on an internet-facing server takes priority over a CVSS
5.0 vulnerability on an isolated internal system.

Patch testing: Applying patches to a representative test environment before production
deployment catches compatibility issues. Automated patch management tools (WSUS, SCCM, Jamf,
Ansible) support controlled rollouts.

End-of-life systems: Systems that cannot be patched require compensating controls — network
isolation, WAF protection, enhanced monitoring — until replacement is possible.

Encryption

Encryption protects data confidentiality at rest and in transit. Even if an attacker gains physical access
to a storage device or intercepts network traffic, encrypted data is unusable without the
corresponding decryption key.

Data at rest: Full-disk encryption (BitLocker on Windows, FileVault on macOS) protects lost or
stolen devices. Database encryption protects sensitive records if the database files are extracted.
File-level encryption protects specific sensitive documents.

Data in transit: TLS 1.2/1.3 for web traffic, application APIs, and email (SMTP with STARTTLS); SSH
for remote administration; IPsec or WireGuard for VPN tunnels. Unencrypted protocols (HTTP,
Telnet, FTP, SNMP v1/v2) should be replaced with their encrypted equivalents.



Monitoring

Continuous monitoring provides the visibility required to detect threats that bypass preventive
controls. Monitoring encompasses:

SIEM (Security Information and Event Management): Aggregates log data from across the
environment, correlates events across systems, and generates alerts based on rules and
behavioral baselines. Splunk, Microsoft Sentinel, and IBM QRadar are enterprise examples.

Endpoint Detection and Response (EDR): Agent-based endpoint monitoring that collects
behavioral telemetry (process creation, network connections, file operations, registry changes) and
enables real-time threat detection, investigation, and response including remote isolation.

Network traffic analysis: Inspecting flow data (NetFlow, sFlow) and packet captures for
anomalous communication patterns — unexpected protocols, large data transfers, beaconing to
external hosts.

Log review: Regular review of authentication logs, system event logs, application logs, and
security device logs for the indicators of malicious activity described in objective 2.4.

Least Privilege

Every user, service account, and process should be granted only the minimum permissions required
to perform its defined function — nothing more. This directly limits the blast radius of a compromise.
If an attacker compromises a standard user account with least privilege applied, they gain access to
only the resources that user legitimately needs. Contrast this with a domain administrator account
compromise, which grants access to the entire Active Directory environment.

Privilege creep: The gradual accumulation of access rights over time as users change roles.
Access reviews (quarterly or semi-annual) identify and remove permissions that are no longer
needed.

Just-in-Time (JIT) access: Privileged access is granted only for a specific time window when
needed, then automatically revoked. Eliminates standing privilege exposure.

Privileged Access Workstations (PAWs): Dedicated, hardened workstations used only for
administrative tasks, preventing credential exposure on standard user machines.

Configuration Enforcement

Continuously verifying and enforcing that all systems comply with approved security configuration
baselines — preventing drift and detecting unauthorized changes. Tools include:

Group Policy Objects (GPO): In Active Directory environments, GPOs enforce security settings
across all domain-joined systems — password policies, audit policies, software restrictions, firewall
rules.



Configuration Management (CM) tools: Ansible, Puppet, Chef, and Salt enforce configuration
state declaratively — if a system drifts from its defined configuration, the tool detects and corrects
it.

Cloud Security Posture Management (CSPM): Continuously scans cloud environments for
misconfigurations against CIS Benchmarks, NIST frameworks, or organizational policy (e.g.,
detecting public S3 buckets or overly permissive IAM policies).

Decommissioning

Systems that are no longer actively used represent pure attack surface — they cannot be monitored
as rigorously and may not receive patches, but they retain network access and potentially sensitive
data. Proper decommissioning requires:

Removing the system from the network and revoking associated credentials and certificates.

Cryptographically wiping or physically destroying storage media containing sensitive data.

Updating CMDB (Configuration Management Database) and asset inventory records.

Revoking any privileged access or service accounts associated with the decommissioned system.

Documenting the decommission for audit and compliance purposes.

Hardening

System hardening is the process of reducing a system's attack surface by removing unnecessary
functionality and strengthening its configuration. The exam specifically covers the following
hardening techniques:

Encryption: Enabling encryption of the system's storage and communications as part of baseline
configuration. BitLocker, FileVault, and LUKS for disk encryption; TLS for application layer
communications. No system should be deployed without encryption enabled.

Endpoint Protection (Antivirus / EDR): Deploying and maintaining signature-based antivirus
combined with behavioral EDR on all endpoints. Antivirus catches known malware; EDR detects
novel threats through behavioral analysis. Neither alone is sufficient.

Host-Based Firewall: A firewall running on the individual host that controls inbound and
outbound connections at the operating system level. Provides protection even when the host is on
a trusted internal network segment. Windows Defender Firewall and iptables/nftables (Linux) are
the standard implementations. Host-based firewalls protect against lateral movement even within
the same VLAN.

Host Intrusion Prevention System (HIPS): A software agent running on the host that monitors
system calls, application behavior, and network activity in real time and blocks actions that match
known attack patterns or violate behavioral policy. HIPS differs from IDS (which only alerts) in that
it actively blocks detected malicious activity. Modern EDR platforms subsume much of the
traditional HIPS functionality.



Disabling Ports and Protocols: Closing all network ports and disabling all protocols that are not
required for the system's function. A database server should not have port 80 (HTTP) open. A
workstation should not have port 3389 (RDP) listening unless remote management is required.
Every open port is a potential attack vector.

Changing Default Passwords: All vendor-supplied default credentials must be changed before
any system is deployed on a network. This includes network equipment, servers, applications,
databases, IoT devices, and embedded systems. Default credential databases are publicly available
and are among the first resources attackers consult.

Removing Unnecessary Software: Every installed application adds to the attack surface.
Applications with known vulnerabilities that are not required for the system's function should be
uninstalled. This includes default-installed software, development tools on production servers,
legacy applications, and browser plugins. A minimal footprint reduces both vulnerability exposure
and monitoring noise.

Mitigation Technique Summary Table

Mitigation Technique Primary Threat Addressed Key Standard / Tool

Segmentation Lateral movement after initial
compromise

VLANs, firewall ACLs, micro-
segmentation

Access Control (ACL +
Permissions)

Unauthorized access to resources NTFS permissions, filesystem
ACLs, router ACLs

Application Allow List Unauthorized/malicious software
execution

Windows WDAC, AppLocker

Isolation Spread of compromise from a
detected infected host

EDR remote isolation, VLAN
quarantine

Patching Known, exploitable vulnerabilities WSUS, SCCM, Jamf, Ansible

Encryption Data confidentiality loss (at rest
and in transit)

BitLocker, TLS 1.3, IPsec,
WireGuard

Monitoring Undetected attacker persistence
and activity

SIEM (Splunk, Sentinel), EDR,
NetFlow analysis

Least Privilege Excessive damage from
compromised accounts

RBAC, JIT access, PAWs, access
reviews



Mitigation Technique Primary Threat Addressed Key Standard / Tool

Configuration Enforcement Configuration drift and
misconfiguration

GPO, Ansible, Puppet, CSPM tools

Decommissioning Forgotten systems with
unmanaged attack surface

Asset inventory, CMDB, secure
media disposal

Hardening — Encryption Data exposure on compromised
or stolen hardware

BitLocker, FileVault, LUKS

Hardening — Endpoint
Protection

Known malware signatures; novel
behavioral threats

Windows Defender, CrowdStrike
Falcon, SentinelOne

Hardening — Host-Based
Firewall

Lateral movement within trusted
network segments

Windows Defender Firewall,
iptables, nftables

Hardening — HIPS Real-time behavioral attacks on
the host

Integrated into modern EDR
platforms

Hardening — Disable
Ports/Protocols

Unnecessary network exposure Host firewall rules, network ACLs,
service disablement

Hardening — Change
Default Passwords

Default credential exploitation
(Mirai-type attacks)

Password management policy;
privileged account management
tools

Hardening — Remove
Unnecessary Software

Expanded attack surface from
unused applications

Software inventory; MDM
software restriction policies

Exam Tips for Objective 2.5

Know the distinction between segmentation (architectural, permanent) and isolation (reactive,
event-driven response to a detected incident).

Application allow listing is default-deny for executables — it is stronger than antivirus but more
operationally demanding. Exam scenarios involving preventing unknown malware from running
will point to allow listing.

Least privilege and decommissioning are often paired in exam scenarios about reducing attack
surface without adding new technology — they are administrative and policy controls, not
technical products.

HIPS is a prevention control; IDS is a detection control. HIPS blocks; IDS alerts. Modern EDR
integrates both. When the exam describes a host-level control that blocks rather than alerts, the



answer is HIPS.

Hardening items like disabling default passwords and removing unnecessary software appear
simple but represent the most consistently exploited failure modes in real-world breaches. Do not
underweight them.



Domain 3.0 — Security Architecture

18% of Exam



3.1 — Compare and Contrast Security Implications of Different Architecture
Models

Overview

Architecture choices are not purely technical decisions — they are security decisions. Each
deployment model shifts where security controls must live, who owns them, and what attack surface
exists. The SY0-701 exam tests your ability to identify the security implications of a given architecture,
not merely describe it. For every model below, ask: what can go wrong, who is responsible, and what
controls mitigate the risk?

Cloud Architectures

Shared Responsibility Matrix

Every major cloud provider publishes a shared responsibility model that defines, by service tier, what
the provider secures versus what the customer secures. The fundamental rule: the higher up the
stack you consume, the less you manage — but responsibility never disappears entirely; it transfers.

Responsibility Area On-Premises IaaS PaaS SaaS

Physical data center Customer Provider Provider Provider

Hypervisor / Host OS Customer Provider Provider Provider

Virtual network / Firewall Customer Customer Shared Provider

Guest OS / Runtime Customer Customer Provider Provider

Application code Customer Customer Customer Provider

Data classification and access Customer Customer Customer Customer

Identity and access management Customer Customer Customer Customer

Exam implication: A customer who misconfigures an S3 bucket or leaves a storage blob publicly
accessible bears full responsibility — the provider secured the physical infrastructure, but the
customer controls data access. This is the single most common real-world cloud security failure
pattern.

Hybrid Cloud

A hybrid environment combines on-premises infrastructure with one or more cloud providers.
Security complexity multiplies because:



Authentication must span domains — on-premises Active Directory and cloud identity providers
may use different protocols, requiring federation (SAML, OIDC) or directory synchronization.

Network protection mismatches occur when firewall rules and network policies differ between on-
premises and cloud segments, creating gaps an attacker can exploit.

Data traversing from on-premises to the cloud crosses the public internet unless a dedicated
circuit (AWS Direct Connect, Azure ExpressRoute) or an encrypted VPN tunnel is in place.

Monitoring and logging may be fragmented — cloud-native logs (CloudTrail, Azure Monitor) are
separate from on-premises SIEM feeds, increasing the chance that a cross-environment attack
goes undetected.

Third-Party Vendors

Integrating third-party cloud services, SaaS tools, or managed security providers introduces supply
chain risk. Key considerations:

Conduct vendor risk assessments before onboarding — review SOC 2 Type II reports, penetration
test summaries, and breach history.

Establish contractual security requirements: minimum encryption standards, data retention and
deletion policies, right-to-audit clauses.

Extend incident response plans to cover third-party involvement — if a vendor is breached, your
data may be exposed even if your own systems are untouched.

Monitor vendor access continuously; revoke credentials immediately upon contract termination.

Infrastructure as Code (IaC)

Infrastructure as Code defines cloud resources — virtual machines, networks, storage, security
groups — in machine-readable configuration files (Terraform HCL, AWS CloudFormation YAML,
Ansible playbooks) rather than through manual console configuration. Security implications are
significant in both directions:

Benefit — consistency: Every deployment uses the same hardened template, eliminating
configuration drift between environments (dev, staging, production).

Benefit — auditability: IaC files live in version control (Git), creating a full history of who changed
what and when — a built-in audit trail.

Risk — secrets in code: Developers may accidentally commit API keys, passwords, or certificates
into IaC files. These secrets then exist in version history even after deletion from the current file.
Use secrets managers (AWS Secrets Manager, HashiCorp Vault) and pre-commit scanning hooks
(git-secrets, tfsec).

Risk — misconfiguration at scale: A single flawed template deployed to 200 instances creates
200 vulnerable systems simultaneously — the opposite of IaC's benefit.



Serverless

In a serverless model (AWS Lambda, Azure Functions, Google Cloud Functions), developers deploy
individual functions rather than managing servers. The cloud provider handles OS patching, scaling,
and infrastructure. Security shifts accordingly:

The attack surface shrinks at the OS/infrastructure layer — the provider manages it entirely.

The attack surface moves to the function itself: injection vulnerabilities, insecure dependencies,
overly permissive IAM roles attached to functions, and event data validation failures become the
primary threats.

Functions are ephemeral — each invocation may run in a fresh container, making persistent
backdoors harder to maintain, but also making forensic investigation after an incident more
difficult.

Third-party triggers (S3 events, API Gateway, SNS topics) are new attack vectors; an attacker who
controls trigger data controls function input.

Microservices

Microservices decompose a monolithic application into small, independently deployable services that
communicate via APIs (typically REST or gRPC). Each service owns one business capability. Security
implications:

Expanded attack surface: Dozens of API endpoints replace one monolithic interface. Each
endpoint must be authenticated, authorized, and input-validated independently.

Lateral movement risk: If services communicate freely, a compromised microservice becomes a
pivot point into the rest of the application. A service mesh (Istio, Linkerd) enforces mutual TLS
(mTLS) between services, encrypting inter-service traffic and requiring service-level authentication.

Blast radius reduction: A vulnerability in the payment microservice does not automatically
compromise the user-management microservice — this is a significant resilience advantage over
monolithic design.

Dependency complexity: Each microservice has its own dependencies and update cycle,
multiplying patch management overhead.

Network Infrastructure

Physical Isolation / Air-Gapped Networks

An air-gapped network has no physical or logical connections to untrusted networks, including the
internet. Used in classified government systems, nuclear facility controls, and high-security industrial
environments. Security implications:

Eliminates remote network-based attack vectors entirely — an attacker cannot reach the system
via the internet.



Does not eliminate all threats: the Stuxnet worm (which destroyed Iranian uranium centrifuges)
crossed an air gap via infected USB drives. Physical media, supply chain tampering, and insider
threats remain valid attack vectors.

Patch delivery requires manual processes (physically transporting approved media to the isolated
network), increasing the lag between vulnerability disclosure and remediation.

Operational complexity increases — remote administration, monitoring, and log aggregation all
require special procedures.

Logical Segmentation

Where physical separation is impractical, logical segmentation divides a single physical network into
isolated segments using VLANs (IEEE 802.1Q), subnets, and firewall rules. A properly segmented
network limits the blast radius of a compromise — an attacker who breaches the guest Wi-Fi segment
cannot freely access the finance VLAN.

VLAN tags are applied at the switch level; traffic between VLANs requires routing (typically through
a firewall or Layer 3 switch with ACLs).

Common segments: DMZ (internet-facing servers), corporate LAN, server segment, management
network, guest network, IoT VLAN, OT/ICS network.

A misconfigured trunk port or VLAN hopping vulnerability can break segmentation — see 802.1Q
double-tagging attacks.

Software-Defined Networking (SDN)

SDN decouples the network control plane (the logic that decides where traffic goes) from the data
plane (the hardware that forwards packets). A centralized SDN controller programs all forwarding
decisions. Security implications:

Centralized policy enforcement: Security policies are applied uniformly across the entire network
from one controller — eliminating per-device misconfigurations.

Single point of failure / high-value target: The SDN controller itself becomes a critical asset;
compromising it gives an attacker complete network control. Redundant controllers and strict
access controls on the controller API are essential.

Dynamic micro-segmentation: SDN enables granular, policy-driven segmentation that adapts
dynamically — a VM that changes behavior can be quarantined automatically.

The northbound API (between controller and management applications) and southbound API
(between controller and switches using OpenFlow) are both attack surfaces requiring
authentication and encryption.

On-Premises



In an on-premises deployment, the organization owns and operates all hardware, networking, and
software within its own facilities. The organization has full control and full responsibility. Key security
implications:

Physical security is the organization's responsibility: data centers require badge access, CCTV,
environmental controls, and visitor logs.

Capital expenditure (CapEx) is high — hardware must be purchased, depreciated, and replaced on
a cycle, regardless of actual utilization.

Patch management, OS hardening, and firmware updates are entirely owned by the organization's
IT staff — missed patches are the organization's liability.

Provides the greatest control over data locality and regulatory compliance — no third-party data
handling means no third-party breach risk.

Centralized vs. Decentralized Architecture

Dimension Centralized Decentralized

Control point Single authoritative
server/cluster

Distributed across many nodes

Security policy
enforcement

Consistent — one policy engine Harder to enforce uniformly

Single point of failure Yes — if the hub fails, all clients
lose access

No — nodes fail independently

Attack surface for
takeover

High — one target controls
everything

Lower — attacker must compromise
majority of nodes

Example Active Directory domain
controller, LDAP

Blockchain, peer-to-peer networks

A compromise of a centralized authentication server (e.g., a domain controller) is catastrophic — it
grants the attacker control over all resources that trust that authority. Decentralized systems trade
consistency for resilience.

Containerization

Containers (Docker, Podman) package an application and its dependencies into an isolated unit that
shares the host OS kernel. This contrasts with virtualization, where each VM runs its own full guest OS
on a hypervisor.



Attribute Virtualization (VM) Containerization

OS per instance Full guest OS per VM Shared host OS kernel

Boot time Minutes Seconds

Isolation strength Strong (hardware-level) Weaker (kernel namespace/cgroup)

Kernel vulnerability impact Affects one VM Can affect all containers on the host

Attack path: escape VM escape (rare but severe) Container breakout (more common)

Container security controls include: scanning images for known vulnerabilities before deployment
(Trivy, Snyk), running containers as non-root users, using read-only filesystems, enforcing resource
limits, and using Kubernetes Network Policies to control pod-to-pod communication.

Virtualization

Type 1 hypervisors (VMware ESXi, Microsoft Hyper-V, KVM) run directly on bare metal; Type 2
hypervisors (VirtualBox, VMware Workstation) run as applications on a host OS. Security implications:

VM sprawl: Virtual machines are easy to create and easy to forget. Unpatched, abandoned VMs
are attack targets — audit and decommission VMs regularly.

Hypervisor as a target: A vulnerability in the hypervisor can allow a VM escape, where an attacker
running code inside a VM gains access to the hypervisor and thereby all other VMs on the host.
Keep hypervisor firmware and software current.

Snapshot risks: VM snapshots capture memory state and may contain sensitive data (encryption
keys, credentials). Snapshots stored unencrypted are a data exposure risk.

Virtual networks (vSwitches, port groups) are software constructs — ensure they enforce the same
segmentation policies as physical switches.

Internet of Things (IoT)

IoT devices — smart thermostats, IP cameras, industrial sensors, medical devices, building
management systems — are deployed by physical-world manufacturers who are not security
specialists. Their characteristics create a distinctive risk profile:

Default credentials: Many ship with default usernames and passwords (admin/admin) that are
never changed, making them trivially exploitable.

Inability to patch: Many IoT devices run firmware that the manufacturer never updates, or cannot
be patched in the field without physical access. Known vulnerabilities persist for the device's entire
operational life.



Limited compute: Constrained processors and memory cannot run traditional endpoint security
agents, TLS stacks with modern cipher suites, or cryptographic operations at acceptable
performance.

Network exposure: An attacker who compromises an IoT device on the corporate network gains a
foothold. Best practice: isolate IoT devices on a dedicated VLAN with restricted outbound access,
and never allow IoT traffic to reach sensitive internal segments.

Physical attack surface: Deployed in publicly accessible locations, IoT devices can be tampered
with physically.

Industrial Control Systems (ICS) / SCADA

ICS is the general term for systems that control industrial processes (manufacturing assembly lines,
water treatment, electrical grids). SCADA (Supervisory Control and Data Acquisition) is a specific ICS
architecture that collects real-time data from field devices (sensors, PLCs — Programmable Logic
Controllers) and presents it to human operators.

Security implications are uniquely severe because the consequences of compromise are physical, not
just digital — a cyberattack on a power grid can cause blackouts; an attack on a water treatment plant
can affect public health.

Legacy systems: Many SCADA systems run decades-old software (Windows XP, proprietary OSes)
that cannot be patched without vendor involvement and often cannot accept patches at all without
disrupting operations.

Availability priority: In OT (Operational Technology) environments, uptime is paramount. The
security CIA triad is reordered: Availability, then Integrity, then Confidentiality. Rebooting a PLC to
apply a patch may require shutting down a production line.

Network isolation: ICS/SCADA networks should be completely segmented from corporate IT
networks. If bidirectional communication is necessary (for monitoring), enforce it through a data
diode or demilitarized zone (DMZ) with strict firewall rules — never a flat connection.

Protocols: ICS protocols (Modbus, DNP3, OPC-UA) were designed for reliability, not security —
many lack authentication and encryption natively.

Real-Time Operating Systems (RTOS)

An RTOS is an operating system designed to guarantee deterministic response times within strict
deadlines. Examples include VxWorks, FreeRTOS, and QNX. They are used in anti-lock braking
systems, avionics flight control, pacemakers, and military targeting systems where a microsecond
delay could mean failure.

Critical real-time tasks are given highest priority; the OS ensures they preempt all other processes.

Because resource-intensive operations (full OS security suites, TLS with certificate validation) can
introduce unpredictable latency, traditional security controls often cannot be deployed — the



device is purpose-built and security-limited by design.

Updates to RTOS firmware require rigorous testing before deployment — a bad update can make a
medical device or aircraft system behave unpredictably.

Embedded Systems

Embedded systems are dedicated hardware-software combinations designed to perform a specific
function as part of a larger system. Examples: traffic lights, smart meters, digital signage, automotive
ECUs (Engine Control Units), printers. Key security properties:

No general-purpose OS — users cannot install applications or agents, limiting both capability and
attack vectors.

Firmware is often burned in at manufacture and rarely updated. Even when updates are available,
the process may require physical access or a proprietary update tool.

Limited or no user interface — management is often via serial console, proprietary protocol, or
physical configuration switches.

Long operational lifespans (10–20+ years) mean embedded systems frequently outlive vendor
support for their firmware, leaving known vulnerabilities permanently unpatched.

High Availability

High Availability (HA) refers to designing systems so that service continues even when individual
components fail. HA is both a resilience goal and a security consideration — availability is the "A" in
CIA.

Active-Active: All nodes are simultaneously processing workloads. If one node fails, traffic is
redistributed across the remaining nodes. Provides maximum throughput and zero degradation
on failure.

Active-Passive: One primary node handles all traffic; one or more standby nodes remain idle until
the primary fails. Failover introduces a brief service interruption during the switchover. Less
expensive than active-active since standby hardware may be lower-spec.

HA configurations require heartbeat monitoring — nodes continuously announce their health to
each other. If a heartbeat is missed, the cluster triggers failover.

Cost scales with redundancy level — full HA across geographic regions is significantly more
expensive than single-site HA.

Architectural Considerations: Comparing Trade-offs

CompTIA expects you to evaluate a given architecture against these twelve considerations and
articulate the security implications of each trade-off.



Consideration Description Security Implication

Availability Percentage of time a
system is operational
and accessible

High availability designs (redundancy, failover) protect
against both accidental failure and DDoS; the cost of
downtime must justify the cost of redundancy

Resilience Ability to absorb
disruption and return
to normal operation

Resilient architectures include redundant components,
geographic dispersion, and tested failover — they
assume failure will occur and plan for recovery

Cost Total financial
investment in the
architecture

Security controls have a cost; risk transference
(insurance, outsourcing) may be cheaper than full
redundancy; security ROI must be justified

Responsiveness Speed at which the
system responds to
requests or events

Security controls that add latency (deep packet
inspection, full TLS handshakes, certificate validation)
must be balanced against performance requirements;
RTOS systems cannot tolerate added latency

Scalability Ability to handle
increased load by
adding resources

Horizontally scaled systems (auto-scaling groups,
serverless functions) must ensure security controls
scale with the infrastructure — a new VM in an auto-
scaling group must receive the same hardened
configuration as the baseline

Ease of
Deployment

How quickly and
consistently the system
can be deployed

IaC and automation improve deployment consistency
and reduce human error; manual deployments
introduce configuration drift

Risk
Transference

Shifting risk
responsibility to a third
party

Moving workloads to a cloud provider or purchasing
cyber insurance transfers some risk; the organization
remains liable for data classification and access control
regardless of where data resides

Ease of
Recovery

Speed and
completeness with
which the system
recovers after failure

Measured by RTO (Recovery Time Objective) and RPO
(Recovery Point Objective); hot sites recover in minutes,
cold sites in days; backups must be tested to have
value

Patch
Availability

Whether the vendor
provides security
updates

Supported software with regular patches is a security
prerequisite; before deploying any system, verify the
vendor's patch history and end-of-support date



Consideration Description Security Implication

Inability to
Patch

Situations where
patching is not feasible

Common in IoT, embedded systems, ICS/SCADA, and
RTOS; compensating controls include network
segmentation, application whitelisting, intrusion
detection, and enhanced monitoring; a system that
cannot be patched is a permanent vulnerability

Power Electrical power
consumption and
backup power
requirements

Critical systems require redundant power (dual PSUs,
UPS, generator); power failure without backup destroys
availability; power consumption also affects where
hardware can be deployed

Compute Processing power
available to the system

Constrained compute (IoT, embedded) limits the
cryptographic operations, security agents, and logging
the device can perform; high-compute environments
can run comprehensive security tooling



3.2 — Apply Security Principles to Securing Enterprise Infrastructure

Overview

Enterprise infrastructure security is built on placing the right control in the right location. This
objective tests your ability to make architectural security decisions: where to place a device, how it
should fail, whether it should act inline or passively, and which firewall or secure communication
technology fits a given scenario. The underlying principle is defense in depth — no single control is
sufficient; multiple overlapping layers are required.

Infrastructure Considerations

Device Placement

Where a security device sits in the network topology determines what traffic it can see and control. A
firewall between the internet and the DMZ cannot protect east-west traffic between internal servers.
Correct placement decisions:

Place firewalls at trust boundaries — internet perimeter, DMZ boundary, and internal network
segment boundaries.

Place IDS/IPS sensors where they can see the traffic you want to monitor — typically on the inside
of the perimeter firewall to detect attacks that have passed initial filtering, or on trunk ports to
monitor inter-VLAN traffic.

Place a WAF between internet users and web application servers, not at the outer perimeter where
it would inspect all traffic.

Place a jump server (bastion host) in a dedicated management network segment, with only it
having SSH/RDP access to production servers.

Security Zones

A security zone is a network segment with a defined trust level. Traffic between zones of different
trust levels must pass through a security control (firewall, proxy, IPS). Common zones:

Internet (Untrusted): The public internet; all inbound traffic is untrusted until inspected.

DMZ (Demilitarized Zone): Contains internet-facing servers (web servers, mail relays, public DNS).
The DMZ is accessible from both the internet and internal networks but is isolated from both — if a
DMZ server is compromised, the attacker cannot directly reach internal systems.

Internal Network (Trusted): Workstations, file servers, internal applications.

Restricted Zone: Highest-value assets — domain controllers, databases containing PII or financial
data, industrial control systems. Access is tightly controlled even from the internal network.



Management Network: Out-of-band administrative access to infrastructure devices; isolated so
that even if the production network is compromised, administrative access remains secure.

Attack Surface

The attack surface is the sum of all points where an attacker could attempt to enter, extract data
from, or disrupt a system. Reducing it is a fundamental security design goal:

Disable all services, ports, and protocols not required for business function (principle of least
functionality).

Remove unused software and user accounts.

Restrict administrative access to the management network only.

Minimize the number of public-facing IP addresses and services.

Connectivity

Connectivity decisions determine what paths exist between network zones. Every allowed path is also
a potential attack path. Use the principle of least privilege for network connectivity — only the
minimum required flows should be permitted, and all others should be denied by default. Document
allowed flows in a network access matrix and review it regularly.

Failure Modes: Fail-Open vs. Fail-Closed

When an inline security device fails (hardware fault, software crash, power loss), it must decide what
happens to traffic:

Mode Behavior on
Failure

Priority Use Case

Fail-
Open

All traffic passes
without inspection

Availability Where service continuity is critical and the risk of
uninspected traffic is acceptable (e.g., a load balancer
in a consumer web service)

Fail-
Closed

All traffic is
blocked

Security Where security is paramount and the cost of blocking
legitimate traffic is acceptable (e.g., an IPS protecting
a payment system)

Exam tip: A hospital network's IPS might be configured fail-open so that a device failure does not
interrupt patient monitoring traffic. A financial trading platform's firewall might be fail-closed so that
a failure does not expose trade data. Neither mode is universally correct — it is a deliberate risk
decision.

Device Attributes: Active vs. Passive



Attribute Active Passive

Response to
threats

Can block, reset connections, modify
traffic

Alerts only; cannot block traffic

Network position Inline — traffic flows through the
device

Out-of-band — receives a copy of traffic

Impact of failure Can disrupt traffic if misconfigured No impact on traffic flow

Example IPS, inline firewall, WAF IDS (tap/SPAN mode), passive network
sensor

Inline vs. Tap/Monitor Mode

Inline placement means all traffic physically passes through the device — the device is in the data
path. It can drop, modify, or allow packets. If it fails without bypass, it breaks the network path.

Tap/Monitor (SPAN) mode means the device receives a copy of traffic via a network TAP (hardware
device that mirrors traffic) or a switch SPAN port (Switch Port ANalyzer). The device is out-of-band — it
cannot affect the live traffic stream, but it can analyze and alert on it. An IDS in SPAN mode never
introduces latency or a failure point.

Network Appliances

Jump Server (Bastion Host)

A jump server is a hardened host positioned in a management network that serves as the sole
authorized gateway for administrative access to production systems. Administrators connect to the
jump server first, then connect from it to target systems. This creates a single, audited chokepoint:

All administrative sessions are logged on the jump server — full command history and session
recordings.

MFA is enforced on the jump server connection; even if an attacker steals credentials, they cannot
bypass MFA.

Production servers need not expose RDP or SSH to the internet — only the jump server is
accessible externally.

The jump server itself must be hardened: minimal services, no email or web browsing, regular
patching, privileged access workstation (PAW) policies.

Proxy Server

A proxy sits between clients and their destination, making requests on the client's behalf. Types and
their security roles:



Forward proxy: Inspects and controls outbound web traffic from internal users to the internet.
Can enforce acceptable use policies, block malicious URLs, strip malware from downloads, and log
all web activity.

Reverse proxy: Sits in front of internal servers, receiving requests from external clients and
forwarding them to backend servers. Hides the identity and topology of backend servers; can
perform TLS termination and serve as a WAF integration point.

SSL/TLS inspection proxy: Decrypts outbound HTTPS traffic, inspects it for malware or policy
violations, re-encrypts it, and forwards it. Requires trust anchor deployment on client machines.

Caching proxy: Caches frequently requested content to reduce bandwidth; security benefit is
reduced direct connection to external servers.

IPS / IDS

Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) both analyze network
traffic for known attack patterns and anomalous behavior. The critical difference is response: an IDS
alerts; an IPS acts.

Attribute IDS IPS

Response Generate alerts for administrator
review

Automatically drop packets, reset
connections, or block sources

Placement Out-of-band (SPAN/TAP) Inline (data path)

False positive
impact

Analyst workload increases;
legitimate traffic unaffected

Legitimate traffic blocked — potential self-
inflicted denial of service

Performance
impact

None on live traffic Adds latency to inspected flows

Detection methods: Signature-based matching compares traffic against a database of known attack
patterns — reliable against known threats, blind to zero-days. Anomaly-based (behavioral) detection
establishes a baseline of normal traffic and flags deviations — detects novel attacks but generates
more false positives.

Load Balancer

A load balancer distributes incoming connections across a pool of backend servers. Security benefits:

Provides high availability — if one server fails, the load balancer removes it from the pool and
redistributes traffic to healthy servers.



Absorbs DDoS traffic by distributing the load; some load balancers include DDoS mitigation
features.

Hides the number and IP addresses of backend servers from external clients.

Can terminate TLS, inspect application-layer content (when paired with a WAF), and perform health
checks.

Enables rolling deployments — servers can be patched one at a time while others serve traffic.

Sensors

Network and host-based sensors collect telemetry — traffic flows, system events, log data — and
forward it to a SIEM or monitoring platform. Sensors may be dedicated appliances, software agents
on endpoints, or passive network taps. They are the data collection layer of a defense-in-depth
architecture.

Port Security

IEEE 802.1X

IEEE 802.1X is a port-based Network Access Control (NAC) standard. Before a device can access the
network through a wired switch port or a wireless access point, it must authenticate. The 802.1X
framework has three roles:

Supplicant: The client device requesting network access (laptop, phone, workstation).

Authenticator: The network device enforcing access control (managed switch port, wireless
access point). It does not make the authentication decision — it forwards authentication traffic to
the authentication server.

Authentication Server: Typically a RADIUS server (FreeRADIUS, Microsoft NPS, Cisco ISE) that
validates the supplicant's credentials and tells the authenticator whether to open or block the port.

Until authentication succeeds, the switch port is in an unauthorized state — it only passes EAPOL (EAP
over LAN) authentication traffic. Upon successful authentication, the port is opened for normal data
traffic. This prevents rogue devices from connecting to a wired network simply by plugging in a cable.

Extensible Authentication Protocol (EAP)

EAP is the authentication framework used within 802.1X. EAP defines the message format; the specific
authentication method (credential type, cryptographic mechanism) is determined by the EAP variant:

EAP Variant Authentication Method Security Notes

EAP-TLS Mutual certificate authentication (client
and server both present certificates)

Strongest — requires PKI infrastructure;
no passwords transmitted



EAP Variant Authentication Method Security Notes

PEAP
(Protected
EAP)

Wraps inner authentication (often
MSCHAPv2 password) in a TLS tunnel

Strong — server certificate required;
widely deployed with AD/LDAP

EAP-TTLS TLS tunnel protecting any inner
authentication method

Flexible; does not require client
certificates

EAP-MD5 Challenge-response using MD5 hash of
password

Weak — MD5 is broken; no mutual
authentication; do not use

EAP-FAST Cisco proprietary; uses Protected Access
Credentials (PAC) instead of certificates

Moderate; avoids certificate
infrastructure but PAC provisioning must
be secured

Firewall Types

Web Application Firewall (WAF)

A WAF operates at Layer 7 (Application layer) and specializes in HTTP/HTTPS traffic. It understands
web protocols, inspects request and response bodies, headers, cookies, and query strings. A WAF
protects against application-layer attacks that a traditional firewall cannot see:

SQL injection, cross-site scripting (XSS), cross-site request forgery (CSRF)

HTTP flood attacks and application-layer DDoS

Insecure direct object references, path traversal

OWASP Top 10 vulnerabilities

WAFs operate in two modes: detection mode (log only, do not block) used during tuning, and
prevention mode (block malicious requests) used in production.

Unified Threat Management (UTM)

A UTM appliance combines multiple security functions into a single device: firewall, IDS/IPS,
antivirus/antimalware, content filtering, VPN, spam filtering, and sometimes DLP. Advantages:
simplified management, reduced cost, single vendor relationship. Disadvantages: single point of
failure for all security functions; performance may degrade when all features are active
simultaneously; typically less capable than best- of-breed individual solutions. Most common in small-
to-medium business environments.

Next-Generation Firewall (NGFW)



A NGFW extends traditional stateful packet inspection with deep packet inspection (DPI), application-
layer visibility, and integrated IPS. Key capabilities beyond a traditional firewall:

Application awareness: Can identify and control specific applications by their behavior (not just
port number) — e.g., block Facebook but allow LinkedIn even if both use port 443.

User identity integration: Applies policies based on authenticated user identity (from Active
Directory or LDAP) rather than IP address — follows users across the network.

SSL/TLS inspection: Can decrypt, inspect, and re-encrypt TLS traffic to detect malware hidden in
encrypted flows.

Threat intelligence integration: Automatically updates signature sets and reputation databases
from cloud threat intelligence feeds.

Layer 4 vs. Layer 7 Firewalls

Firewall Type OSI
Layer

What It Inspects Limitations

Packet filter
(stateless)

Layer 3-
4

IP addresses, ports, protocol
(TCP/UDP/ICMP)

No session awareness; easily
bypassed by spoofed headers

Stateful firewall Layer 4 Connection state table; tracks
established sessions

Cannot inspect application
payload content

Application (Layer 7)
firewall / NGFW

Layers
4–7

Full packet payload, application
identity, user identity

Higher compute requirement;
latency under heavy load

Secure Communication and Access

VPN (Virtual Private Network)

A VPN creates an encrypted tunnel over an untrusted network (typically the internet), allowing remote
users or sites to communicate as if on a private network. Key types:

Remote access VPN: Individual user connects their device to the corporate network. Common for
remote workers. Client software establishes the tunnel to a VPN concentrator/gateway.

Site-to-site VPN: Connects two entire networks (e.g., branch office to headquarters) via a
persistent tunnel between gateway devices. Replaces expensive dedicated WAN circuits.

Split tunneling: Only traffic destined for the corporate network is sent through the VPN; internet
browsing goes directly to the internet. Reduces VPN load but means corporate security controls do
not inspect all user traffic.

Full tunnel (always-on VPN): All traffic routes through the corporate network. Enables
enforcement of security policies on all remote traffic but increases VPN infrastructure load.



Tunneling Protocols: TLS vs. IPSec

Attribute TLS VPN (SSL VPN) IPSec VPN

OSI layer Layer 4-7 (Transport/Application) Layer 3 (Network)

Client
requirement

Web browser or lightweight agent IPSec client software or hardware gateway

Firewall
traversal

Excellent — uses TCP 443, rarely
blocked

Can be blocked by NAT/firewalls (requires
NAT-T UDP 4500)

Performance Moderate; software-based
encryption

High; hardware acceleration widely
available

Use case Remote access, clientless web portal
access

Site-to-site VPN, high-throughput
enterprise tunnels

IPSec modes: Transport mode encrypts only the payload (data); original IP header remains. Used for
host-to-host encryption. Tunnel mode encrypts the entire original packet and encapsulates it in a new
IP packet. Used for site-to-site VPNs. IPSec uses IKE (Internet Key Exchange) for key negotiation, AH
(Authentication Header) for integrity, and ESP (Encapsulating Security Payload) for encryption.

SD-WAN (Software-Defined WAN)

SD-WAN applies software-defined networking principles to wide-area networking. Instead of routing
all branch traffic through MPLS circuits back to headquarters (where security controls reside), SD-WAN
intelligently routes traffic across multiple available paths — MPLS, broadband internet, LTE — based
on real-time performance and policy.

Security concern: traffic that once traversed the corporate security stack (firewalls, proxies, DLP)
may now go directly to the internet from branch offices, bypassing centralized security controls.

Mitigation: SD-WAN deployments must include local security functions at each branch (embedded
NGFW capability in SD-WAN appliances) or integrate with cloud-based security services (SASE).

Benefit: reduces latency for SaaS applications (Microsoft 365, Salesforce) by sending traffic directly
to the internet rather than backhauling through the data center.

SASE (Secure Access Service Edge)

SASE (pronounced "sassy") converges network and security functions into a unified, cloud-delivered
service. Where traditional architectures funnel all traffic through a central security stack, SASE moves
the security stack to the cloud edge, as close as possible to wherever the user and data actually are.

Components typically included in a SASE architecture:



SD-WAN: Intelligent, application-aware traffic routing

Cloud Access Security Broker (CASB): Visibility and control over cloud application usage

Zero Trust Network Access (ZTNA): Replaces VPN with identity and context-based access to
specific applications, not broad network access

Secure Web Gateway (SWG): URL filtering, malware inspection of web traffic

DNS security: Blocks malicious domains at the DNS resolution layer

Firewall as a Service (FWaaS): NGFW capabilities delivered from the cloud

SASE is particularly relevant for organizations with a distributed workforce (remote users connecting
to cloud applications) where there is no longer a traditional corporate perimeter to defend.

Selection of Effective Controls

Control selection requires matching the threat to the control capability:

To protect web applications from injection attacks: deploy a WAF

To detect but not disrupt suspicious internal traffic: deploy an IDS in SPAN mode

To prevent unauthorized devices from accessing the wired network: deploy 802.1X NAC

To secure remote administrator access to production servers: deploy a jump server with MFA

To enforce application-level policy for remote/cloud users: deploy SASE

To encrypt branch-to-data-center traffic: deploy site-to-site IPSec VPN

To control outbound internet access and log user activity: deploy a forward proxy



3.3 — Compare and Contrast Concepts and Strategies to Protect Data

Overview

Data is the ultimate target of most attacks. Protecting it requires a clear understanding of what the
data is (type), how sensitive it is (classification), where it resides and how it moves (state), and what
controls are appropriate (methods). This objective is heavily tested with scenario-based questions —
you must match the right protection method to a specific data scenario.

Data Types

Data type describes the nature of the information. Different types carry different legal, regulatory,
and organizational protection requirements.

Data Type Definition Examples Regulatory / Legal
Context

Regulated
data

Information whose
handling is mandated
by law, regulation, or
contractual standard

PHI (Protected Health
Information), PII (Personally
Identifiable Information),
cardholder data

HIPAA (PHI), GDPR (EU
personal data), PCI DSS
(payment card data),
FERPA (student records)

Trade secret Confidential business
information that
provides a competitive
advantage

Manufacturing formulas,
customer acquisition
algorithms, proprietary
source code, pricing models

Defend of Trade Secrets
Act (DTSA); protected
through NDAs, access
controls, and
classification policies

Intellectual
property (IP)

Creations of the mind
formally protected by
law

Patents, copyrights
(software, content),
trademarks, trade dress

U.S. Patent Act, Copyright
Act; international treaties
(WIPO, Berne Convention)

Legal
information

Documents subject to
attorney-client
privilege or litigation
holds

Legal memos, contracts,
evidence in litigation,
regulatory correspondence

Attorney-client privilege;
legal holds during
litigation prevent
deletion; breach may
waive privilege

Financial
information

Monetary data about
the organization or its
customers

Earnings reports, credit card
numbers, bank account
data, payroll records

PCI DSS (card data), SOX
(financial reporting
integrity), GLBA
(consumer financial data)



Data Type Definition Examples Regulatory / Legal
Context

Human-
readable data

Information that can
be directly understood
by a person without
processing

Text files, Word documents,
PDF reports, spreadsheets,
email

Higher risk of casual
exposure — a lost USB
drive or email attachment
can immediately expose
content

Non-human-
readable data

Information encoded
in binary or machine
formats requiring
software to interpret

Compiled executables,
database binary files,
encrypted ciphertext,
proprietary binary formats

Provides an additional
layer of obscurity but is
not a security control — a
tool can decode it

Data Classifications

Data classification assigns a sensitivity label to data, which drives the security controls applied to it.
Every organization should have a data classification policy that defines categories and their
corresponding handling requirements. CompTIA SY0-701 uses these standard classification labels:

Classification Description Typical Controls Example

Public Information approved
for public release;
disclosure causes no
harm

No special handling
required; maintain
integrity so public data is
accurate

Marketing brochures,
published press releases,
public website content

Private Internal information
not intended for public
disclosure but not
highly sensitive

Access limited to
employees; basic access
controls and acceptable
use policies

Internal memos, employee
directories, organizational
charts

Sensitive Information whose
unauthorized
disclosure could
negatively impact the
organization or
individuals

Encryption, need-to-know
access controls, audit
logging, DLP monitoring

Employee salaries, business
strategies,
merger/acquisition plans

Confidential High-sensitivity
information shared on
a strict need-to-know

Strong encryption, MFA for
access, strict least-

Source code, product
roadmaps, personally



Classification Description Typical Controls Example

basis within the
organization

privilege, DLP, non-
disclosure agreements

identifiable information
(PII)

Restricted Highest sensitivity;
access limited to
specifically authorized
individuals

Maximum encryption,
privileged access
management (PAM),
physical access controls,
comprehensive audit trails

Trade secrets, classified
government information,
cryptographic keys

Critical Data whose loss,
modification, or
unavailability would
cause severe,
potentially irreversible
harm

All restricted controls plus
redundancy, air-gapping
for the most sensitive
systems, continuous
monitoring

Nuclear plant control data,
military command and
control systems, financial
clearing systems

Important distinction: In government contexts, classification levels include Unclassified, Sensitive
But Unclassified (SBU), Confidential, Secret, and Top Secret, with formal compartmentalization (e.g., SI
for Special Intelligence, TK for Talent Keyhole). CompTIA's categories reflect common commercial
practice.

General Considerations

Data States

Data exists in three states, each requiring distinct protective measures:

State Definition Primary Threats Protection Methods

Data at
rest

Data stored on a
medium — hard
drive, SSD,
database, backup
tape, USB drive

Physical theft of device,
unauthorized access to storage,
insider threat, unwiped
decommissioned hardware

Full-disk encryption (BitLocker,
FileVault), database encryption
(TDE — Transparent Data
Encryption), file-level encryption,
secure media disposal (NIST
800-88 guidelines)



State Definition Primary Threats Protection Methods

Data in
transit

Data actively
moving across a
network —
between client and
server, between
data centers, via
email

Eavesdropping/sniffing, man-in-
the-middle (MITM) attacks,
session hijacking

TLS 1.2/1.3 for web and API
traffic, IPSec for network-to-
network, SFTP/FTPS for file
transfers, S/MIME for email, SSH
for remote administration

Data in
use

Data actively being
processed by a CPU
— loaded into RAM,
being computed
on, displayed on
screen

Memory scraping (RAM
dumping), cold boot attacks,
screen capture, process
injection, hypervisor attacks

Application-level encryption,
secure enclaves (Intel SGX, AMD
SEV — encrypted RAM regions
inaccessible even to the
hypervisor), access controls at
the application layer, screen lock
policies

Data Sovereignty

Data sovereignty is the principle that data is subject to the laws and regulations of the country or
jurisdiction in which it physically resides — regardless of where the organization that owns the data is
headquartered. This has major security and compliance implications in cloud environments:

GDPR (EU): Personal data of EU residents may only be transferred to countries with adequate data
protection laws or with appropriate safeguards (Standard Contractual Clauses). Violating these
rules can result in fines up to 4% of global annual revenue.

China's Cybersecurity Law: Requires that critical information infrastructure data be stored
domestically in China; certain data cannot be transferred outside China without a security
assessment.

Russia's data localization law (Federal Law 242-FZ): Requires personal data of Russian citizens to
be stored on servers within Russia.

In cloud deployments, specify the geographic region(s) where data may be stored and processed.
Most cloud providers allow region selection, but multi-region redundancy may inadvertently place
data in non-compliant jurisdictions.

Geolocation

Geolocation uses IP address, GPS, Wi-Fi network data, or cellular triangulation to determine a user's
physical location. Security applications:



Geographic access restrictions: Block authentication attempts from countries the organization
does not operate in — if all legitimate users are in the United States, blocking login attempts from
Eastern Europe and Southeast Asia reduces the attack surface dramatically.

Impossible travel detection: If a user authenticates from New York at 8:00 AM and from Tokyo at
10:00 AM the same day, the SIEM flags it — physical travel in that time is impossible, suggesting
credential theft.

Regulatory compliance: Ensure content delivery and data processing honors data sovereignty
requirements automatically based on geolocation of data subjects.

Limitation: VPNs, Tor exit nodes, and proxy services can mask a user's true geolocation;
geolocation controls are a useful filter, not an absolute barrier.

Methods to Secure Data

Geographic Restrictions

Restrict access to data or services based on the geographic location of the requestor. Implemented at
the network layer (IP-based geoblocking via firewall or CDN rules), application layer (cloud service
access policies), or data layer (field-level visibility controls). A financial services company might restrict
API access to requests originating from within the country of operation.

Encryption

Encryption transforms plaintext data into ciphertext using a cryptographic algorithm and key. Only a
holder of the correct decryption key can recover the original data. It is the most fundamental and
broadly applicable data protection method.

Symmetric encryption (AES-256): Same key encrypts and decrypts. Fast, suitable for bulk data
encryption. Key distribution is the challenge.

Asymmetric encryption (RSA-2048, ECC): Public key encrypts; private key decrypts. Solves key
distribution but is orders of magnitude slower than symmetric — typically used to encrypt
symmetric keys (hybrid encryption) or for digital signatures.

Encryption protects data at rest and in transit but does not protect data in use once it has been
decrypted for processing.

Encryption is not access control — if the key is compromised, the data is compromised. Protect
cryptographic keys with equal rigor to the data they protect.

Hashing

A hash function produces a fixed-length digest from any input. Hash functions are one-way — you
cannot derive the original input from the hash output (non-reversible, unlike encryption). Common
uses:



Password storage: Store a hash of the password, not the password itself. During authentication,
hash the provided password and compare to the stored hash. Never store plaintext passwords.
Use slow hashing algorithms (bcrypt, Argon2, scrypt) for passwords — they are computationally
expensive by design, making brute-force attacks slower.

Data integrity verification: Hash a file or message before transmission; recipient hashes the
received file and compares. If the hashes match, the data was not altered in transit. Used in digital
signatures and certificate verification (SHA-256 in X.509 certificates).

Algorithms: SHA-256 and SHA-3 are current standards. MD5 and SHA-1 are cryptographically
broken — do not use for security purposes (still appear in checksums for non-security use, but
their weaknesses must be understood).

Masking

Data masking replaces some or all of the characters in sensitive data with substitute characters,
typically for display or test environment purposes. The original data may or may not be recoverable
depending on the masking technique:

Static masking: A copy of the database is created with sensitive fields replaced permanently —
used in non-production/test environments so developers can work with realistic data without
exposing real PII.

Dynamic masking: The original data is stored intact in the database; masking is applied at query
time based on the requesting user's role. A call center agent sees XXXX-XXXX-XXXX-4832 (last
four digits); a fraud analyst sees the full number.

Example: A credit card number 4111-1111-1111-1111 masked as XXXX-XXXX-XXXX-1111 lets
support staff verify the card without exposing the full PAN (Primary Account Number).

Tokenization

Tokenization replaces a sensitive data element with a non-sensitive placeholder (a token) that has no
exploitable value. The mapping between the token and the original value is stored securely in a
separate token vault (or token service). The token is meaningless to an attacker.

Unlike encryption, the token does not contain the original data in any mathematical form — there
is no key that an attacker could steal to "decrypt" a token back to the original value. The only way
to reverse it is to query the token vault with proper authorization.

Common use case — payment processing: When a customer provides a credit card number, the
payment gateway tokenizes it immediately. The merchant's system stores only the token; the
actual card number lives only in the PCI-DSS-compliant token vault. A breach of the merchant's
database yields only useless tokens.

Tokenization reduces PCI DSS scope — systems storing only tokens do not need to meet the same
compliance requirements as systems storing actual cardholder data.



Attribute Encryption Tokenization Masking

Reversible? Yes — with the key Yes — via token vault
lookup

Depends on technique

Original data
preserved?

Mathematically, yes (in
ciphertext)

In token vault, yes Static: no. Dynamic: yes
(in DB)

Risk if system
breached

Key compromise
exposes all data

Tokens are worthless
without vault access

Original data may be in
separate system

Format
preserving?

No (ciphertext looks
different)

Can be (format-
preserving tokenization)

Yes (maintains field
length/format)

Obfuscation

Obfuscation makes data or code difficult to understand or interpret without providing true
cryptographic protection. It is used as a supplementary layer, not a primary security control:

Code obfuscation (JavaScript minification, name mangling) makes reverse engineering harder but
does not prevent a determined attacker from analyzing the code.

Data obfuscation may involve encoding (Base64), scrambling, or substitution — easily reversible by
an attacker who understands the obfuscation scheme.

Obfuscation is not encryption. The SY0-701 exam requires knowing the difference — relying on
obfuscation alone for data protection is a security failure.

Segmentation

Dividing data (and the systems that store it) into isolated segments limits the blast radius of a breach:

Database segmentation: Store different data classifications in separate databases with separate
access controls and encryption keys. A breach of the marketing analytics database does not
expose the financial database.

Network segmentation: Systems that store regulated data (PII, PHI) are placed in restricted
network zones with strict inbound and outbound access controls — see objective 3.2.

Application segmentation: Multi-tenant applications must enforce strict isolation between tenants
so that one tenant cannot access another tenant's data.

Permission Restrictions

Control who can access data through access control models applied at the operating system,
application, and database level:



Principle of Least Privilege: Users and processes receive only the minimum permissions required
to perform their job function. An accountant should not have read access to HR salary databases
unless that is required for their role.

Role-Based Access Control (RBAC): Permissions are assigned to roles (Manager, Auditor,
ReadOnly), and users are assigned to roles. Simplifies administration — changing a role definition
affects all users in that role simultaneously.

Attribute-Based Access Control (ABAC): Access decisions consider multiple attributes — user
role, data classification, time of day, location, device posture. More granular than RBAC.

Mandatory Access Control (MAC): The OS enforces access policy based on labels (clearance
levels); users cannot override. Used in high-security government environments.

Access reviews: Periodically audit who has access to sensitive data and remove access that is no
longer needed (access creep). Automate with identity governance platforms.



3.4 — Explain the Importance of Resilience and Recovery in Security
Architecture

Overview

Security is not only about preventing attacks — it is about surviving them and recovering when
prevention fails. Resilience and recovery architecture ensures that the organization can continue
operating (or restore operations quickly) after any disruption: ransomware, natural disaster, hardware
failure, or human error. This objective is often tested through scenarios that require you to identify
the correct site type, backup strategy, or testing method for a given business requirement.

High Availability: Load Balancing vs. Clustering

Both load balancing and clustering provide high availability, but they do so with different
architectures and failure semantics:

Attribute Load Balancing Clustering

Primary
purpose

Distribute workload across multiple
servers to maximize throughput and
prevent overload

Present multiple servers as a single
logical system with automatic failover

Server
relationship

Servers are independent; the load
balancer is the traffic director

Servers (nodes) share state and
communicate continuously; each
knows the health of the others

Failure
response

Load balancer health check detects failure;
removes dead server from pool;
redistributes traffic

Cluster failover: surviving node(s)
assume workload; shared storage
ensures data continuity

State sharing Typically stateless per-request distribution;
sticky sessions or shared session store
needed for stateful apps

Inherently stateful — nodes
synchronize data via shared storage
or replication

Modes Active-Active (all servers process traffic
simultaneously)

Active-Active or Active-Passive
(standby node waits)

Common
algorithms

Round Robin, Least Connections, IP Hash,
Weighted

Heartbeat-based failover; quorum
decision making

Example
technologies

NGINX, HAProxy, AWS Elastic Load
Balancer (ELB), F5 BIG-IP

Windows Server Failover Clustering
(WSFC), Linux-HA Pacemaker, VMware



Attribute Load Balancing Clustering

vSphere HA

Site Considerations

Hot, Warm, and Cold Sites

When a primary data center is rendered unavailable (natural disaster, ransomware, fire, flood), the
organization must activate a recovery site. The three recovery site types represent a trade-off between
cost and recovery speed.

Site
Type

Infrastructure
State

Data Currency Recovery
Time
(RTO)

Cost Best For

Hot
Site

Fully operational
— identical
hardware,
software, and
network; mirrors
the primary site

Real-time
synchronization;
near-zero data
loss (RPO
approaches zero)

Minutes
to hours

Highest —
maintaining a
complete
duplicate
environment
continuously

Mission-critical
systems; financial
services,
healthcare,
emergency
services; systems
with a near-zero
RTO requirement

Warm
Site

Hardware and
network
infrastructure
installed and
powered; software
configured but not
fully up-to-date;
may require
loading recent
backup data

Periodic
replication (daily
to hourly); some
data loss
expected

Hours to
days

Moderate —
hardware and
space
maintained
but less staff
and real-time
replication

Business-critical
but not
immediately life-
safety systems;
most common
choice for mid-
sized
organizations
balancing cost
and recovery time

Cold
Site

Physical space
with power,
cooling, and
connectivity only;
no pre-installed

Only what was in
the most recent
offsite backup;
potentially
significant data
loss

Days to
weeks

Lowest — only
leasing space
and utilities

Non-critical
systems with
high RTO
tolerance;
organizations
with very tight



Site
Type

Infrastructure
State

Data Currency Recovery
Time
(RTO)

Cost Best For

hardware or
software

budgets; rarely
appropriate for
production
workloads with
real data loss
constraints

RTO (Recovery Time Objective) is the maximum acceptable time from disruption to full service
restoration — how long can we be down? RPO (Recovery Point Objective) is the maximum acceptable
data loss measured in time — how much data can we afford to lose? A hot site achieves a low RTO and
near-zero RPO. A cold site accepts a high RTO and potentially high RPO.

Geographic Dispersion

A recovery site provides no value if it is in the same building, same city block, or even same
metropolitan area as the primary site. A tornado, earthquake, or regional power failure can disable
both simultaneously. Best practices:

Place recovery sites in a different geographic region — minimum 100 miles apart for major natural
disaster resilience; different seismic zones, flood plains, and hurricane tracks for comprehensive
natural disaster resilience.

Cloud providers maintain multiple availability zones (physically separate data centers within a
region) and regions (geographically distinct deployments) for this purpose.

Geographic dispersion also addresses jurisdictional risk — recovery sites in different legal
jurisdictions may be subject to different government authorities and data access demands.

Platform Diversity

Platform diversity means using multiple different operating systems, hardware vendors, or software
platforms rather than standardizing on a single vendor or technology. This mitigates systemic risk:

A zero-day vulnerability affecting a specific OS or hypervisor does not simultaneously compromise
every system in the organization.

A vendor-specific ransomware that targets Windows systems does not affect Linux servers if the
environment is heterogeneous.

Trade-off: platform diversity increases administrative complexity and training requirements. The
resilience benefit must be weighed against the operational cost of supporting multiple platforms.



Multi-Cloud Systems

A multi-cloud strategy distributes workloads across two or more cloud providers (AWS and Azure, or
AWS and Google Cloud). Security benefits:

Eliminates dependency on a single cloud provider — if AWS has a major outage, workloads on
Azure continue serving users.

Avoids vendor lock-in: proprietary APIs and services tie you to a single provider; multi-cloud with
portable architectures (containers, Kubernetes, Terraform) preserves optionality.

Can locate data in cloud providers with the most favorable regulatory compliance posture for a
given jurisdiction.

Complexity cost: security policies, IAM, logging, and monitoring must be configured and unified
across multiple platforms, each with different native tools and APIs. A CASB or SASE layer can
provide unified visibility across providers.

Continuity of Operations (COOP)

A Continuity of Operations Plan (COOP) documents how an organization will sustain essential
functions during and after a disruption, whether the disruption is technical (ransomware, hardware
failure), physical (facility damage), or human (key personnel unavailability). A COOP is distinct from —
but related to — a Disaster Recovery Plan (DRP) and a Business Continuity Plan (BCP):

BCP (Business Continuity Plan): Broad strategy for maintaining business operations during and
after any disruption — encompasses people, processes, and technology.

DRP (Disaster Recovery Plan): Technical subset of BCP focused on restoring IT systems and data
after a disaster.

COOP: Focuses specifically on ensuring that the most critical functions continue — particularly
used in government agencies (FEMA defines COOP requirements for federal agencies).

All three require regular testing, updating, and distribution to relevant staff — a plan that has
never been tested will fail when activated under stress.

Capacity Planning

Capacity planning ensures the organization has sufficient resources to sustain operations during
normal conditions and during a disruption. The SY0-701 exam distinguishes three dimensions:

People (Personnel): Do you have enough trained staff? Single points of human failure are
dangerous — if only one person knows how to restore from backup and they are unavailable
during a crisis, the DRP fails. Mitigations: cross-training, documented procedures, call trees,
contracts with managed security service providers (MSSPs) for surge capacity.

Technology: Are enough licensed software seats, VPN concentrator connections, authentication
server capacity, and cloud burst capacity available? During a major incident (pandemic-level



remote work surge, DDoS response), demand spikes dramatically. Cloud auto-scaling and spare
license entitlements help absorb unexpected demand.

Infrastructure: Does physical and network infrastructure have headroom? Bandwidth, power
distribution, cooling, storage, and data center floor space must be planned for peak load plus a
safety margin. Over-provisioning has a cost; under-provisioning creates failure modes precisely
when resilience is needed most.

Testing

An untested recovery plan is a hypothesis, not a capability. CompTIA SY0-701 identifies four testing
methods, each providing different levels of assurance at different costs and risk levels:

Testing
Method

Description Disruption to
Production

Confidence Provided

Tabletop
Exercise

Key stakeholders gather in a
conference room (or video call)
and verbally walk through their
response to a simulated scenario
(ransomware attack, data center
fire). No systems are actually
touched.

None Tests plan awareness,
communication, and
decision-making processes;
does not test technical
recovery capability

Failover
Test

Actually triggers the failover
mechanism to verify that
recovery systems activate
correctly. May be performed
during a maintenance window.

Brief service
interruption
possible (especially
for active-passive
failover)

High — proves the failover
mechanism works as
designed; reveals
configuration errors not
visible in tabletop

Simulation A specific disaster scenario is
simulated in a controlled
environment — staff execute
their actual recovery procedures
against a test environment, not
production.

None (test
environment only)

Good — reveals procedural
gaps and human factors;
does not fully replicate
production complexity



Testing
Method

Description Disruption to
Production

Confidence Provided

Parallel
Processing

The recovery site is activated and
begins processing actual
production workloads in parallel
with the primary site, with both
outputs compared to verify
correctness. The primary site
continues to run.

None (primary
continues)

Highest — proves the
recovery site can handle
production workloads with
accurate results; most
expensive and complex to
execute

Backups

Backups are the last line of defense against data loss from ransomware, accidental deletion,
corruption, or hardware failure. A backup that has never been tested is not a backup — it is an
untested assumption.

Backup Location: Onsite vs. Offsite

Location Advantage Disadvantage

Onsite Fast restore — no network transfer
time; under direct organizational
control

Vulnerable to the same physical events as the
primary data (fire, flood, ransomware that spreads
to attached backup storage)

Offsite Protects against site-level
disasters; physically separated
from primary data

Slower restore — must transfer data from offsite
location; risk of data in transit; third-party custody
introduces supply chain risk

Best practice follows the 3-2-1 rule: maintain 3 copies of data, on 2 different media types, with 1 copy
offsite (or in the cloud). Modern variations include 3-2-1-1-0: an additional air-gapped or immutable
copy, with zero backup errors verified by testing.

Backup Frequency

How often backups are taken directly determines the RPO. A daily backup has an RPO of up to 24
hours — if a failure occurs 23 hours after the last backup, 23 hours of data is lost. Frequency should
match the criticality of the data and business RPO requirements:

Database transaction logs: continuous log shipping (seconds to minutes of RPO)

Transactional systems: hourly or more frequent snapshots

File servers: daily incremental, weekly full backup



Archival data: weekly or monthly

Backup Encryption

Backup media, particularly offsite tapes and cloud backup destinations, must be encrypted. An
unencrypted backup sent to an offsite storage facility or a cloud provider exposes all organizational
data if the media is lost or the storage account is breached. Encrypt backups at the application layer
before transmission; do not rely solely on transport encryption (TLS).

Snapshots

A snapshot captures the state of a system (VM disk, database, storage volume) at a specific point in
time. Snapshots are typically faster than traditional backups and easier to restore from, but they have
limitations:

Snapshots stored on the same storage platform as the primary data are vulnerable to the same
failures (including ransomware that targets snapshot management APIs — a growing attack
vector).

Snapshots consume storage proportional to the amount of data changed since the last snapshot (
copy-on-write mechanism).

For true disaster recovery, snapshot data should be replicated to a separate storage system or
cloud provider.

Recovery

Recovery procedures must be documented, tested, and accessible when needed (which may be
exactly when the primary systems and documentation repositories are unavailable). Key recovery
considerations:

Recovery Time Objective (RTO): The target time from failure to full recovery. Drives technology
investment — achieving a 1-hour RTO requires different (more expensive) architecture than a 48-
hour RTO.

Recovery Point Objective (RPO): The maximum acceptable data loss. Drives backup frequency
and replication design.

Recovery testing: At minimum quarterly, execute a full recovery test from backup and verify the
recovered system produces correct outputs.

Documented runbooks: Step-by-step recovery procedures that any trained staff member can
follow — recovery procedures should not depend on the knowledge of a single individual.

Replication

Replication continuously copies data from a primary system to one or more secondary systems.
Unlike backup (point-in-time copy), replication reflects the current state of the data in near-real-time.



Types:

Synchronous replication: A write operation does not complete (is not acknowledged to the
application) until it has been written to both the primary and the replica. Zero data loss possible.
Requires low-latency network between replicas — geographically distant replicas introduce
unacceptable write latency.

Asynchronous replication: Writes are acknowledged at the primary immediately; replication to
the secondary occurs shortly after. Small data loss window (RPO of seconds to minutes) but
tolerates higher-latency WAN links — enables geographic dispersion.

Replication protects against hardware failure and site-level disasters, but it replicates corrupted or
ransomware-encrypted data just as faithfully as good data — point-in-time backups are still
necessary as a complement to replication.

Journaling

Journaling (also called write-ahead logging in database contexts, or journaling in filesystem contexts)
records every change as a log entry before committing it to the main data store. If a failure occurs
mid-write, the system can replay or roll back the journal to restore consistency:

Filesystem journaling (ext4, NTFS, HFS+): Changes are written to a circular journal on disk before
updating the main filesystem structures. Protects filesystem metadata consistency after a crash —
prevents corruption from partial writes.

Database journaling / WAL (Write-Ahead Logging): PostgreSQL WAL, Oracle Redo Log, SQL
Server transaction log record every transaction before it is applied to the data files. Enable point-
in-time recovery (restore to any moment, not just backup times) and support database replication.

Journals must be protected and backed up — a lost journal eliminates the ability to replay it for
recovery.

Power Resilience

Infrastructure security depends on power continuity. Power failure is one of the most common causes
of unplanned downtime, and the quality of power protection directly determines how long systems
remain operational when utility power fails.

Uninterruptible Power Supply (UPS)

A UPS provides immediate battery-backed power to connected equipment when utility power fails. It
bridges the gap between power loss and the time a generator needs to start and stabilize (typically
10–30 seconds). UPS units also condition power — filtering surges, sags, and noise from the utility
feed.

Standby (offline) UPS: Normally passes utility power directly through; switches to battery on
failure. Brief (milliseconds) switchover time. Best for consumer and small office use.



Line-interactive UPS: Actively regulates voltage without switching to battery for minor
fluctuations; switches to battery only on complete failure. Better power conditioning than standby.

Online (double-conversion) UPS: All power is continuously converted from AC to DC and back to
AC — equipment always runs from the inverter, not utility power directly. Zero switchover time;
complete power conditioning. Required for sensitive equipment and data center environments.

UPS runtime is finite — typically minutes to tens of minutes depending on load. Its purpose is to
survive brief outages and to provide time for generators to start.

Test UPS batteries annually; batteries degrade over time and may not deliver rated runtime when
needed.

Generators

Generators provide sustained power during extended utility outages. Diesel generators are most
common in data center environments; natural gas generators are used where fuel storage is
constrained.

Generators require 10–30 seconds to start, synchronize, and accept load — this is why UPS is
necessary as an interim bridge.

Fuel supply is a constraint: diesel generators require on-site fuel storage. A multi-day outage
requires either a large fuel tank or established fuel delivery contracts. Regulatory limits on on-site
fuel storage (typically 1,000 gallons at many facilities) must be considered.

Critical data centers install redundant generators (N+1 or 2N configurations) so that generator
maintenance or failure does not leave the facility without backup power.

Generator testing: run generators under load monthly and annually for extended periods to verify
they will start and sustain load when needed. A generator that has not run in 18 months may fail
to start.

Automatic Transfer Switches (ATS) automatically switch the facility from utility power to generator
power upon detection of utility failure — no human intervention required.

Power Resilience Summary

Scenario Duration Solution

Momentary power fluctuation /
micro-outage

Milliseconds Online (double-conversion) UPS

Brief power outage Seconds to
minutes

UPS (battery capacity)

Generator startup delay 10–30 seconds UPS bridges the gap



Scenario Duration Solution

Extended power outage (hours to
days)

Hours to days Generator (diesel/natural gas) with fuel
supply

Site-level power infrastructure failure Days to weeks Geographic redundancy — activate
alternate site



Domain 4.0 — Security Operations

28% of Exam



4.1 — Apply Common Security Techniques to Computing Resources

Security operations begin with ensuring every computing resource is deployed in a known-good state
and kept there through disciplined configuration management. Objective 4.1 covers the full spectrum
of hardening: from smartphones and laptops to industrial control systems, cloud workloads, and
embedded processors. The underlying discipline is the same regardless of platform — reduce attack
surface, enforce least-functionality, and detect deviation from baseline.

Secure Baselines

A secure baseline is a documented, approved minimum-security configuration for a specific
technology (operating system, application, network device, cloud image). It answers the question:
"What must be true about this system before it is allowed to operate in our environment?"

Establish: Define the baseline using authoritative sources such as CIS Benchmarks, DISA STIGs
(Security Technical Implementation Guides), or vendor hardening guides. Document every
required setting, disabled service, and mandatory control. For example, a Windows 11 workstation
baseline specifies BitLocker encryption, Defender Antivirus enabled, firewall active on all profiles,
TLS 1.2+ only, PowerShell constrained language mode, and all local administrator accounts
renamed or disabled.

Deploy: Push the baseline to systems at provisioning time using automation tools (Group Policy
Objects, Ansible playbooks, AWS Systems Manager State Manager, Microsoft Intune Configuration
Profiles). Automation ensures every new instance starts from an identical known-good state rather
than relying on technicians to manually configure each machine.

Maintain: Continuously verify that systems remain in compliance with the baseline. Drift occurs
when administrators make unreviewed changes, software updates alter settings, or users modify
configurations. Tools such as CIS-CAT Pro, Chef InSpec, or SCAP-compliant scanners compare the
live system state against the documented baseline and report deviations. Non-compliant systems
should trigger automatic remediation or at minimum a helpdesk ticket.

Hardening Targets

Hardening reduces the attack surface of each target type by disabling unneeded functionality,
applying patches, enforcing authentication, and restricting communications. Each platform has
unique risks and hardening approaches.

Target Key Risks Critical Hardening Steps

Mobile Devices Loss/theft, malicious
apps, unencrypted

Full-disk encryption, screen lock with PIN/biometric,
MDM enrollment, remote wipe capability, disable



Target Key Risks Critical Hardening Steps

storage, rogue Wi-Fi
connections

developer mode, app allowlisting, partition personal vs.
corporate data containers

Workstations Malware, phishing,
local privilege
escalation, removable
media

Patch OS and applications, enable host firewall, deploy
EDR, restrict admin rights, disable autorun for
removable media, enable full-disk encryption
(BitLocker/FileVault), remove or disable unused
software

Switches Default credentials,
VLAN hopping, MAC
flooding, unauthorized
management access

Change default credentials, disable unused ports (shut
them administratively), enable port security to limit
MAC addresses, disable CDP/LLDP on untrusted
interfaces, use SSH v2 for management (not Telnet),
implement 802.1X port authentication, enable BPDU
Guard on access ports

Routers Default credentials,
routing protocol
attacks, unnecessary
services

Change default credentials, disable unused services
(HTTP server, finger, small services), use SSH v2 for
management, enable routing protocol authentication
(MD5/SHA for OSPF, BGP), implement ACLs to restrict
management plane access, disable IP directed
broadcasts

Cloud
Infrastructure

Misconfigured storage
buckets, overly
permissive IAM
policies, unencrypted
data, exposed APIs

Apply principle of least privilege to IAM roles, enable
server-side encryption for all storage (S3 SSE-KMS,
Azure Storage Service Encryption), restrict public access
to storage by default, use VPC security groups and
NACLs, enable cloud-native CSPM tools (AWS Security
Hub, Microsoft Defender for Cloud), enforce MFA for
root/global admin accounts

Servers Unpatched services,
open unnecessary
ports, default
accounts, weak service
account credentials

Remove all unneeded roles/features, patch OS and
services monthly at minimum, rename or disable
default accounts, restrict service account permissions,
enable host-based firewall, configure logging and
forward to SIEM, encrypt data at rest

ICS/SCADA Air-gap violations,
legacy unpatched
OSes, proprietary

Maintain strict network segmentation (air gap or data
diode where possible), patch on vendor-approved
schedules only, use read-only unidirectional gateways



Target Key Risks Critical Hardening Steps

protocols with no
authentication,
physical access to
control panels

to transfer data to corporate networks, implement out-
of-band management networks, enforce physical
access controls to operator workstations and field
devices. ICS systems (PLCs, RTUs, HMIs) often run
Windows XP/7 with no patch support — segmentation
and compensating controls are the primary defense.

Embedded
Systems

No patch mechanism,
hard-coded
credentials, limited
CPU/memory prevents
security software

Change any default credentials at deployment, place
embedded devices on isolated network segments,
monitor traffic for anomalies, apply vendor firmware
updates when available, disable unused
communication interfaces (USB, serial, Bluetooth)

RTOS (Real-
Time Operating
Systems)

Deterministic timing
requirements conflict
with security overhead;
minimal user-space
isolation

RTOS security relies on network isolation rather than
host-based controls. Segment RTOS devices behind
industrial firewalls, whitelist expected traffic flows,
minimize external communication, and use secure boot
where the hardware supports it. RTOS devices are
deterministic — an unexpected process or network
event can disrupt real-time behavior, so security
controls must be carefully validated against timing
requirements.

IoT Devices Vendor-supplied
default credentials,
infrequent firmware
updates, broad
internet exposure,
weak or absent
encryption

Change all default passwords immediately, segregate
IoT devices on a dedicated VLAN with no lateral access
to corporate networks, apply firmware updates as
released, disable unused features (UPnP, remote
management), monitor for anomalous outbound
connections, consider IoT-specific NAC solutions for
automatic profiling and segmentation

Wireless Device Installation Considerations

Site Survey: A physical and RF survey of the target environment before deploying wireless
infrastructure. A site survey identifies physical obstacles (walls, equipment, elevators), sources of
RF interference (microwave ovens, other wireless systems, Bluetooth), existing wireless networks,
and the coverage needs for each area. The result is an access point placement plan that provides
adequate coverage without creating unnecessary signal bleed outside the facility.



Heat Map: A visual representation of wireless signal strength across a physical space, color-coded
from strong (warm colors) to weak (cool colors). Heat maps are generated post-deployment using
tools like Ekahau Pro or NetSpot to verify coverage matches the design, identify dead zones, and
detect unexpected signal propagation (e.g., signal leaking to a parking lot or adjacent building
where an attacker could park and connect).

Mobile Solutions and Deployment Models

MDM (Mobile Device Management): A software platform that centrally manages mobile devices
by enforcing security policies, distributing applications, monitoring compliance, and performing
remote wipe when a device is lost or an employee departs. MDM agents run on enrolled devices
and communicate with a management server. Examples include Microsoft Intune, VMware
Workspace ONE, and Jamf Pro.

BYOD (Bring Your Own Device): Employees use personally owned devices for work. The
organization gains flexibility and reduces hardware costs but must implement MDM with
containerization to separate corporate data from personal data. Key policy questions include: what
data can be stored on personal devices, who pays for the data plan, and what happens to
corporate data when the employee leaves or the device is sold.

COPE (Corporate-Owned, Personally Enabled): The organization purchases and owns the device
but allows personal use. IT maintains full management authority over the device (including full
wipe capability) while employees gain reasonable personal use. COPE provides stronger security
posture than BYOD because the organization has full control from provisioning.

CYOD (Choose Your Own Device): Employees select from a pre-approved catalog of devices that
IT supports. The organization (or sometimes the employee) purchases the device, and IT manages
it fully. CYOD balances user preference with IT standardization — the approved catalog reduces
support complexity while giving employees some hardware choice.

Connection Methods

Cellular (4G LTE / 5G): Mobile carrier networks. 5G NR (New Radio) introduces improved security
over 4G including mutual authentication of device and network, better user identity protection
(SUPI/SUCI), and enhanced encryption. Cellular is often used as a backup WAN for branch offices
and as a primary connection for IoT sensors in field deployments.

Wi-Fi (802.11): The dominant local wireless standard. Security depends heavily on the
authentication and encryption protocol in use (see Wireless Security Settings below). Wi-Fi is
vulnerable to rogue access points, evil-twin attacks, and eavesdropping when weak protocols are
used.

Bluetooth: Short-range wireless (typically under 100 meters for Class 1; under 10 meters for Class
2). Security concerns include Bluejacking (unsolicited message sending), Bluesnarfing
(unauthorized data access), and Bluebugging (unauthorized command execution). Hardening:



disable Bluetooth when not in use, set to non-discoverable mode, pair only with trusted devices,
keep firmware updated to patch known Bluetooth stack vulnerabilities.

Wireless Security Settings

WPA3 (Wi-Fi Protected Access 3): The current Wi-Fi security standard. WPA3-Personal uses
Simultaneous Authentication of Equals (SAE) instead of WPA2's PSK handshake, eliminating offline
dictionary attacks. WPA3-Enterprise mandates 192-bit encryption (GCMP-256/BIP-GMAC-256) and
is required in government and high-security environments. WPA3 also provides forward secrecy —
even if a session key is compromised later, past captured traffic cannot be decrypted.

AAA / RADIUS: Authentication, Authorization, and Accounting. RADIUS (Remote Authentication
Dial-In User Service, UDP/1812 for authentication, UDP/1813 for accounting) centralizes wireless
authentication. In an enterprise WPA3-Enterprise deployment, the wireless client authenticates to
a RADIUS server (such as Microsoft NPS, FreeRADIUS, or Cisco ISE) using EAP, receives a dynamic
encryption key per session, and the RADIUS server logs the session for accounting. This eliminates
the need for a shared passphrase across all users.

Cryptographic Protocols: Wireless encryption relies on AES-CCMP (Counter Mode with CBC-MAC
Protocol) in WPA2 and GCMP (Galois/Counter Mode Protocol) in WPA3. GCMP is more efficient and
supports 256-bit keys. Older TKIP (used in WPA) is deprecated and must not be used in new
deployments.

Authentication Protocols (EAP variants): Extensible Authentication Protocol variants used inside
WPA2/WPA3-Enterprise include EAP-TLS (certificate-based, most secure), PEAP (Protected EAP —
wraps EAP in a TLS tunnel, uses server certificate only, common with Microsoft environments), and
EAP-TTLS (similar to PEAP but supports non-Microsoft inner methods).

Application Security

Input Validation: The process of verifying that all data entering an application matches the
expected type, length, format, and range before processing it. Without input validation, attackers
can inject SQL commands, script code, shell commands, or malformed data to exploit the
application. Validation should be performed server-side (client-side validation is trivially bypassed);
an allowlist approach (define what is permitted) is stronger than a denylist (try to enumerate what
is forbidden).

Secure Cookies: HTTP cookies that carry session tokens must be protected with three attributes:
Secure (transmit only over HTTPS), HttpOnly (inaccessible to JavaScript, preventing XSS theft),
and SameSite=Strict or SameSite=Lax (prevent cross-site request forgery). The absence of the
Secure flag on an authentication cookie means the session token could be intercepted on any
non-encrypted connection.

Static Code Analysis: Automated examination of source code (without executing it) to detect
security flaws such as SQL injection patterns, hard-coded credentials, buffer overflows, and



insecure API calls. Static analysis tools (SAST — Static Application Security Testing) include
SonarQube, Checkmarx, Semgrep, and language-specific linters. SAST integrates into CI/CD
pipelines so vulnerabilities are detected before code reaches production.

Code Signing: A cryptographic mechanism where developers sign compiled code with a private
key; the signature is verified against a trusted certificate before execution. Code signing
guarantees authenticity (the code came from the stated publisher) and integrity (it has not been
modified since signing). Operating systems (Windows Authenticode, macOS Gatekeeper, Android
APK signing) can be configured to refuse execution of unsigned code.

Sandboxing: Executing untrusted code or applications inside an isolated environment that
restricts access to the host system's resources (filesystem, network, memory, processes). If the
sandboxed code is malicious, damage is contained. Examples: browser JavaScript sandboxes,
mobile OS app sandboxes (iOS and Android), Windows Sandbox, malware analysis platforms like
Cuckoo or Any.Run, and email gateway sandboxes that detonate attachments before delivery.

Monitoring: Ongoing collection and analysis of application behavior — error rates, response
times, failed authentication attempts, unexpected output patterns, and API call volumes.
Application monitoring is a security control because anomalies often indicate active exploitation
(e.g., a sudden spike in SQL errors may indicate a SQL injection attempt in progress).



4.2 — Security Implications of Hardware, Software, and Data Asset
Management

You cannot protect what you do not know you have. Asset management is the discipline of tracking
every hardware device, software installation, and data store throughout its lifecycle — from the
moment it is purchased to the moment it is securely destroyed. Security implications arise at every
stage: untracked assets are unpatched, improperly classified data is under-protected, and unsanitized
disposal creates serious data exposure risk.

Acquisition and Procurement

Security considerations begin before a device or software license is purchased. Procurement policies
should require security review of new hardware and software, including vendor risk assessments
(Does the vendor have a known vulnerability disclosure program? Does the hardware contain third-
party components from untrusted supply chains?). Hardware supply chain attacks (e.g., compromised
firmware or counterfeit components introduced during manufacturing or shipping) are addressed
during procurement by purchasing from authorized resellers, verifying tamper-evident packaging,
and using trusted foundry programs for sensitive government applications.

Maintain an approved vendor list with security requirements for suppliers.

Verify software licenses are obtained from legitimate sources to avoid trojanized installers.

Inspect hardware for tamper evidence upon receipt for high-sensitivity deployments.

Assignment and Accounting

Ownership: Every asset must have an assigned owner — a person or organizational unit
responsible for the asset's security, patching, and appropriate use. Without clear ownership, assets
become orphaned (no one applies patches, monitors them, or decommissions them). Asset
ownership is recorded in the CMDB (Configuration Management Database) or an IT asset
management (ITAM) tool such as ServiceNow, Lansweeper, or Snipe-IT.

Classification: Data and the systems that hold it must be classified by sensitivity so that
appropriate controls can be applied. A common classification scheme: Public (no restriction),
Internal/Private (employees only), Confidential (restricted distribution, access on need-to-know),
and Restricted/Secret (highest sensitivity, mandatory encryption, strict access logging).
Classification drives decisions about encryption requirements, access controls, storage location,
and disposal method. Misclassification — treating sensitive data as public — is a primary cause of
data breaches.

Monitoring and Asset Tracking



Inventory: A complete, current list of all hardware assets (make, model, serial number, location,
owner, OS version) and software assets (application name, version, license key, install location).
Inventory is the foundation of vulnerability management — you cannot patch a system you do not
know exists. Tools: Microsoft SCCM/Intune, Lansweeper, Qualys Asset Inventory.

Enumeration: Active discovery of assets on the network to ensure the inventory is complete and
to detect unauthorized devices. Network scanners (Nmap, Nessus, Qualys) probe the network and
return a list of live hosts with open ports and running services. Comparing discovered assets
against the authorized inventory surfaces shadow IT — hardware or software deployed without IT
approval. Unauthorized devices should trigger an incident response process.

Asset Tracking: Tracking physical location and custody of hardware assets, particularly portable
devices (laptops, tablets, external drives). Methods include barcode/RFID tags, GPS tracking for
vehicles and field equipment, and check-in/check-out logs for shared equipment. Asset tracking is
essential for audit compliance (SOX, HIPAA, PCI-DSS all require knowing where sensitive-data-
bearing systems are located).

Disposal and Decommissioning

End-of-life is arguably the highest-risk point in the asset lifecycle. Improper disposal of storage media
is a leading cause of data breaches. Every decommissioned device that held data must go through a
documented process.

Sanitization: Removing data from media such that it cannot be recovered. Methods vary by media
type and sensitivity:

Overwriting (wiping): Writing patterns of 0s, 1s, or random data over all addressable storage
locations. NIST SP 800-88 "Clear" standard requires a single overwrite pass for modern
magnetic media. Tools: DBAN (Darik's Boot and Nuke) for HDDs, the dd command on Linux, or
vendor secure-erase commands.

Cryptographic erasure (crypto-shredding): If the drive was encrypted from the start, destroying
the encryption key renders all data permanently unreadable regardless of what physical
recovery techniques are applied. This is the standard approach for cloud storage and SSDs
where overwriting is unreliable due to wear-leveling.

Degaussing: Exposing magnetic media (HDDs, tape) to a powerful magnetic field that destroys
the magnetic domains storing data. Degaussing is not effective on SSDs, optical media, or flash
storage.

Destruction: Physical destruction of the storage medium to prevent any possible data recovery.
Methods include shredding (industrial shredders reduce drives to small particles), disintegration,
incineration, and pulverizing. Destruction is used for media that cannot be reused and for the
highest-sensitivity classifications. NIST SP 800-88 "Destroy" standard applies.



Certification: Written documentation that sanitization or destruction was performed, by whom,
on which specific assets (serial numbers), using what method, and on what date. Certificates of
destruction from third-party sanitization/shredding vendors provide legally defensible proof of
secure disposal. Many compliance frameworks (PCI-DSS, HIPAA) require documented evidence of
media destruction.

Data Retention: Before destroying any asset, confirm it is no longer subject to a legal hold or
regulatory retention requirement. Many industries require retaining certain records for defined
periods (financial records 7 years under SOX; medical records varying by state under HIPAA).
Destroying data before its retention period expires can result in legal sanctions. Retention
schedules must be published and enforced so that data is neither kept longer than necessary
(increasing breach risk) nor destroyed prematurely.



4.3 — Vulnerability Management

Vulnerability management is the continuous process of identifying, classifying, prioritizing,
remediating, and validating security weaknesses across an organization's technology environment. It
is not a one-time project — new vulnerabilities are published daily (the NVD recorded over 41,000 new
CVEs in 2024 alone), and the threat landscape shifts constantly. An effective program uses multiple
identification methods, rigorous analysis to focus resources on what matters most, structured
remediation workflows, and formal validation to confirm that fixes were effective.

Identification Methods

Vulnerability Scanning: Automated scanning tools (Nessus, Qualys, Rapid7 InsightVM, OpenVAS)
probe systems for known vulnerabilities by checking software versions, running services, and
configuration settings against databases of known CVEs and misconfigurations. Scans can be non-
credentialed (external attacker perspective — limited visibility) or credentialed (agent or provided
credentials allow deep inspection of installed software, registry, patch level). Credentialed scans
are significantly more accurate and should be used for internal compliance scanning.

Application Security Testing:

Static Analysis (SAST): Source code is analyzed without execution to find vulnerabilities like SQL
injection patterns, buffer overflows, and use of deprecated cryptographic functions. SAST runs
early in the development lifecycle (shift-left).

Dynamic Analysis (DAST): The running application is tested by sending malformed inputs and
observing responses. DAST finds runtime vulnerabilities that don't appear in source code
review, such as authentication bypasses, session management flaws, and injection points.
Tools: OWASP ZAP, Burp Suite.

Package Monitoring (SCA — Software Composition Analysis): Identifies vulnerable open-source and
third-party libraries in an application's dependency tree. A single vulnerable NPM package or
Python library can expose an application even if the first-party code is clean. Tools: Snyk,
OWASP Dependency-Check, GitHub Dependabot.

Threat Intelligence Feeds:

OSINT (Open-Source Intelligence): Publicly available threat data — vendor security advisories, US-
CERT/CISA alerts, NVD (National Vulnerability Database), CVE list, security researcher
disclosures, and public exploit databases (Exploit-DB). OSINT is free but requires filtering to find
relevant items.

Proprietary / Third-Party Feeds: Commercial threat intelligence services (CrowdStrike Intelligence,
Mandiant Threat Intelligence, Recorded Future) provide curated, contextualized, higher-fidelity
data about active threat actors, newly exploited vulnerabilities, and indicators of compromise.
These services offer faster notification of zero-days before public disclosure.



Information Sharing Organizations: ISACs (Information Sharing and Analysis Centers) serve
specific industry sectors (FS-ISAC for financial services, H-ISAC for healthcare, E-ISAC for
energy). Members share threat data and incident reports with peers. CISA's Automated
Indicator Sharing (AIS) distributes machine-readable threat indicators in STIX/TAXII format.

Dark Web: Monitoring dark web forums, marketplaces, and paste sites for mentions of an
organization's data, credentials being sold, or exploit kits targeting specific vulnerabilities. Dark
web monitoring services alert organizations before a breach is publicly known (e.g., employee
credentials appearing in a dump for sale).

Penetration Testing: Authorized simulated attacks performed by skilled testers (internal red team
or contracted pen testers) to discover vulnerabilities that automated scanning misses. Penetration
testing combines human creativity, chained exploitation, and lateral movement to demonstrate
what a real attacker could achieve. Results are documented in a formal report with findings rated
by severity and tied to specific remediation recommendations.

Responsible Disclosure / Bug Bounty: Organizations publish a vulnerability disclosure policy
(VDP) specifying how external researchers should report discovered vulnerabilities. Bug bounty
programs (HackerOne, Bugcrowd) pay cash rewards to researchers who responsibly report valid
vulnerabilities before exploitation. This creates a channel for external security research that
benefits the organization without unauthorized hacking.

System and Process Audits: Manual review of configurations, access controls, security policies,
and operational procedures against defined standards (CIS Benchmarks, NIST frameworks, PCI-
DSS requirements). Audits surface configuration drift and policy gaps that automated tools may
not detect.

Vulnerability Analysis

Confirmation — True/False Positives and Negatives:

True Positive: Scanner identifies a real vulnerability that actually exists. This is the desired
outcome — it should be remediated.

False Positive: Scanner reports a vulnerability that does not actually exist (e.g., reports OpenSSL
1.0.1 is installed when the system actually runs 3.x but the version detection failed). False
positives waste remediation resources. Credentialed scanning and manual confirmation reduce
false positives.

True Negative: Scanner correctly reports no vulnerability where none exists. Also a desired
outcome.

False Negative: Scanner fails to detect a real vulnerability that exists. The most dangerous
outcome — the organization believes it is safe when it is not. Causes include scan exclusions,
agent failures, or novel vulnerabilities not yet in the signature database.



CVSS (Common Vulnerability Scoring System): A vendor-neutral, open framework for rating the
severity of vulnerabilities on a 0.0–10.0 scale. CVSS v3.1 (current standard) uses three metric
groups:

Base Score: Intrinsic characteristics — Attack Vector (Network/Adjacent/Local/Physical), Attack
Complexity (Low/High), Privileges Required, User Interaction, Scope (Changed/Unchanged),
Confidentiality/Integrity/Availability impact. Score ranges: Critical (9.0–10.0), High (7.0–8.9),
Medium (4.0–6.9), Low (0.1–3.9).

Temporal Score: Adjusts base score based on current exploit code maturity (proof-of-concept vs.
weaponized), remediation level (official patch available vs. workaround), and report confidence.

Environmental Score: Organization-specific adjustment based on the asset's value,
compensating controls already in place, and the organization's specific environment. A Critical
CVSS base score drops to a lower effective risk if the affected system is isolated from all
network access.

CVE (Common Vulnerabilities and Exposures): A standardized identifier for publicly known
vulnerabilities. Format: CVE-YEAR-NUMBER (e.g., CVE-2021-44228 for Log4Shell). CVEs are assigned
by CNAs (CVE Numbering Authorities — vendors, researchers, MITRE). Every significant
vulnerability in a maintained product should have a CVE, enabling consistent tracking across tools,
teams, and organizations.

Vulnerability Classification: Beyond CVSS score, vulnerabilities are classified by type (injection,
broken authentication, misconfiguration, missing encryption, outdated component) and by
affected asset tier (internet-facing, internal critical, development). Classification guides which team
owns remediation (application security team vs. systems team vs. network team) and what
remediation type is appropriate.

Exposure Factor and Environmental Variables: The exposure factor is the proportion of an
asset's value that would be lost if a vulnerability is exploited. A vulnerability in an internet-facing,
customer-facing, data-storing system has a higher exposure factor than the same vulnerability in
an internal development sandbox. Environmental variables include network segmentation,
existing compensating controls, data classification of the affected system, and regulatory
obligations.

Industry and Organizational Impact: Some vulnerabilities affect specific industries
disproportionately. A vulnerability in SCADA historian software matters enormously to a utility
company but not to a retailer. Organizational impact assessment maps vulnerabilities to specific
business processes and asks: if this is exploited, what business function fails, and what is the
revenue, reputation, or regulatory impact?

Risk Tolerance: Organizations differ in their willingness to accept residual risk from unpatched
vulnerabilities. A military contractor has near-zero tolerance; a small startup may accept more risk
due to resource constraints. Risk tolerance — defined by leadership and documented in the risk



management framework — determines how quickly remediation is required and when exceptions
are acceptable.

Response and Remediation

Patching: The primary remediation for most vulnerabilities. Patch management policies should
define SLAs by severity: Critical (24–72 hours), High (7–14 days), Medium (30 days), Low (90 days).
Emergency patching processes handle out-of-band patches for actively exploited zero-days.
Automated patch management tools (WSUS, SCCM, Ansible, Puppet) reduce deployment time and
ensure consistency across large fleets.

Cyber Insurance: A risk transfer mechanism where the organization pays premiums to an insurer
who covers costs from covered cyber incidents (breach notification, legal fees, ransomware
payments, business interruption). Insurance does not reduce the vulnerability but reduces
financial exposure. Insurers increasingly require documented vulnerability management programs
as a condition of coverage.

Segmentation: Isolating a vulnerable system from the rest of the network to reduce the blast
radius if exploited. A legacy system that cannot be patched (e.g., a medical device running
Windows XP) should be placed in a dedicated VLAN with firewall rules permitting only the
minimum necessary traffic. Segmentation is a compensating control, not a fix.

Compensating Controls: Alternative security measures implemented when the primary
remediation (usually patching) is not feasible. Examples include WAF (Web Application Firewall)
rules blocking exploitation attempts, IPS signatures for known exploit patterns, network ACLs
restricting access to the vulnerable service, and enhanced monitoring of the affected system.
Compensating controls must be documented and reviewed regularly because they do not
eliminate the underlying vulnerability.

Exceptions and Exemptions: A formal process allowing an asset owner to request that a
vulnerability not be remediated within the standard SLA, with documented justification, risk owner
sign-off, a compensating control, and an expiration date. The exception process prevents findings
from being silently ignored while creating an auditable record of accepted risk.

Validation

Rescanning: Re-running the original vulnerability scan after remediation to confirm the finding no
longer appears. Rescanning must use the same scope and credentials as the original scan to
ensure comparability.

Audit: An independent review of patch deployment records, configuration change logs, and
compensating control documentation to verify that remediation was actually performed (not just
marked complete in a ticket).

Verification: Technical confirmation that the specific vulnerability condition is resolved — for
example, attempting the original exploit in a controlled test to confirm it fails, or querying the



installed software version to confirm the patched version is present.

Reporting

Vulnerability management programs must produce regular reports for different audiences: technical
teams (detailed finding lists with CVSS scores, affected systems, and remediation steps), management
(trend data — are we reducing our vulnerability backlog over time?), and compliance auditors
(evidence that identified vulnerabilities are tracked to closure within policy SLAs). Metrics to track
include mean time to remediate (MTTR) by severity, percentage of assets scanned, percentage of
findings closed within SLA, and number of repeat findings.



4.4 — Security Alerting and Monitoring Concepts and Tools

Monitoring is the operational heartbeat of a security program. Without continuous visibility into what
is happening across systems, applications, and infrastructure, threats go undetected and incidents
escalate from containable events to catastrophic breaches. This objective covers what to monitor,
what activities the monitoring program performs, and the specific tools used to implement it.

What to Monitor

Systems: Operating system-level events including logon successes and failures, privilege
escalation, service starts and stops, account creation and deletion, kernel events, and system
integrity changes. On Windows, the Security Event Log (captured via Windows Event Forwarding or
a SIEM agent) is the primary source. On Linux, auditd and syslog provide equivalent coverage.

Applications: Application-generated logs covering authentication events, transaction records,
errors, access to sensitive data, configuration changes, and API calls. Web applications should log
every request with source IP, user identity, endpoint, and response code. Database activity
monitoring (DAM) captures every SQL query, who executed it, and what data was returned.

Infrastructure: Network devices (routers, switches, firewalls), load balancers, DNS resolvers, DHCP
servers, and cloud control planes. Infrastructure events include routing table changes, firewall rule
modifications, new device connections, and traffic volume anomalies. Cloud environments add a
control plane audit log (AWS CloudTrail, Azure Activity Log, GCP Cloud Audit Logs) that records
every API call made to cloud management APIs.

Monitoring Activities

Log Aggregation: Collecting logs from diverse sources and centralizing them in a single platform.
Without aggregation, analysts must log into dozens of separate systems to reconstruct an attack
timeline. Log aggregation solutions (syslog forwarders, Beats/Fluentd agents, vendor-specific
forwarders) send logs to a central repository (SIEM or log management platform). Normalization
converts logs from different formats (Windows Event XML, syslog CEF, JSON) into a common
schema so they can be searched and correlated consistently.

Alerting: Automated notification when a log event or pattern of events matches a defined rule or
behavioral model indicating a potential threat. Alerts should be tuned for high signal-to-noise ratio
— too many alerts cause analyst fatigue, leading to genuine threats being missed. Well-designed
alerting combines threshold-based rules (more than 5 failed logins in 60 seconds) with correlation
rules (failed logins followed by a successful login from a different country) and behavioral analytics
(this user never accesses these systems at this time).

Scanning: Periodic or continuous active probing of systems to assess their current security
posture. Vulnerability scanning (see Objective 4.3), configuration compliance scanning (SCAP-
based), and network discovery scanning all generate data that feeds into the monitoring picture.



Unlike passive log collection, scanning is active — it generates traffic and interacts with target
systems.

Reporting: Producing structured summaries of monitoring activity for operational and
management audiences — daily security operations reports, weekly vulnerability status, monthly
compliance dashboards, and real-time threat dashboards for SOC analysts.

Archiving: Retaining logs for defined periods to support incident investigation, forensic analysis,
and compliance requirements. HIPAA requires audit log retention for 6 years; PCI-DSS requires 12
months. Archived logs must be integrity-protected (hash chaining or WORM storage) so they
cannot be modified by an attacker covering tracks.

Alert Response and Remediation — Quarantine: When an alert indicates a confirmed threat, the
first containment action is often quarantining the affected system — isolating it from the network
while investigation continues. EDR platforms (CrowdStrike Falcon, Microsoft Defender for
Endpoint) can quarantine an endpoint with a single click or automatically upon detecting certain
behaviors, cutting off the attacker's access while preserving the system state for forensic analysis.

Alert Tuning: The ongoing process of adjusting alert rules and thresholds to reduce false positives
and false negatives. A new alert rule may generate hundreds of false positives before the
threshold is calibrated for the specific environment. Alert tuning is a continuous discipline — as the
environment changes (new applications, new user behavior patterns, new threat actor TTPs), rules
must be updated. Tuning should be documented so that suppressed alerts are reviewed
periodically and not inadvertently hiding real threats.

Monitoring Tools

SCAP (Security Content Automation Protocol): A NIST-defined collection of standards for
automating vulnerability management and policy compliance checking. SCAP components include
CVE (vulnerability identifiers), CVSS (scoring), CCE (configuration enumerations), CPE (platform
identifiers), XCCDF (policy checklists), and OVAL (system state assessment definitions). SCAP-
validated tools (CIS-CAT Pro, DISA STIG Viewer with SCC) compare a system's configuration against
an XCCDF benchmark and produce a scored compliance report.

Benchmarks: Documented best-practice configuration standards. The primary sources are CIS
(Center for Internet Security) Benchmarks — freely available for major OSes, applications, and
cloud platforms — and DISA STIGs for U.S. government environments. Benchmarks provide
specific, testable configuration requirements that can be automated with SCAP tools.

Agents vs. Agentless Monitoring: Agent-based monitoring installs a software agent on each
monitored system. Agents provide deep visibility (process activity, file access, memory contents)
and work even when the system is off the corporate network (laptop on home Wi-Fi).
Disadvantages: agent maintenance overhead, agent itself may introduce vulnerabilities. Agentless
monitoring uses network protocols (SNMP, WMI, SSH, API calls) to collect data without installing



software on the target. Easier to deploy at scale but provides less depth and may miss activity on
systems that are off-network.

SIEM (Security Information and Event Management): The central platform of a security
operations center. A SIEM collects, normalizes, stores, and correlates log data from across the
environment, then presents analysts with alerts, dashboards, and search capabilities. Key SIEM
functions: log collection and normalization, event correlation (detecting attack patterns across
multiple log sources), real-time alerting, case management, and long-term log storage for forensic
search. Examples: Splunk, Microsoft Sentinel, IBM QRadar, Elastic SIEM. A SIEM alone does not
respond — it informs analysts who make response decisions (or, in SOAR-integrated setups,
triggers automated playbooks).

Antivirus / Endpoint Protection: Host-based security software that detects and blocks malicious
files and processes. Modern endpoint protection platforms (EPP) go beyond signature-based
detection to include behavioral heuristics, machine learning, exploit prevention, and integration
with threat intelligence feeds. Every endpoint in the environment should have EPP deployed and
generating alerts to the SIEM.

DLP (Data Loss Prevention): Tools that monitor and control the movement of sensitive data —
preventing it from being emailed externally, uploaded to cloud storage, or copied to removable
media without authorization. DLP agents inspect content at the endpoint, the network gateway,
and cloud SaaS applications, using content inspection rules (regex for credit card numbers,
keyword matching for confidential labels) to enforce data handling policies.

SNMP Traps: Network devices (routers, switches, printers, UPSes) send SNMP traps — unsolicited
notifications — to an SNMP manager when specific events occur (interface goes down, high CPU
utilization, authentication failure). SNMP v3 must be used (v1 and v2c transmit community strings
in plaintext). SNMP traps feed infrastructure monitoring platforms (Nagios, SolarWinds, PRTG,
Zabbix) and can be forwarded to SIEM.

NetFlow: A Cisco-originated protocol (also implemented as IPFIX by other vendors) that exports
metadata about network conversations from routers and switches to a NetFlow collector. NetFlow
records contain: source/destination IP, source/destination port, protocol, bytes transferred,
packets, and timestamps — but not payload content. NetFlow data is invaluable for detecting large
data exfiltration (unusual volume to an external IP), lateral movement (systems communicating
that have never communicated before), and botnet command-and-control traffic patterns without
the storage cost of full packet capture.

Vulnerability Scanners: As described in Objective 4.3, automated tools that identify known
vulnerabilities in systems and applications. From a monitoring perspective, vulnerability scan
results are a regular input to the security operations function — new critical findings should
trigger alerts and be tracked to remediation. Scanners: Nessus, Qualys, Rapid7 InsightVM,
OpenVAS/Greenbone.



4.5 — Modify Enterprise Capabilities to Enhance Security

Enterprise security is implemented through a layered set of controls — firewalls, intrusion detection
and prevention, web and DNS filters, secure protocols, email gateways, file integrity monitors, and
endpoint and network access controls. Objective 4.5 tests the ability to configure and adapt these
controls to meet specific security requirements in real operational scenarios.

Firewalls

Rules and Access Lists: Firewall rules are ordered statements that permit or deny traffic based on
source IP, destination IP, protocol, and port. Rules are processed top-to-bottom and the first
matching rule applies. An implicit deny-all rule at the bottom blocks anything not explicitly
permitted. Access Control Lists (ACLs) on routers serve a similar function at Layer 3/4. Next-
generation firewalls (NGFW) extend rules to include application identity (allow Zoom video but
block Zoom file transfer), user identity, and URL categories.

Ports and Protocols: Firewall rules reference well-known port numbers. Key examples: HTTP
(TCP/80), HTTPS (TCP/443), DNS (UDP/53 and TCP/53), SSH (TCP/22), RDP (TCP/3389), SMTP
(TCP/25), SMTPS (TCP/465 or 587), LDAP (TCP/389), LDAPS (TCP/636), Kerberos (TCP+UDP/88), SMB
(TCP/445). A principle of allowlisting by port reduces attack surface — only permit ports required
for business function.

Screened Subnets (DMZ): A network segment between two firewalls (outer and inner) that hosts
systems accessible from both the internet and the internal network — web servers, email servers,
reverse proxies. The outer firewall permits inbound traffic from the internet only to DMZ hosts on
specific ports. The inner firewall permits only specific traffic from the DMZ to internal systems. If a
DMZ host is compromised, the attacker cannot directly reach internal systems — they must also
breach the inner firewall.

IDS/IPS (Intrusion Detection/Prevention Systems)

IDS (Intrusion Detection System): A passive system that monitors network traffic or system
activity and generates alerts when suspicious patterns are detected. An IDS is out-of-band — it
receives a copy of traffic (via a SPAN/mirror port) and cannot block traffic in real time. An IDS alert
requires a human or SOAR platform to take action.

IPS (Intrusion Prevention System): An active, inline system that can block malicious traffic in real
time by dropping packets that match threat signatures. Because the IPS is in the traffic path,
misconfigured or poorly tuned rules can block legitimate traffic (false positives cause outages). IPS
tuning is critical.

Signatures: Patterns that identify known attacks — sequences of bytes, header values, or
behavioral patterns associated with specific exploits or malware. Signature databases must be



updated regularly as new threats emerge. The Snort and Suricata rulesets are widely used open-
source signature collections.

Trends and Anomaly Detection: Behavior-based detection that establishes a baseline of normal
activity and alerts when traffic deviates significantly. Trend analysis catches novel attacks that lack
signatures — zero-day exploits and living-off-the-land techniques that abuse legitimate tools
(PowerShell, WMI, certutil).

Web Filtering

Agent-Based: A client agent installed on endpoints enforces web filtering policies even when the
device is off the corporate network (home users, remote workers). The agent intercepts DNS
lookups or HTTPS connections and applies category and URL block policies locally.

Centralized Proxy: All web traffic routes through a proxy server (explicit or transparent) that
inspects requests, applies URL and content filtering policies, performs SSL/TLS inspection, and logs
all web activity. Proxies provide centralized policy enforcement and detailed reporting. Zscaler,
Cisco Umbrella (cloud proxy), and Squid (on-premises) are common solutions.

URL Scanning: Checking each URL against a database of known malicious sites before allowing
the connection. URL scanning integrates with threat intelligence feeds to block newly identified
phishing pages, malware distribution sites, and command-and-control domains.

Content Categorization: URLs are classified into categories (social media, gambling, adult
content, known malware, job boards) by the web filter vendor. Policies are then applied at the
category level — block all gambling sites, allow social media only during lunch hours — rather than
maintaining individual URL block lists.

Block Rules: Explicit policy entries that block specific URLs, domains, IP ranges, or file types
regardless of category classification. Block rules address gaps in category databases and
organizational-specific restrictions.

Reputation: A score assigned to domains and IPs based on their history of malicious activity, age,
and hosting characteristics. New domains with no history are given lower reputation scores and
may be blocked by default. Reputation scoring helps catch phishing domains that were registered
too recently to appear in categorization databases.

OS Security

Group Policy (Windows): A hierarchical configuration management system in Active Directory that
applies security settings to users and computers based on their organizational unit (OU)
membership. Group Policy Objects (GPOs) enforce password policies, account lockout, software
restriction policies, firewall settings, BitLocker requirements, audit policy, and hundreds of other
security settings. GPOs apply at logon and can be refreshed periodically without user interaction.
GPO misconfigurations (overly permissive settings, GPOs linked at the wrong level) are a major
source of enterprise security gaps.



SELinux (Security-Enhanced Linux): A mandatory access control (MAC) framework built into the
Linux kernel (developed by the NSA). SELinux assigns labels (security contexts) to every process,
file, and network socket, then enforces a policy specifying exactly which labels can interact with
which other labels. Even if an attacker gains code execution in a web server process, SELinux policy
prevents that process from reading /etc/shadow or writing to /bin — the compromise is contained
to what the policy allows the web server to do. SELinux operates in Enforcing, Permissive (audit
only), or Disabled modes. Production servers should run Enforcing.

Secure Protocols

Protocol Selection: Replace insecure legacy protocols with encrypted equivalents. Use SSH
instead of Telnet, HTTPS instead of HTTP, SFTP/FTPS instead of FTP, LDAPS instead of LDAP,
SNMPv3 instead of SNMPv1/v2c, SMTPS/STARTTLS instead of SMTP, SCP instead of rcp, RDP with
TLS instead of cleartext RDP. Disable insecure protocols at the service and firewall level.

Port Selection: Where protocols support non-standard ports (SSH on TCP/2222 instead of TCP/22),
moving to a non-standard port reduces automated scanning noise but provides no meaningful
security (security through obscurity). Non-standard ports should accompany, not replace, proper
authentication and access controls.

Transport Method: TLS (Transport Layer Security) version 1.2 or 1.3 should be required for all
sensitive data in transit. TLS 1.0 and 1.1 are deprecated and must be disabled. TLS 1.3 provides
forward secrecy by default and reduces handshake latency.

DNS Filtering: Using DNS resolver policy to prevent resolution of malicious or prohibited domain
names. When a client queries for a known-bad domain, the DNS resolver returns NXDOMAIN or a
sinkhole IP, preventing the connection from being established. Cisco Umbrella, Cloudflare
Gateway, and Pi-hole are commonly used DNS filtering solutions. DNS filtering operates at the
network level and applies to all devices without requiring an agent.

Email Security

SPF (Sender Policy Framework): A DNS TXT record that lists the mail servers authorized to send
email from a domain. Receiving mail servers check the SPF record of the purported sending
domain and reject or flag messages from unlisted servers. Example: v=spf1
include:_spf.google.com ~all authorizes Google's servers to send for the domain. SPF alone
does not prevent header forgery — it validates the envelope sender, not the From: header.

DKIM (DomainKeys Identified Mail): The sending mail server signs outbound messages with a
private key; the signature is placed in a DKIM-Signature email header. Receiving servers retrieve
the corresponding public key from DNS and verify the signature. DKIM proves both origin (this
domain signed it) and integrity (the message was not modified in transit). DKIM survives
forwarding better than SPF.



DMARC (Domain-based Message Authentication, Reporting, and Conformance): A policy that
builds on SPF and DKIM. The domain owner publishes a DMARC record specifying what receivers
should do when messages fail SPF and DKIM alignment: p=none (monitor only), p=quarantine
(deliver to spam), or p=reject (do not deliver). DMARC also specifies reporting addresses where
receiving servers send aggregate and forensic reports, giving domain owners visibility into who is
sending email claiming to be them.

Email Gateway (SEG — Secure Email Gateway): An inline appliance or cloud service that inspects
all inbound and outbound email for spam, phishing, malware, and policy violations before delivery.
Email gateways detonate attachments in sandboxes, check URLs against reputation databases,
strip malicious content, and apply data loss prevention rules to outbound messages. Examples:
Proofpoint, Mimecast, Cisco Email Security.

File Integrity Monitoring (FIM)

FIM tools calculate cryptographic hashes (SHA-256) of critical system files, configurations, and
executables at a known-good baseline. Periodically, the tool re-hashes the same files and compares
results to the baseline. Any change — including malware implanting a backdoor or a misconfigured
administrator modifying a system file — generates an alert. FIM is a key control for PCI-DSS
compliance (Requirement 11.5) and for detecting rootkit-level modifications. Examples: AIDE (Linux),
Tripwire, and FIM capabilities built into SIEM platforms.

DLP, NAC, EDR/XDR, and User Behavior Analytics

DLP: (Covered in Objective 4.4) Enforces data handling policies at the endpoint, network, and cloud
levels.

NAC (Network Access Control): Enforces security policy compliance before granting network
access. A NAC system checks connecting devices for required attributes (up-to-date OS patches,
enabled antivirus, corporate device certificate) and places non-compliant devices in a quarantine
VLAN that provides remediation resources only. NAC implementations use 802.1X at the wired and
wireless edge, with RADIUS as the AAA backend. Examples: Cisco ISE, Aruba ClearPass, Forescout.

EDR (Endpoint Detection and Response): An advanced endpoint security platform that records
detailed telemetry (process creation, file writes, network connections, registry changes) and uses
behavioral detection to identify threats that bypass signature-based antivirus. EDR platforms
provide investigation capabilities (timeline of all activity on a host) and response capabilities
(isolate host, kill process, remove file). Examples: CrowdStrike Falcon, Microsoft Defender for
Endpoint, SentinelOne.

XDR (Extended Detection and Response): Extends EDR beyond the endpoint to correlate
telemetry from network, cloud, email, identity, and endpoint sources into a unified detection and
investigation platform. XDR reduces alert fatigue by correlating signals across domains to build



high-confidence incident narratives rather than individual alerts. Palo Alto Cortex XDR, Microsoft
Defender XDR, and Crowdstrike Falcon XDR are leading examples.

User Behavior Analytics (UBA): Machine learning-based analysis that builds a behavioral profile
for each user (typical working hours, systems accessed, data volumes, geographic locations) and
generates alerts when behavior deviates significantly. UBA is particularly effective at detecting
insider threats and compromised credentials — an attacker using valid credentials still behaves
differently from the legitimate user. UBA capabilities are often built into SIEM and XDR platforms
(Microsoft Sentinel UEBA, Splunk UBA).



4.6 — Implement and Maintain Identity and Access Management

Identity and Access Management (IAM) is the framework of policies, processes, and technologies that
ensure the right people have the right access to the right resources at the right time — and that
access is revoked when no longer needed. IAM is one of the most impactful security domains because
compromised credentials are the leading initial access vector in enterprise breaches.

Provisioning and De-Provisioning

Provisioning: Creating user accounts and assigning appropriate access rights when a new
employee joins or changes roles. Provisioning should be tied to HR systems (joiner workflow) and
use role-based templates so that a "sales analyst" account receives exactly the permissions that
role requires — no more. Manual provisioning is error-prone and slow; automated provisioning via
identity governance tools (SailPoint, Saviynt, Microsoft Entra ID Governance) connects HR data to
directory services and application access.

De-Provisioning: Revoking all access when an employee departs (leaver workflow) or transfers
roles. The leaver workflow is security-critical — a terminated employee's account must be disabled
within hours (same day at minimum) and ultimately deleted. Orphaned accounts (accounts of
departed employees left active) are prime targets for attackers because they are rarely monitored.
De-provisioning must address every system the user had access to — not just Active Directory, but
SaaS applications, cloud consoles, VPN, and physical access.

Permission Assignments and Implications: Permissions should reflect the principle of least
privilege — users receive only the minimum access required for their job. Overly permissive access
("just give them admin to be safe") directly increases breach impact. Regularly review permissions
using access reviews (attestation campaigns) to catch accumulation of privileges over time as
employees change roles.

Identity Proofing

Identity proofing is the process of verifying that a person claiming an identity is actually who they say
they are, before an account is issued or elevated access is granted. For new employees, identity
proofing occurs during hiring (government ID verification). For customer-facing applications, identity
proofing may involve document verification (upload a photo ID), knowledge-based authentication
(KBA — questions only the real person should know), or biometric verification. Effective identity
proofing prevents account creation fraud and social engineering of helpdesk staff into resetting
credentials for attackers.

Federation

Federation enables users from one organization's identity system to authenticate to another
organization's resources without creating a separate account in the second system. A trust



relationship (federation trust) is established between an Identity Provider (IdP) and a Service Provider
(SP). The IdP authenticates the user and issues a signed security token; the SP accepts the token and
grants access. Federation is the foundation of inter-organizational collaboration (a contractor
authenticates with their employer's IdP to access the client's systems) and B2B SaaS integrations.

Single Sign-On (SSO) and Protocols

SSO: Allows a user to authenticate once and access multiple systems without re-entering
credentials. SSO improves user experience (fewer passwords) and security (authentication is
centralized at the IdP, where MFA and conditional access policies apply).

LDAP (Lightweight Directory Access Protocol): A protocol for querying and modifying directory
services (Active Directory, OpenLDAP). Applications use LDAP to authenticate users against a
central directory. LDAP uses TCP/389; LDAPS (LDAP over TLS) uses TCP/636. LDAP bind operations
authenticate; LDAP search operations retrieve directory entries.

OAuth 2.0: An authorization framework (not an authentication protocol) that allows third-party
applications to access a user's resources without the user sharing their password. The user
authenticates to the Authorization Server (e.g., Google), receives an access token, and the token is
presented to the Resource Server (e.g., a third-party app that wants to read Google Calendar).
OAuth 2.0 scopes limit what the token can access.

SAML (Security Assertion Markup Language): An XML-based protocol for exchanging
authentication and authorization data between an IdP and SP. SAML is the dominant SSO protocol
for enterprise web applications. The IdP issues a digitally signed SAML Assertion containing the
user's identity and attributes; the SP validates the signature and grants access. SAML is used
heavily for integration between Active Directory (via ADFS or Entra ID) and SaaS applications
(Salesforce, ServiceNow, Workday).

Interoperability: Modern IAM environments must support multiple protocols because different
applications and partners use different standards. An identity platform (Okta, Microsoft Entra ID,
Ping Identity) acts as a protocol bridge, accepting SAML from one application and OAuth from
another while authenticating all users against a single centralized directory.

Attestation: A periodic review process where managers or system owners confirm (attest) that the
access rights assigned to users in their team or system are still appropriate. Attestation campaigns
catch access that was granted for a project but never revoked, and rights accumulated through
role changes. Attestation is required by SOX, PCI-DSS, and SOC 2.

Access Control Models



Model Who Controls
Access

How Access Is Granted Use Case

MAC
(Mandatory
Access Control)

System /
Security policy

Based on security labels
(classification levels: Top Secret,
Secret, Confidential) and
clearance levels. Users cannot
change their clearances or the
labels on objects.

Government/military
systems with classified
information

DAC
(Discretionary
Access Control)

Resource owner
(user)

Owner of a file or object sets the
permissions. Standard
UNIX/NTFS file permissions
(owner, group, other; read, write,
execute).

General-purpose OS file
systems; most familiar
model

RBAC (Role-
Based Access
Control)

Administrator
(via role
definitions)

Access is assigned to roles (Sales
Analyst, HR Manager, Network
Admin); users are assigned to
roles. Users receive all
permissions of their roles.

Enterprise applications,
Active Directory group
membership

Rule-Based
Access Control

System rules /
conditions

Access is granted or denied
based on defined rules, not user
identity directly. Firewall ACLs
are a classic example: "allow
traffic from 10.0.0.0/24 to
192.168.1.10 on port 443".

Firewall rules, router
ACLs, conditional access
policies

ABAC (Attribute-
Based Access
Control)

Policy engine Access decisions are based on
attributes of the user
(department, clearance,
location), the resource
(classification, owner, project),
and the environment (time,
device type, location). Very
flexible and fine-grained.

Cloud IAM policies (AWS
IAM Conditions), XACML-
based systems

Time-of-Day
Restrictions

System / policy Access is only permitted during
defined time windows. A bank
teller account may only

Reducing risk from
compromised credentials



Model Who Controls
Access

How Access Is Granted Use Case

authenticate Monday–Friday
08:00–18:00 local time.

used outside business
hours

Least Privilege Design principle
applied across
all models

Every user, service, and process
receives the minimum
permissions required to perform
its function. Principle applies to
humans and non-human
identities (service accounts, API
keys).

Universal — must be
applied regardless of
access control model

Multi-Factor Authentication (MFA)

MFA requires a user to present credentials from two or more different factor categories. A single
compromised factor (e.g., a stolen password) is insufficient to gain access. MFA is the single most
impactful authentication control an organization can implement — Microsoft reports that MFA blocks
over 99.9% of account compromise attacks.

Something You Know: Passwords, PINs, security questions. Knowledge factors are the most
common but least secure — they can be guessed, phished, or stolen from breach databases.

Something You Have: Physical or logical possession. Hard tokens (RSA SecurID, Yubico YubiKey
hardware) generate or store credentials. Soft tokens (Google Authenticator, Microsoft
Authenticator) are TOTP (Time-based One-Time Password) apps on smartphones. Security keys
(FIDO2/WebAuthn hardware keys) are phishing-resistant because they bind to the specific origin
domain.

Something You Are: Biometrics — fingerprint (capacitive sensor), facial recognition (3D structured
light — Apple Face ID, 2D is less secure), iris scan, voice recognition, hand geometry. Biometrics
are convenient but introduce privacy concerns and the inability to re-issue a compromised
biometric.

Somewhere You Are: Location-based factor — GPS coordinates, IP geolocation, network location
(on the corporate network vs. home). Used in conditional access policies: require step-up MFA if
authenticating from an unexpected country, or allow passwordless access from a managed
corporate device on the internal network.

Password Concepts

Best Practices (NIST SP 800-63B): Current NIST guidance shifted away from arbitrary complexity
rules and mandatory periodic rotation. Modern recommendations: minimum 8–15 characters



(longer is better), check against breach databases (reject passwords found in data dumps), allow
all printable ASCII and Unicode characters, do not require periodic rotation unless there is
evidence of compromise.

Length: The single most impactful password attribute. A 16-character passphrase from a
dictionary of common words is far stronger than an 8-character "complex" password. Length
directly increases brute-force resistance exponentially.

Complexity: Traditional complexity rules (uppercase, lowercase, number, symbol) are less
important than length. However, complexity requirements still appear in many compliance
frameworks (PCI-DSS 4.0, older NIST guidance) and remain exam objectives.

Password Reuse: Using the same password across multiple systems means a breach of one
system compromises all others. Systems should enforce password history (reject the last N
passwords) and organizations should use different passwords for each system — which is only
practical with a password manager.

Password Expiration and Age: Mandatory periodic expiration (every 90 days) causes users to
make predictable password changes (Spring2024! → Summer2024!) and increases helpdesk
burden. NIST SP 800-63B recommends against forced periodic rotation unless compromise is
suspected. Minimum password age prevents users from cycling through history to reuse a favorite
password.

Password Managers: Applications that generate, store, and autofill strong unique passwords for
every account, encrypted behind a single master password. Password managers are the practical
enabler of the "different strong password for every site" requirement. Enterprise password
managers (1Password Business, Bitwarden, LastPass Enterprise) add centralized management,
audit logs, and emergency access features.

Passwordless Authentication: Eliminating passwords entirely, using phishing-resistant factors
instead. Implementations include FIDO2 passkeys (biometric + device-bound cryptographic key),
Windows Hello for Business (PIN + TPM-stored key, PIN is local — not transmitted), and certificate-
based authentication (smart card or software certificate). Passwordless eliminates phishing risk
because there is no password to steal.

Privileged Access Management (PAM)

Privileged accounts (domain admins, root accounts, service accounts, cloud administrative roles) are
the most valuable targets for attackers because they provide unrestricted access. PAM solutions
enforce strict controls over privileged access beyond what standard IAM provides.

Just-In-Time (JIT) Access: Privileged access is not permanently assigned. Instead, a user requests
elevated access for a specific task with a defined scope and duration. The PAM system approves
the request (automated or with a second approver) and grants time-limited elevation. When the
window expires, the privilege is automatically revoked. JIT eliminates standing privilege — the



"always-admin" accounts that, once compromised, give an attacker permanent unrestricted
access.

Password Vaulting: Privileged account credentials (service account passwords, local administrator
passwords, root passwords, API keys) are stored in an encrypted vault rather than known to
individual administrators. When a privileged session is needed, the PAM system provides a time-
limited credential checkout or proxies the session without revealing the actual password.
Examples: CyberArk Vault, HashiCorp Vault, Delinea Secret Server. Password vaulting enables
automatic rotation of privileged passwords on a schedule, ensuring a former employee's
knowledge of a password becomes worthless quickly.

Ephemeral Credentials: Short-lived credentials generated for a single session or task and
automatically expired or revoked after use. Unlike vaulted credentials that persist and are checked
in and out, ephemeral credentials do not exist until requested and do not persist after use. Cloud
environments (AWS STS AssumeRole, Azure Managed Identities, GCP Workload Identity
Federation) issue ephemeral credentials natively. Ephemeral credentials eliminate the risk of long-
lived credentials being stolen from configuration files, environment variables, or source code.



4.7 — Automation and Orchestration Related to Secure Operations

Security operations teams face a crushing volume of events, alerts, and repetitive tasks. Manual
processes cannot scale to match the speed and volume of modern threat activity. Automation and
orchestration allow security teams to codify repeatable processes, enforce policies consistently, and
respond to threats faster than any human workflow permits.

Use Cases for Security Automation

User Provisioning and De-Provisioning: Automated workflows triggered by HR system events
create accounts, assign role-based access, provision SaaS licenses, and send onboarding emails
when a new employee is added in the HR system. Offboarding workflows triggered by a
termination event disable accounts, revoke access, and transfer data ownership within minutes —
not days. Tools: Microsoft Entra ID Lifecycle Workflows, SailPoint, Okta Lifecycle Management, and
custom scripts via API integrations.

Resource Provisioning: Infrastructure-as-Code (IaC) tools (Terraform, AWS CloudFormation,
Pulumi) provision cloud resources with security controls embedded — VPCs with correct security
groups, encrypted storage, IAM roles with least privilege — every time, without human
configuration variation. A manually provisioned server might have a misconfigured security group;
an IaC-provisioned server always has the required config.

Guard Rails: Automated policy enforcement that prevents insecure configurations from being
created rather than detecting them after the fact. Cloud provider features like AWS Service Control
Policies (SCPs), Azure Policy, and GCP Organization Policies are guard rails — they prevent users
from creating S3 buckets with public access enabled, prevent deployment to unauthorized regions,
and enforce encryption requirements. Guard rails shift security left, catching misconfigurations
before they reach production.

Security Groups: Cloud security groups (firewall rules attached to virtual machines and services)
can be automated to update dynamically — for example, adding a compromised instance's IP to a
"quarantine" security group that blocks all outbound traffic automatically when an EDR alert fires.

Ticket Creation and Escalation: SOAR (Security Orchestration, Automation, and Response)
platforms (Palo Alto XSOAR, Splunk SOAR, Microsoft Sentinel Automation) automatically create
helpdesk and incident tickets when alerts fire, populate them with enrichment data (IP reputation,
user identity, asset details), route them to the correct team, and escalate if SLA response times are
missed. This replaces manual alert-to-ticket workflows that introduce delays.

Enabling and Disabling Services: Automated playbooks can disable a service, block an account,
or change a firewall rule in response to a detected threat without waiting for human approval. A
playbook for a phishing email might automatically disable links in the email, quarantine the



message from all inboxes, and block the sending domain — completing in seconds what might
take an analyst 30 minutes.

Continuous Integration and Testing: Security checks are embedded in CI/CD pipelines (GitHub
Actions, Jenkins, GitLab CI) so that every code commit is automatically scanned for vulnerabilities
(SAST, DAST, SCA), secrets (GitLeaks, truffleHog), and misconfigurations before code is merged or
deployed. Security testing happens automatically on every change rather than being performed
manually before release.

Integrations and APIs: Security tools expose APIs that enable integration and data sharing. A
SIEM can call a threat intelligence platform's API to enrich an alert with reputation data. An EDR
can call a ticketing system's API to create an incident. An identity system can call an HR system's
API to check employment status before allowing a privileged action. API-driven integration is the
foundation of a coherent security automation ecosystem.

Benefits of Automation

Efficiency and Time Saving: Tasks that take analysts minutes or hours each are completed in
seconds. SOC analysts are freed from repetitive alert triage to focus on complex investigation and
threat hunting.

Enforcing Baselines: Automated configuration management ensures every system is deployed
and maintained in a compliant state. Drift is detected and corrected automatically rather than
accumulating unnoticed.

Standard Infrastructure Configurations: IaC and configuration management tools guarantee
that development, staging, and production environments are configured identically, eliminating "it
works in dev but not in prod" security surprises.

Scaling Securely: An organization scaling from 100 to 10,000 systems cannot rely on manual
security processes. Automation scales linearly with the environment — the same playbook handles
1 alert or 1,000 alerts simultaneously.

Employee Retention: Automating repetitive, low-value tasks (alert triage, ticket routing, report
generation) makes security analyst roles more intellectually engaging and reduces burnout — a
significant factor given the cybersecurity workforce shortage.

Reaction Time: Automated responses (quarantine, block, alert) execute in milliseconds to seconds.
Human response times are measured in minutes to hours. In active ransomware incidents,
reaction time is critical — automating the first containment steps significantly limits damage.

Workforce Multiplier: Automation extends the effective capacity of a security team. A 5-person
SOC with strong automation can handle the alert volume that would otherwise require 20 analysts,
enabling organizations to maintain effective security programs without proportional headcount
growth.

Considerations and Risks



Complexity: Automation systems themselves require expertise to build, test, and maintain.
Complex automation workflows with many integrations are difficult to debug when they fail.
Organizations must budget for automation engineering skill sets, not just security analyst roles.

Cost: SOAR platforms, IaC tooling, and identity governance systems carry significant licensing
costs. ROI must be evaluated against the cost of manual processes and the risk reduction
achieved.

Single Point of Failure: If a SOAR platform, identity system, or automation orchestrator fails, all
the processes it manages may stop functioning simultaneously. A well-designed automation
architecture includes redundancy and fallback manual procedures for when automation is
unavailable.

Technical Debt: Automation scripts and playbooks written quickly to solve immediate problems
accumulate over time, becoming difficult to modify, test, or document. Poorly maintained
automation can mask underlying architectural problems rather than resolving them, deferring
larger issues at increasing cost.

Ongoing Supportability: Automation that depends on specific API versions, vendor platforms, or
internal tool configurations breaks when those dependencies change. Automation must be
designed for maintainability — version-controlled, documented, tested with automated tests, and
reviewed when underlying systems are updated.



4.8 — Incident Response Activities

Incident response (IR) is the organized process an organization follows to prepare for, detect, contain,
and recover from security incidents. A well-executed IR program minimizes damage, reduces recovery
time, satisfies regulatory notification requirements, and builds institutional knowledge to prevent
recurrence. The most widely referenced IR framework is NIST SP 800-61 (Computer Security Incident
Handling Guide).

The Incident Response Process

Phase Key Activities Outputs

1. Preparation Build and train the IR team; develop incident
response plan (IRP) and playbooks for common
scenarios (ransomware, phishing, insider threat,
data breach); deploy and tune monitoring tools;
establish communication trees and legal contacts;
set up out-of-band communication channels for use
if primary systems are compromised

Incident response plan,
playbooks, trained team,
tooling in place,
communication
procedures

2. Detection and
Analysis

Identify and verify that an incident has occurred;
gather initial indicators (alerts, anomalies, user
reports); determine scope (how many systems, what
data); classify severity; assign IR team; timeline
reconstruction from logs

Incident declaration,
severity classification,
initial scope assessment,
timeline draft

3. Containment Stop the spread of the incident without destroying
forensic evidence. Short-term containment: isolate
affected systems (network quarantine, pull from
domain). Long-term containment: patch or
reconfigure systems, implement temporary firewall
rules, set up clean systems for continued operations
while investigation proceeds

Isolated affected systems,
limited lateral movement,
continued business
operations on clean
infrastructure

4. Eradication Remove the root cause and all attacker artifacts
from the environment: delete malware, remove
attacker accounts, close exploited vulnerabilities,
revoke compromised credentials. Verify removal is
complete before recovery

Clean environment with
root cause removed and
access vectors closed



Phase Key Activities Outputs

5. Recovery Restore systems to normal operation from verified
clean backups or by rebuilding from scratch.
Monitor restored systems closely for recurrence.
Gradually return systems to production after
confirming stability. Notify stakeholders (internal
and external) as required

Systems restored to
production, enhanced
monitoring active,
stakeholders notified

6. Lessons
Learned (Post-
Incident
Activity)

Conduct a structured after-action review within 1–2
weeks of incident closure. Document what
happened, what was done well, what failed, and
what changes will prevent recurrence. Update
playbooks and controls based on findings. Share
sanitized lessons with peers where appropriate

After-action report,
updated playbooks,
security control
improvements, training
updates

Training

IR capability is only as strong as the people executing it. Training for the IR team includes: technical
forensics and analysis skills, legal and regulatory requirements for incident reporting and evidence
handling, communication skills for explaining incidents to executives and regulators, and tool
proficiency (SIEM, EDR, forensics tools). Training should also extend to the broader organization —
employees who know how to recognize and report suspicious activity are a critical detection
capability.

Testing

Tabletop Exercises: Discussion-based simulations where IR team members and stakeholders walk
through a hypothetical incident scenario, talk through their responses, identify gaps in the plan,
and clarify decision-making authority — without actually executing any technical actions. Tabletop
exercises are low-cost, high-value, and can include executives, legal, PR, and HR stakeholders who
would be involved in a real incident. Example: "It is 2 AM on Saturday. An employee has reported
that their laptop is displaying a ransomware message. What do you do first? Who do you call?"

Simulation: A more realistic test where the IR team actually executes response procedures against
a simulated or realistic attack scenario, using real tools in a test environment. Simulations validate
that playbooks work technically as well as conceptually. Red team exercises (where an internal or
contracted team simulates an attacker) provide the most realistic IR test — the IR team must
detect and respond to a real attack, not a described scenario.

Root Cause Analysis (RCA)



RCA is the process of tracing an incident backward from its effects to the fundamental cause that
enabled it. Effective RCA uses the "5 Whys" technique or a fishbone (Ishikawa) diagram to avoid
stopping at the proximate cause (e.g., "a phishing email was clicked") and finding the systemic root
cause (e.g., "phishing simulation training was never conducted; security awareness was not in the
onboarding process; no budget was allocated for security training"). RCA outputs drive permanent
security improvements, not just fixes to the immediate incident.

Threat Hunting

Threat hunting is proactive, human-led investigation of an environment to find threats that have
bypassed automated detection controls. Unlike reactive incident response, threat hunting starts with
a hypothesis ("I believe an adversary using PowerShell-based living-off-the-land techniques may
already be in our environment") and systematically tests it using data from SIEM, EDR, network logs,
and threat intelligence. Threat hunters look for TTPs (Tactics, Techniques, and Procedures) from
frameworks like MITRE ATT&CK rather than waiting for specific alert signatures to fire.

Digital Forensics

Digital forensics is the process of collecting, preserving, analyzing, and reporting on digital evidence
in a manner that is legally defensible and maintains the integrity of the evidence. The overarching
principle: preserve first, analyze second.

Legal Hold: A formal notification from legal counsel instructing the organization to preserve all
information relevant to actual or anticipated litigation. Once a legal hold is issued, any routine
deletion of data covered by the hold is prohibited and can constitute spoliation of evidence,
resulting in legal sanctions. Legal holds must be communicated clearly to data custodians and
their compliance verified.

Chain of Custody: A documented, chronological record of who collected evidence, when it was
collected, how it was handled, where it was stored, and who accessed it at every step. Chain of
custody establishes that evidence was not tampered with between collection and presentation in
court. Any gap in the chain allows opposing counsel to argue the evidence was altered. Chain of
custody documentation must be maintained from the moment of collection through final
disposition.

Acquisition: The process of creating a forensically sound copy of digital evidence. For disk
evidence, this means creating a bit-for-bit image using a write blocker (hardware or software
device that prevents any writes to the source media during imaging). Tools: FTK Imager, dd, dcfldd,
Guymager. The image is hashed (MD5 and/or SHA-256) immediately after creation; the hash is re-
verified before analysis to confirm no modification occurred. For memory forensics, RAM is
captured using tools like WinPmem, LiME (Linux Memory Extractor), or built-in EDR capabilities.
Memory evidence is volatile — it is lost when the system is powered off — and should be captured
before shutting down a suspected-compromised system.



Preservation: Ensuring evidence remains unchanged and accessible for the duration of the
investigation and any subsequent legal proceedings. Evidence storage must protect against
accidental modification (write-protected media), environmental damage (controlled temperature
and humidity for physical media), and unauthorized access (locked evidence room with access log).
Cryptographic hashes prove that preserved evidence is identical to what was originally collected.

Reporting: Forensic reports document the methods used, findings, and conclusions in a manner
that is clear to non-technical readers (judges, juries, executives) while being technically rigorous
enough to withstand expert scrutiny. Reports should be objective — reporting what the evidence
shows, not advocating for a predetermined conclusion.

E-Discovery: Electronic discovery — the process of identifying, collecting, and producing
electronically stored information (ESI) in response to a litigation hold or regulatory request. E-
discovery may require producing email, instant messages, documents, database records, and log
files from a defined date range. E-discovery platforms (Relativity, Nuix, Microsoft Purview
eDiscovery) help collect, process, review, and produce ESI at scale.



4.9 — Use Data Sources to Support an Investigation

Effective security investigation depends on the availability of comprehensive, well-retained, and
searchable data from across the environment. This objective covers the specific log types and data
sources that investigators draw upon to reconstruct attack timelines, identify compromised systems,
and determine the scope of a breach.

Log Data Sources

Firewall Logs: Record every permitted and denied connection attempt through the firewall:
timestamp, source IP and port, destination IP and port, protocol, action (permit/deny), bytes
transferred, and the rule that matched. Firewall logs reveal initial access attempts (inbound
scanning), C2 (command-and-control) traffic (outbound to unusual IPs on non-standard ports),
data exfiltration (large outbound transfers), and lateral movement (internal systems
communicating in unexpected patterns). Both perimeter and host-based firewall logs should be
collected.

Application Logs: Generated by applications (web servers, databases, business applications)
recording user activity, errors, and transactions. Web server access logs (Apache/Nginx) record
every HTTP request including URL, HTTP method, response code, user-agent, and source IP.
Database audit logs record SQL queries, including DML (SELECT, INSERT, UPDATE, DELETE) with the
executing user and timestamp. Application logs can reveal SQL injection attempts (malformed SQL
in query parameters), brute force attacks (repeated authentication failures), and data exfiltration
(abnormally large SELECT result sets).

Endpoint Logs: Logs from individual workstations and servers. On Windows, the Security Event
Log (Event IDs 4624=logon success, 4625=logon failure, 4648=logon with explicit credentials,
4688=process creation, 4698=scheduled task created, 4720=user account created, 4776=NTLM
credential validation, 4768/4769=Kerberos TGT/service-ticket requests) is the most valuable for
investigation. Process creation logging (4688 with command line enabled, or Sysmon Event ID 1)
reveals malicious PowerShell, living-off-the-land binaries (LOLBins), and malware execution chains.

OS-Specific Security Logs: Beyond the generic security event log, operating systems provide
specialized security logs. Linux systems have auditd for syscall-level auditing, auth.log/secure for
PAM authentication events, and syslog for system messages. Windows has PowerShell ScriptBlock
Logging and Module Logging (capturing all PowerShell commands executed, even obfuscated
ones), AppLocker/WDAC logs (application control decisions), and WMI activity logs — all critical for
detecting PowerShell-based attacks.

IPS/IDS Logs: Detection events from intrusion systems including the detected signature or
behavior, source and destination of the triggering traffic, severity, and action taken (alert vs. block).
IDS/IPS logs provide early indicators that exploitation is being attempted or succeeded.



Correlating IDS alerts with firewall permit logs and endpoint logs reveals whether an exploitation
attempt succeeded in establishing a foothold.

Network Logs: Includes NetFlow/IPFIX records (metadata about network conversations — who
talked to whom, when, for how long, how much data), DNS query logs (what domains are being
resolved — malware frequently queries for C2 domains or uses DNS as a covert channel), DHCP
logs (which IP was assigned to which MAC address at what time — critical for tying a network log
IP to a specific host), and proxy logs (full URL and content type of web traffic passing through the
proxy).

Metadata: Data about data. File metadata (creation time, modification time, access time, author,
last modified by) and email metadata (send time, received time, mail servers traversed, X-headers)
provide investigative context without examining content. Email headers trace a message's path
through SMTP servers and can expose the true origin of a phishing message. EXIF metadata in
images can reveal device information, GPS coordinates, and timestamps that establish timelines.

Additional Data Sources

Vulnerability Scan Results: Historical vulnerability scan reports provide critical context during an
investigation — they identify whether a vulnerability exploited in the attack was a known finding
that had not been remediated. If a system compromised via Log4Shell had a critical finding for
CVE-2021-44228 open for 6 months, the scan history demonstrates a failure in the remediation
process that contributed to the breach.

Automated Reports: Regular automated reports from security tools (SIEM summaries,
vulnerability trend reports, EDR weekly telemetry reports) provide baseline data that investigators
compare against to identify anomalies. If the daily automated report shows that a specific
endpoint's outbound data volume increased from 10 MB/day to 2 GB/day on the suspected date of
compromise, the report provides a clear data point supporting the breach timeline.

Dashboards: Real-time and historical dashboards in SIEM and XDR platforms provide investigators
with visual summaries of activity — top talkers, authentication anomalies, geographic access
patterns, and alert trends — that help rapidly scope an incident and identify affected systems
without manual log parsing.

Packet Captures (PCAP): Full capture of network packet payloads, providing complete visibility
into network communications including application-layer content (for unencrypted traffic). Packet
captures are the most detailed network data source but are expensive to collect and store at scale.
Tools: Wireshark (analysis), tcpdump (capture), NetworkMiner (passive analysis), and network
TAP/SPAN-fed full-packet-capture appliances (ExtraHop, Darktrace, Gigamon). For encrypted TLS
traffic, packet captures require either TLS inspection capabilities (SSL visibility appliances with
certificate pinning) or the session keys (forward secrecy prevents retroactive decryption if keys
were not captured at session time). In practice, full packet capture is typically retained for shorter



periods (days to weeks) and used to investigate specific incidents rather than as long-term
archives.

Correlating Data Sources: Building the Attack Timeline

The power of investigation lies in correlating across multiple data sources to build a complete picture.
A single log source rarely tells the complete story. An effective investigation workflow:

1. Start with the initial indicator (SIEM alert, user report, EDR detection) and record the timestamp.

2. Query firewall logs for the source IP and destination system around that timestamp to identify
what connections were established.

3. Check DNS logs for what domains were resolved by the affected system before and after the
indicator time.

4. Query endpoint logs (Windows Event Log, Sysmon, EDR telemetry) for the affected host to identify
process execution, credential access, and file changes.

5. Expand the scope using lateral movement indicators — check authentication logs for other
systems that show logins from the compromised host's IP or the compromised account.

6. Use NetFlow to identify data exfiltration — large outbound transfers to external IPs after the
compromise timestamp.

7. Validate findings against vulnerability scan history and asset inventory to understand the exposure
context.

Time synchronization (NTP) across all log sources is essential — if systems have drifted clocks, event
correlation across sources is unreliable. Log collection infrastructure should enforce NTP and record
both the event timestamp and the log receipt timestamp.
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5.1 — Summarize Elements of Effective Security Governance

Security governance is the framework through which an organization directs, manages, and monitors
its information security activities. Governance does not happen spontaneously — it requires
deliberate structures, written documents, and clearly assigned human accountability. Without
governance, even technically sound security controls drift, conflict with business needs, or go
unenforced. This objective tests your ability to distinguish the layers of governance documentation,
understand how external obligations shape internal policy, and identify who owns what responsibility
for systems and data.

Guidelines

Guidelines are recommended — not mandatory — courses of action. They provide advice and best
practices that help staff comply with policies, but they allow flexibility based on individual judgment.
For example, an organization might publish a guideline recommending a minimum passphrase
length of 16 characters for administrative accounts while the formal policy only mandates 12.
Guidelines inform, educate, and steer behavior without imposing a binding obligation.

Policies

Policies are mandatory, high-level statements that express management's intent. They establish
what must happen, who is responsible, and what the consequences of non-compliance are. Policies
do not usually specify how; that detail belongs to procedures and standards. Key policy types include:

Acceptable Use Policy (AUP) — Defines permitted and prohibited use of organizational assets
(computers, networks, email, internet access). Every employee and contractor typically signs an
AUP at onboarding. An AUP might prohibit using company devices for personal cryptocurrency
mining or streaming, specify that email may be monitored, and state that violations may result in
termination. The AUP protects the organization legally and sets behavioral expectations.

Information Security Policy — The master security policy that establishes the overall program:
asset classification, access control principles, incident reporting obligations, and acceptable risk
tolerance. All other security policies descend from this document.

Business Continuity Policy — States the organization's commitment to maintaining critical
operations during disruptions. It defines scope (which systems and processes are covered),
executive sponsorship, and the requirement to maintain a Business Continuity Plan (BCP). It does
not contain recovery steps — those belong to the BCP itself.

Disaster Recovery Policy — Directs the organization to prepare for and recover from events that
disrupt IT operations. It mandates that recovery time objectives (RTOs) and recovery point
objectives (RPOs) be defined and tested. The Disaster Recovery Plan (DRP) is the operational
document that implements this policy.



Incident Response Policy — Requires the organization to detect, respond to, and recover from
security incidents in a defined and consistent way. It designates who may declare an incident, what
the escalation path is, and how to engage law enforcement or regulators. The Incident Response
Plan (IRP) translates this policy into step-by-step action.

Software Development Lifecycle (SDLC) Policy — Mandates that security be integrated into each
phase of software development — requirements, design, coding, testing, deployment, and
maintenance. Common implementations include threat modeling during design, static analysis
during coding, and penetration testing before release.

Change Management Policy — Requires that all changes to production systems (hardware,
software, configuration, network) go through an approval process before implementation.
Unauthorized changes are a leading cause of outages and security incidents. The policy ensures
changes are reviewed, tested, approved, and reversible.

Standards

Standards are mandatory, specific requirements that implement a policy in a consistent,
measurable way. They are more prescriptive than policies and less step-by-step than procedures.
Organizations often derive standards from external frameworks (NIST SP 800-63B for passwords, CIS
Benchmarks for system hardening).

Password Standards — Specify minimum length, complexity, history, maximum age, and lockout
thresholds. Example: "All user account passwords must be at least 14 characters. Passwords must
not repeat the last 10 values. Accounts lock after 5 failed attempts."

Access Control Standards — Define how access is granted, reviewed, and revoked. May specify
that role-based access control (RBAC) is the approved model, that privileged accounts require
multi-factor authentication, and that access reviews occur quarterly.

Physical Security Standards — Establish requirements for locks, badge readers, camera
coverage, visitor escort procedures, and data center environmental controls. Example: "All server
rooms must use two-factor physical access (badge + PIN). Visitor logs must be retained for 90
days."

Encryption Standards — Specify approved algorithms and key lengths. Example: "Data at rest
must use AES-256. Data in transit must use TLS 1.2 or higher. MD5 and SHA-1 are prohibited."
Standards prevent teams from inadvertently choosing weak or deprecated cryptographic controls.

Procedures

Procedures are step-by-step instructions that implement policies and standards operationally. They
answer "how exactly do we do this?" Procedures leave little room for interpretation — they are
designed to produce consistent, repeatable results.



Change Management Procedure — The operational steps for submitting a change request,
scheduling a review board meeting, obtaining approval signatures, performing the change in a
maintenance window, testing success criteria, and rolling back if criteria fail. A change
management policy says changes must be controlled; the procedure explains exactly how.

Onboarding Procedure — Steps for provisioning a new employee or contractor: create Active
Directory account, assign role-appropriate groups, issue equipment, complete security awareness
training, sign AUP, distribute credentials through a secure channel. Consistent onboarding reduces
the risk that a new user receives excessive privileges or skips security acknowledgments.

Offboarding Procedure — Steps executed when an employee departs: disable accounts within
one hour of termination notice, revoke VPN certificates, collect equipment, remove from
distribution lists, transfer data ownership, notify relevant vendors. The timing matters — a
disgruntled former employee whose access persists for days is an insider threat.

Playbooks — Pre-written, scenario-specific response guides used during security incidents. Unlike
the general Incident Response Plan, a playbook addresses one specific scenario (ransomware
attack, credential stuffing, data exfiltration) with predefined decision trees, checklists, and
communication templates. Playbooks reduce cognitive load under stress and ensure nothing is
overlooked during an active event.

External Considerations

Organizations do not write governance documents in a vacuum. External forces shape — and in many
cases mandate — what policies must say.

Regulatory — Laws that impose enforceable security requirements. HIPAA requires healthcare
entities to protect electronic protected health information (ePHI). PCI DSS mandates specific
controls for cardholder data. Sarbanes-Oxley (SOX) requires financial reporting integrity controls.
Non-compliance results in fines, audits, and potential loss of operating authority.

Legal — Contractual and liability obligations beyond specific regulations. Data breach notification
laws in all 50 U.S. states, for example, legally require organizations to notify affected individuals
within defined timeframes. Legal counsel must review security policies to ensure they create
defensible obligations, not just security theater.

Industry — Sector-specific frameworks and expectations. The financial sector follows FFIEC
guidance and GLBA. Energy organizations follow NERC CIP. The defense industrial base follows
CMMC. Industry bodies often publish standards that, while not law, become de facto requirements
for doing business in that sector.

Local/Regional/National/Global — Geographic scope matters. A multinational must comply with
GDPR for European data subjects, CCPA for California residents, PDPA in Thailand, and LGPD in
Brazil — potentially simultaneously. Security governance must account for the most restrictive
applicable requirement in each jurisdiction.



Monitoring and Revision

Governance documents are not written once and filed forever. They must be reviewed on a defined
schedule (annually is common) and revised in response to:

Changes in the threat landscape (new attack techniques, new malware families)

Regulatory changes (GDPR updates, new state breach laws)

Organizational changes (mergers, new business lines, cloud migration)

Security incidents that reveal gaps in existing policy

Audit findings or penetration test results

Revision triggers should be formally defined. A policy that has not been reviewed in three years is a
liability — it may contain obsolete technology references, outdated legal citations, or roles that no
longer exist.

Types of Governance Structures

Structure Description Typical Role in Security Governance

Board of
Directors

The highest governance body in a
corporation, elected by
shareholders

Sets risk appetite, approves enterprise
security strategy, receives major incident
briefings, holds executive leadership
accountable

Committees Subgroups with delegated
authority — e.g., Risk Committee,
IT Steering Committee, Privacy
Committee

Review policy changes, approve
exceptions, monitor compliance metrics,
bridge security and business functions

Government
Entities

Regulatory bodies, agencies, and
legislatures that impose external
governance requirements

Issue regulations (FTC, HHS, SEC), conduct
enforcement actions, publish frameworks
(NIST, CISA), define liability

Centralized
Governance

Security decisions made by a single
central authority (e.g., corporate
CISO team)

Consistent policy across all business units;
slower to adapt to local needs; strong for
compliance-heavy industries

Decentralized
Governance

Security authority delegated to
individual business units or
subsidiaries

More agile and context-aware; risk of
inconsistency, policy conflicts, and
compliance gaps; requires strong
oversight mechanisms

Roles and Responsibilities for Systems and Data



Governance requires human accountability. The exam distinguishes several formal roles:

Role Primary Responsibility Example

Data Owner The executive or business leader accountable
for a data set's classification, access decisions,
and use. Makes policy-level decisions about the
data.

Chief Financial Officer owns
financial records; VP of HR owns
employee records

Data
Controller

The organization or person that determines the
purposes and means of processing personal
data (a GDPR term). Bears primary legal
accountability for data protection.

A hospital that collects patient
data and decides how it is used is
the controller

Data
Processor

Processes personal data on behalf of and under
instruction from a controller. Has fewer legal
obligations than the controller but must
implement appropriate safeguards.

A cloud-based payroll vendor that
processes HR data per the
employer's instructions

Data
Custodian /
Steward

Technically manages and protects data per the
owner's direction. Implements controls,
performs backups, enforces access permissions.
The custodian acts on policy; the owner sets it.

A database administrator who
manages access controls and
backups for the HR database
owned by the VP of HR

System
Owner

Accountable for a specific information system's
overall security posture, including the security
plan and risk decisions.

Director of IT Infrastructure owns
the ERP system and must
authorize its risk acceptance

Exam distinction to memorize: The data owner makes access decisions; the custodian implements
them. The controller determines why data is processed; the processor executes the processing.
Mixing up controller and processor is a common exam trap.



5.2 — Explain Elements of the Risk Management Process

Risk management is the systematic process of identifying, analyzing, and responding to threats to an
organization's assets. Security professionals do not aim to eliminate all risk — that is neither possible
nor cost-effective. Instead, risk management aims to make informed decisions about which risks to
accept, which to reduce, and how much to spend doing so. This objective is heavily tested with
scenario-based questions that require you to calculate financial risk metrics and recommend
appropriate responses.

Risk Identification

Risk identification is the process of discovering and documenting risks before they materialize as
incidents. Identification sources include:

Asset inventories (you cannot protect what you do not know you have)

Threat intelligence feeds and vulnerability scanners

Historical incident data and audit findings

Brainstorming with business process owners

Third-party assessments and penetration tests

The output of risk identification is typically a risk register entry — a documented risk with an owner,
description, and initial classification.

Risk Assessment

Risk assessment evaluates identified risks for their likelihood and potential impact. The exam tests
four assessment timing approaches:

Ad Hoc — Triggered by a specific event, such as a newly disclosed vulnerability or a business
acquisition. Not scheduled — performed as needed. Fast and reactive.

Recurring — Performed on a set schedule (quarterly, annually). Ensures risks are periodically
reviewed even when no triggering event occurs. Common in compliance-driven organizations.

One-Time — Conducted for a specific, non-repeating purpose — such as a pre-merger due
diligence assessment or a one-time regulatory audit. Results are not expected to be revisited on a
schedule.

Continuous — Ongoing, automated monitoring that updates the risk posture in near-real-time.
Typically enabled by security information and event management (SIEM) systems, vulnerability
management platforms, and threat intelligence integrations.

Risk Analysis



Risk analysis assigns weight to identified risks so they can be prioritized and compared. Two
fundamental approaches exist:

Qualitative Risk Analysis

Qualitative analysis uses descriptive categories rather than precise numbers. Risks are rated High /
Medium / Low (or similar scales) based on expert judgment. Advantages: fast, requires no historical
data, works well for non-quantifiable risks (reputational, morale). Disadvantages: subjective, not
useful for cost-benefit calculations, difficult to compare across teams.

A qualitative heat map plots likelihood on one axis and impact on the other to visually prioritize risks.
A risk rated "High likelihood / High impact" demands immediate attention. "Low likelihood / Low
impact" may be accepted without action.

Quantitative Risk Analysis

Quantitative analysis uses mathematical formulas and financial values to calculate expected losses.
The core metrics CompTIA tests are:

Term Definition Formula / Notes

Asset Value (AV) The monetary value of the asset
being evaluated

Input value — no formula. Example: a
database server worth $200,000

Exposure Factor
(EF)

The percentage of asset value
lost if the threat occurs

Expressed as a decimal (0.0–1.0). A fire that
destroys 60% of the server farm: EF = 0.60

Single Loss
Expectancy (SLE)

Expected loss from a single
occurrence of the threat

SLE = AV × EF
Example: $200,000 × 0.60 = $120,000

Annualized Rate
of Occurrence
(ARO)

How many times the threat is
expected to occur per year

Based on historical data or industry
statistics. If the fire risk is "once every 10
years," ARO = 0.1

Annualized Loss
Expectancy (ALE)

Expected total loss per year
from the threat

ALE = SLE × ARO
Example: $120,000 × 0.1 = $12,000/year

Probability Statistical likelihood the threat
event will occur

Often used interchangeably with ARO in
qualitative contexts

Likelihood A more general term (may be
qualitative or quantitative) for
how probable an event is

In qualitative analysis: High/Medium/Low. In
quantitative: a percentage or ARO



Term Definition Formula / Notes

Impact The consequence of the threat
if it materializes

Qualitative: High/Medium/Low. Quantitative:
the SLE value, or financial loss, reputation
damage, operational downtime

Worked example: A ransomware attack against a file server worth $500,000 is estimated to corrupt
40% of files (EF = 0.40). Industry data shows such attacks occur roughly twice per year (ARO = 2).

SLE = $500,000 × 0.40 = $200,000

ALE = $200,000 × 2 = $400,000 per year

A security control costing $80,000/year that reduces ARO to 0.5 would reduce ALE to $100,000 — a
$300,000 annual improvement for $80,000 invested. This is the return on security investment (ROSI)
calculation that justifies security spending to executives.

Risk Register

The risk register is the authoritative catalog of all identified organizational risks. It is a living
document, updated as risks are identified, assessed, treated, and closed. Each entry includes:

Key Risk Indicators (KRIs) — Measurable metrics that signal a risk is increasing before it becomes
an incident. Example: The number of failed privileged login attempts per day is a KRI for insider
threat risk. When KRIs exceed defined thresholds, management attention or escalation is
triggered.

Risk Owner — The individual accountable for monitoring and managing the risk. Risk ownership
cannot float — if everyone is responsible, no one is. The owner tracks treatment progress and
reports to governance bodies.

Risk Threshold — The level at which a risk triggers mandatory escalation or treatment. If a risk's
ALE exceeds the threshold (say, $500,000), it must be reported to the board. Thresholds convert
governance language into operational triggers.

Risk Tolerance vs. Risk Appetite

These terms are related but distinct:

Risk Tolerance — The amount of risk an organization is willing to accept for a specific activity or
category before requiring additional controls. It is operational and specific. Example: "We tolerate
a password reset failure rate of up to 2% before requiring a procedure review."

Risk Appetite — The overall amount of risk the organization is comfortable pursuing in order to
achieve strategic objectives. It is strategic and organization-wide. Risk appetite drives risk
tolerance settings across all domains.



Risk appetite exists on a spectrum:

Appetite
Type

Behavior Typical Context

Expansionary Willingness to accept more risk to pursue
growth, innovation, and competitive
advantage

Startups, high-growth tech
companies, aggressive market
entrants

Conservative Preference for low risk, strong controls, and
predictable outcomes over potential gains

Government agencies, nuclear
facilities, financial institutions
holding customer funds

Neutral Balanced approach — accepts moderate risk
where gains justify exposure; avoids risk
when return is unclear

Most large enterprises seeking
balanced growth and stability

Risk Management Strategies

After analysis, a risk must be addressed. Four strategies are defined:

Transfer — Shift the financial consequences of risk to a third party. Cyber insurance is the primary
mechanism — the organization pays premiums; the insurer absorbs losses above the deductible.
Outsourcing a function to a vendor who contractually accepts liability is another form. Transfer
does not eliminate the risk; it distributes the financial burden.

Accept — Consciously decide to do nothing additional because the cost of treatment exceeds the
expected loss, or the risk is within tolerance. Two variants:

Exemption — A permanent decision to accept a risk because a policy requirement does not
apply to a specific situation. Requires formal approval by an appropriate authority. Example: A
legacy production system cannot be patched without breaking operations; the CISO formally
exempts it from the patch policy.

Exception — A temporary deviation from policy, with a defined expiration date and
remediation plan. Example: A new employee needs elevated access for a 30-day onboarding
project; an exception is granted and auto-expires.

Avoid — Eliminate the risk by not engaging in the activity that creates it. If an organization cannot
adequately protect a new mobile payment feature from fraud risk, it may choose not to offer that
feature. Avoidance eliminates risk but also eliminates the potential business benefit.

Mitigate — Implement controls to reduce the likelihood or impact of the risk. This is the most
common strategy. Patching a vulnerability (reduces likelihood), adding data backups (reduces
impact), and deploying MFA (reduces likelihood of credential theft) are all mitigation actions.



Risk Reporting

Risk reporting communicates the current risk posture to stakeholders at the appropriate level. Board-
level reports focus on strategic risk and financial exposure. Operations-level reports track specific
risks, KRI trends, and treatment progress. Effective reporting translates technical findings into
business impact language — a CISO who tells the board "we found 47 critical CVEs" is less useful than
one who says "unpatched systems expose us to an estimated $2.1M in annual loss, and remediation
will cost $150,000."

Business Impact Analysis (BIA)

A Business Impact Analysis identifies which business processes are most critical and quantifies the
effect of their disruption. The BIA drives recovery planning by establishing non-negotiable time and
data loss limits.

Metric Full Name Definition Example

RTO Recovery
Time
Objective

Maximum acceptable time to restore a
system or process after a disruption
before consequences become
unacceptable

E-commerce checkout must be
restored within 4 hours or
revenue loss exceeds the DR
investment

RPO Recovery
Point
Objective

Maximum acceptable data loss
measured in time — how old can
restored data be?

Financial database RPO = 1 hour;
backups must run at least hourly

MTTR Mean Time to
Repair

Average time required to repair a failed
system or component and return it to
service

Average disk replacement and
rebuild takes 3 hours; MTTR = 3
hours

MTBF Mean Time
Between
Failures

Average time a system operates
between failures — a measure of
reliability

A server with MTBF of 50,000
hours is more reliable than one
with 10,000 hours

Relationship between RTO and RPO: RTO asks "how long can we be down?" RPO asks "how much
data can we lose?" A strict RPO of 15 minutes requires continuous replication or very frequent
backups. A strict RTO of 1 hour requires pre-staged hot standby systems. Both drive infrastructure
investment decisions.



5.3 — Explain the Processes Associated with Third-Party Risk Assessment and
Management

Modern organizations rarely operate in isolation. Cloud providers, software vendors, managed service
providers, payroll processors, and logistics partners all touch organizational data or systems. Each
relationship extends the attack surface. A breach at a trusted vendor is functionally equivalent to a
breach of your own systems — the Target retail breach of 2013 originated through an HVAC vendor's
credentials. This objective covers how to evaluate vendors before engagement and how to manage
risk throughout the vendor relationship lifecycle.

Vendor Assessment

Before engaging a vendor who will access sensitive data or critical systems, organizations must
evaluate the vendor's security posture:

Penetration Testing — Requesting evidence that the vendor has conducted recent third-party
penetration tests against its own infrastructure and applications. An organization may also require
the right to conduct penetration tests against vendor-hosted environments that process the
organization's data.

Right-to-Audit Clause — A contractual provision giving the customer organization the right to
audit the vendor's security controls, either directly or through an independent third party. This
clause must be negotiated into contracts before signing — it cannot be added retroactively.
Without it, you are accepting the vendor's self-reported security posture on faith.

Evidence of Internal Audits — Requesting documentation of the vendor's own internal security
audits, control self-assessments, or internal audit findings. Mature vendors provide these
proactively; immature vendors may not have conducted them.

Independent Assessments — Third-party audit reports such as SOC 2 Type II reports (produced
by independent CPAs, verifying security controls over a period of time), ISO 27001 certification
letters, or PCI DSS Attestations of Compliance (AoCs). A SOC 2 Type II report covering a 12-month
period provides far stronger assurance than a Type I report (which covers a single point in time).

Supply Chain Analysis — Evaluating not just the direct vendor but also the vendor's own
suppliers, subprocessors, and partners. A software vendor may be secure, but if their build
pipeline depends on a compromised open-source component repository, that risk flows to you.
Supply chain attacks (e.g., the SolarWinds incident) have made this analysis critical.

Vendor Selection

Due Diligence — The comprehensive evaluation performed before selecting a vendor. This
includes reviewing security questionnaire responses, examining audit reports, checking



references, evaluating financial stability, and assessing regulatory compliance. Due diligence
establishes a documented basis for the selection decision.

Conflict of Interest — When the vendor evaluating or auditing another vendor has a financial or
personal relationship that could compromise objectivity. Organizations must ensure that
assessment firms are truly independent — an auditing firm that also sells security products to the
vendor being assessed has an inherent conflict.

Agreement Types

Once a vendor is selected, the relationship is formalized through legal agreements. The exam
requires you to distinguish these document types:

Agreement Full Name Purpose and Key Characteristics

SLA Service Level
Agreement

Defines the specific, measurable performance commitments the
vendor must meet — uptime guarantees (e.g., 99.9% availability),
response times, support hours, and remediation deadlines.
Includes penalties for non-compliance. SLAs make vendor
promises enforceable.

MOA Memorandum of
Agreement

A formal agreement between two parties outlining mutually
accepted obligations. More binding than an MOU. Often used
between government agencies or organizational units when a
formal contract is unnecessary but accountability is required.

MOU Memorandum of
Understanding

A less formal document expressing mutual intent and shared
understanding between parties. Not legally binding in most
jurisdictions. Used to establish working relationships before a
formal contract is finalized, or between parties who lack
contracting authority.

MSA Master Service
Agreement

The foundational contract governing the overall relationship with
a vendor. Establishes terms for liability, intellectual property,
dispute resolution, and termination. Individual projects or services
are then added as Statements of Work (SOWs) under the MSA
without renegotiating the base terms each time.

WO / SOW Work Order /
Statement of
Work

A project-specific document describing the deliverables, timelines,
costs, and acceptance criteria for a specific engagement. Executed
under a master MSA. Example: "Vendor will conduct a 30-day
penetration test of the production environment, delivering a final
report by March 31."



Agreement Full Name Purpose and Key Characteristics

NDA Non-Disclosure
Agreement

Legally obligates the vendor not to disclose confidential
information shared during the engagement. Protects trade
secrets, security architecture details, customer data, and
proprietary processes. NDAs are typically signed before any
substantive security discussions begin.

BPA Business Partner
Agreement

In HIPAA contexts, a Business Associate Agreement (BAA —
sometimes called BPA) is required when sharing protected health
information with a vendor. The agreement obligates the vendor to
safeguard ePHI and report breaches. Without it, sharing ePHI with
the vendor is a HIPAA violation by the covered entity.

Vendor Monitoring

Vendor risk does not end after the contract is signed. Ongoing monitoring activities include:

Annual review of updated SOC 2 or ISO 27001 reports

Monitoring vendor security bulletins and patch release timelines

Tracking news of data breaches affecting the vendor

Reviewing vendor-reported incident logs

Periodic re-assessment questionnaires aligned with the vendor's risk tier

High-risk vendors (those with access to the most sensitive data or critical systems) should be
monitored most frequently. A tiered vendor risk program assigns monitoring frequency and
assessment depth based on criticality.

Questionnaires

Security questionnaires are structured sets of questions sent to vendors to assess their security
controls without requiring a full audit. Industry-standard questionnaire frameworks include the
Standardized Information Gathering (SIG) questionnaire and the Cloud Security Alliance (CSA)
Consensus Assessments Initiative Questionnaire (CAIQ). Questionnaires cover topics including access
control, incident response capability, encryption practices, business continuity, and subprocessor
management. Responses must be reviewed by security personnel — a completed questionnaire
returned by legal is less useful.

Rules of Engagement

Rules of engagement (ROE) define the boundaries for security testing activities involving vendor
environments or vendor-managed systems. They specify:



Which systems are in scope and out of scope for testing

Permitted testing techniques and prohibited techniques (e.g., no denial-of-service testing against
production)

Testing windows (maintenance periods vs. business hours)

Contact information for emergency stop procedures

Data handling requirements for any sensitive data discovered during testing

ROE protect both parties. For the organization, they ensure testers do not disrupt production
unnecessarily. For the vendor, they establish legal authorization for testing that might otherwise
appear malicious.



5.4 — Summarize Elements of Effective Security Compliance

Compliance is the state of meeting defined legal, regulatory, contractual, or policy requirements. It is
not the same as security — a system can be fully compliant and still be breached. Conversely, an
organization may have strong security controls that do not satisfy all compliance requirements. The
distinction matters: compliance is a floor, not a ceiling. This objective covers how compliance is
reported, what happens when organizations fail to comply, how compliance is continuously
monitored, and how privacy obligations shape compliance programs.

Compliance Reporting

Internal Reporting — Reports generated for leadership, the board, or internal audit committees
summarizing the organization's compliance posture. May include control test results, exception
counts, remediation timelines, and trend data. Internal reports inform management decisions
about resource allocation and risk acceptance.

External Reporting — Reports submitted to regulators, customers, or public audiences to
demonstrate compliance. Examples include PCI DSS Report on Compliance (RoC) submitted to
acquiring banks, HIPAA breach reports to the U.S. Department of Health and Human Services
(HHS), SEC cybersecurity disclosures for public companies, and SOC 2 reports shared with
customers. External reports carry legal weight and may be subject to independent attestation.

Consequences of Non-Compliance

Non-compliance consequences range from financial to existential:

Fines — Regulators impose monetary penalties scaled to violation severity and organizational size.
GDPR permits fines up to 4% of global annual turnover or €20 million (whichever is greater). HIPAA
civil penalties range from $100 to $50,000 per violation, with an annual cap of $1.9 million per
violation category. PCI DSS non-compliance fines from card brands can reach $100,000 per month.

Sanctions — Beyond fines, regulators may impose operational restrictions, require remediation
activities under regulatory supervision, or mandate external audits at the organization's expense.
OFAC sanctions for dealing with prohibited entities can include debarment from government
contracts.

Reputational Damage — Non-compliance and associated breaches attract public reporting,
customer distrust, and investor concern. A disclosed HIPAA breach affecting 500,000 patients
appears on the HHS "Wall of Shame" (the publicly available breach portal) indefinitely. Reputational
damage is difficult to quantify but often exceeds direct fines in business impact.

Loss of License — In regulated industries, non-compliance can result in revocation of the license
to operate. A financial institution that fails OCC examination requirements may lose its banking



charter. A healthcare organization that violates HIPAA egregiously may lose its ability to bill
Medicare and Medicaid — effectively ending operations.

Contractual Impacts — Contracts with customers, partners, and vendors often include
compliance warranties. A breach of those warranties (e.g., failing to maintain PCI DSS compliance
when processing a customer's cardholder data) enables the counterparty to terminate the
contract, impose contractual penalties, or seek damages. Cyber insurance policies also contain
compliance conditions — a claim may be denied if the insured failed to maintain required controls.

Compliance Monitoring

Due Diligence — Proactive investigation and verification that controls are in place and working.
Sending security questionnaires to vendors, reviewing audit reports before contract execution, and
researching regulatory requirements for a new market are all due diligence activities.

Due Care — The ongoing exercise of reasonable caution to maintain compliance after initial
diligence. A organization that discovered a control gap (due diligence) and took no action to fix it
has failed due care. Courts assess due care when determining liability after a breach — did the
organization do what a reasonable, prudent organization would do?

Attestation and Acknowledgement — Formal, documented confirmation that an individual or
organization has reviewed and agrees to comply with specified requirements. Examples include
employee annual security training acknowledgements, vendor certifications of compliance in
vendor questionnaires, and officer-signed attestations required by SOX section 302/906.
Attestation creates a legal record of awareness and agreement.

Internal Compliance Monitoring — Activities conducted by the organization's own compliance,
internal audit, or security teams. Includes control testing, policy exception tracking, compliance
dashboard reviews, and self-assessments against frameworks such as NIST CSF or CIS Controls.

External Compliance Monitoring — Activities conducted by outside parties — regulators
conducting examinations, external auditors producing SOC 2 reports, and qualified security
assessors (QSAs) evaluating PCI DSS compliance. External monitoring provides independent
assurance that internal assessments cannot provide.

Automation — Continuous control testing through automated tools reduces the human effort
required for compliance monitoring and enables near-real-time posture visibility. Examples include
cloud security posture management (CSPM) tools that continuously check cloud configurations
against compliance frameworks, security configuration management tools that alert when a
system drifts from its approved baseline, and GRC platforms that aggregate control evidence
automatically.

Privacy

Privacy is a compliance dimension with both legal and ethical dimensions. Security professionals must
understand how privacy regulations impose obligations on how personal data is collected, used,



shared, retained, and deleted.

Legal Implications Across Jurisdictions

Regulation Jurisdiction Scope and Key Requirements

GDPR European
Union (global
reach)

Applies to any organization processing EU residents' personal data
regardless of where the organization is located. Requires lawful
basis for processing, data minimization, purpose limitation, breach
notification within 72 hours, and data subject rights including
access, rectification, erasure, portability, and objection.

CCPA /
CPRA

California, USA Grants California residents rights to know what data is collected, opt
out of sale, and request deletion. CPRA (2023 expansion) adds data
minimization and purpose limitation requirements similar to GDPR.

HIPAA United States
(health sector)

Protects protected health information (PHI). Requires safeguards for
ePHI, business associate agreements, breach notification to HHS
and affected individuals within 60 days of discovery.

LGPD Brazil Brazil's General Data Protection Law, effective 2020. Similar to GDPR
in structure — requires consent or legal basis, data subject rights,
and data protection officer designation for some organizations.

PDPA Thailand,
Singapore (and
others)

Personal Data Protection Acts require consent for processing, data
subject rights, and organizational accountability measures.

Data Subject

The data subject is the identifiable individual whose personal data is being processed. Under GDPR
and similar frameworks, data subjects hold enforceable rights. Examples of data subject rights include
the right to access their data, right to correct inaccurate data, right to restrict processing, and the
right to erasure.

Controller vs. Processor

These roles determine compliance accountability under privacy law:

Controller — Determines the purposes and means of processing personal data. Bears primary
legal accountability — must ensure lawful basis for processing, maintain records of processing
activities, respond to data subject rights requests, and notify regulators of breaches. A university
that collects student enrollment data is the controller.



Processor — Processes data on behalf of a controller under the controller's documented
instructions. Must implement appropriate technical and organizational security measures, notify
the controller of breaches without undue delay, and may not engage sub-processors without
authorization. The learning management system vendor that hosts student data is a processor.

Ownership

Data ownership in the privacy context refers to the data subject's inherent rights over information
about themselves — a philosophical and legal concept distinct from organizational data ownership.
Privacy law increasingly recognizes that individuals retain rights in their personal data even after
sharing it with an organization. Organizational data governance must respect these rights rather than
treating personal data as unconditionally owned by the organization.

Data Inventory and Retention

Effective privacy compliance requires knowing what personal data you hold, where it lives, and how
long you keep it:

Data Inventory (Data Map) — A documented catalog of personal data flows: what categories of
personal data are collected, from whom, for what purpose, where it is stored, who has access,
which third parties receive it, and what legal basis authorizes processing. GDPR Article 30
mandates records of processing activities for most organizations.

Retention Schedules — Define how long each data category is kept before secure deletion.
Retention must balance: minimum retention required by law (e.g., tax records 7 years), maximum
retention allowed by privacy law (GDPR's storage limitation principle requires deleting data once
the purpose is fulfilled), and business necessity. Keeping data longer than necessary increases
breach exposure and regulatory risk.

Right to Be Forgotten (Right to Erasure)

Under GDPR Article 17 and analogous provisions in other privacy laws, data subjects may request
deletion of their personal data under specific conditions:

The data is no longer necessary for the purpose for which it was collected

The data subject withdraws consent and there is no other lawful basis

The data was processed unlawfully

A legal obligation requires deletion

The data subject objects and there is no overriding legitimate interest

Technical implementation is challenging — personal data may exist in production databases, backups,
logs, data warehouses, third-party systems, and archives. Organizations must maintain deletion
procedures that cascade across all systems and document exceptions where deletion is legally



impossible (e.g., data retained under a legal hold). Organizations must respond to erasure requests
within 30 days (GDPR standard) and document their response.



5.5 — Explain Types and Purposes of Audits and Assessments

Audits and assessments are the mechanisms by which an organization verifies that its security
controls are working as intended. These activities identify gaps between policy and practice, provide
evidence of compliance, and surface vulnerabilities before attackers do. The exam tests your ability to
distinguish the types, scopes, and purposes of each — they are not interchangeable terms.

Attestation

Attestation is a formal, documented assertion — by a qualified person or organization — that a
defined set of controls exist and are operating effectively. Attestation creates legal accountability.
Examples include:

A CEO and CFO signing SOX certifications under penalty of criminal prosecution (Section 302
certification)

A PCI DSS Qualified Security Assessor signing an Attestation of Compliance

An IT manager signing an annual control self-assessment affirming that access reviews were
completed

Attestation is distinct from a full audit — it is a formal statement rather than an independent
verification process. However, attestation is often backed by testing evidence that auditors can review.

Internal Audits and Assessments

Internal activities are conducted by the organization's own personnel or an internal audit function
that reports to the audit committee (not to management, preserving independence).

Compliance Audit — Internal verification that controls satisfy the requirements of a specific
regulatory framework, policy, or standard. Example: an internal HIPAA compliance audit testing
whether PHI access logs are being reviewed quarterly, as required by the HIPAA Security Rule.

Audit Committee — A subcommittee of the board of directors responsible for overseeing the
financial reporting process, risk management, and the internal and external audit functions. The
internal audit function reports to the audit committee, not to the CISO or CIO, to preserve its
independence from the functions it oversees.

Self-Assessments — Evaluations performed by the team that owns the controls. Less rigorous
than independent audits because the team assessing their own work may be biased toward
positive findings. However, self-assessments are valuable for rapid, frequent posture checks and
for educating teams on what good controls look like. PCI DSS permits smaller merchants to
complete Self-Assessment Questionnaires (SAQs) in lieu of full QSA assessments.

External Audits and Assessments



External activities are conducted by parties outside the organization, providing independence and
objectivity that internal functions cannot fully supply.

Regulatory Examinations — Conducted by government agencies with legal authority to examine
organizational compliance. Examples include FDIC bank examinations, OCC examinations of
national banks, FTC investigations, and SEC cybersecurity examinations of broker-dealers.
Examiners have authority to compel document production, interview staff, and impose corrective
action orders.

Assessments — Broader evaluations of security posture not tied to a specific regulatory mandate.
May include NIST CSF assessments, CIS Controls gap analyses, or vendor risk assessments.
Assessments produce recommendations; they do not have regulatory enforcement authority.

Independent Third-Party Audits — Formal audits conducted by qualified external firms. The gold
standard for external assurance. Examples include SOC 2 Type II audits (conducted by licensed CPA
firms), ISO 27001 certification audits (conducted by accredited certification bodies), and PCI DSS
QSA assessments (conducted by PCI-certified assessment firms). Third-party audit reports are
shared with customers, business partners, and regulators as evidence of a controlled
environment.

Penetration Testing

Penetration testing (pen testing) is an authorized, simulated attack against systems or facilities to
identify exploitable vulnerabilities before real attackers do. Unlike a vulnerability scan (which identifies
potential weaknesses), a penetration test attempts to exploit those weaknesses to demonstrate actual
risk. The exam tests multiple dimensions of penetration testing:

Penetration Testing Types by Target

Physical Penetration Testing — Testing physical security controls by attempting to gain
unauthorized access to facilities. Testers may attempt to tailgate through badge-controlled doors,
social-engineer receptionists, pick locks, bypass access card readers, or test whether security
cameras cover all areas. The goal is to demonstrate whether an attacker could physically access
servers, steal hardware, or plant rogue devices.

Offensive — Testing from the attacker's perspective, attempting to breach systems using real
attack techniques. The goal is to identify what an attacker could actually compromise. The
offensive team (Red Team) may use social engineering, exploitation frameworks, and custom
malware. Results prove actual exploitability, not just theoretical vulnerability.

Defensive — Testing and evaluating the defender's ability to detect, respond to, and contain an
attack. The defensive team (Blue Team) monitors for attack activity during the engagement.
Testing reveals detection gaps (did the SIEM alert on the attack?) and response deficiencies (did
the incident response team contain the threat before damage occurred?). Also called "Blue Team
assessment."



Integrated — A combined offensive and defensive exercise in which both Red Team (attackers)
and Blue Team (defenders) operate simultaneously. Sometimes called a Purple Team engagement
— where the offensive team actively teaches the defensive team about their techniques during or
after the exercise to maximize defensive learning. Integrated testing simultaneously stress-tests
both attack surface and detection capability.

Knowledge Models (Environment Types)

Model Information Provided
to Tester

What It Simulates Typical Use

Known
Environment
(White Box)

Full network diagrams,
source code,
credentials, system
documentation

An insider threat or a
deeply knowledgeable
attacker — tests depth
of vulnerabilities, not
detection of the
environment

Thorough code review,
maximum coverage, most
efficient; best for
evaluating specific systems
in depth

Partially
Known
Environment
(Gray Box)

Partial information —
may have credentials for
one user account,
general network layout,
but not full
documentation

A targeted external
attacker who has
gathered some
intelligence through
initial access or OSINT

Balances realism with
efficiency; most common
engagement type in
practice

Unknown
Environment
(Black Box)

Nothing — tester starts
with only the name of
the target organization

An opportunistic
external attacker with
no prior knowledge

Most realistic external
threat simulation; tests
what a real external
attacker would find; least
efficient (significant time
spent on reconnaissance)

Reconnaissance

Reconnaissance is the information-gathering phase of a penetration test or real attack. Testers collect
as much information as possible about the target before attempting exploitation. Two forms are
tested:

Passive Reconnaissance — Gathering information without directly interacting with target
systems. Because no packets reach the target, passive recon leaves no logs on target systems and
is undetectable by the target. Techniques include:



OSINT (Open Source Intelligence) — examining public websites, social media profiles, job
postings (which reveal technology stacks), press releases, and SEC filings

WHOIS lookups for domain registration details

DNS record enumeration via public resolvers

Google dorking (using advanced search operators to find exposed configuration files, login
pages, or error messages indexed by search engines)

Examining certificate transparency logs to discover subdomains

Searching Shodan for internet-facing devices owned by the target

Active Reconnaissance — Directly probing target systems to gather information. Active recon
generates network traffic that reaches target systems and may appear in logs. Techniques include:

Port scanning (nmap) to identify open services and operating systems

Service enumeration to identify software versions

Network sweeps to map live hosts

Banner grabbing to confirm service versions

DNS zone transfer attempts

Sending phishing emails to test employee responses (active because interaction occurs)

Why the distinction matters: In black-box testing, a skilled tester can gather substantial intelligence
through purely passive means before touching a single target system. This mirrors how sophisticated
attackers operate — patient reconnaissance before any detectable action. Security teams monitoring
for active reconnaissance may miss the passive intelligence-gathering phase entirely.



5.6 — Given a Scenario, Implement Security Awareness Practices

Technical controls can be defeated by a single employee who clicks the wrong link, uses the same
password across accounts, or holds a door open for an unknown visitor. Security awareness training
converts the human element from the organization's greatest vulnerability into a functioning layer of
its defense. This objective is scenario-based on the exam — you will be asked to select the appropriate
awareness activity for a described situation. Understanding what each practice achieves, and not just
that it exists, is essential.

Phishing

Phishing remains the most common initial access vector in reported breaches. Security awareness
programs must teach employees to recognize phishing attempts and respond correctly — not just be
told that phishing exists.

Phishing Campaigns (Simulations)

Organizations regularly send simulated phishing emails to their own employees without pre-
announcing them. A well-designed phishing simulation:

Mimics real attack techniques — credential harvesting pages, malicious attachment prompts,
urgency-inducing scenarios

Tests across multiple employee groups — executives, finance (common targets for business email
compromise), technical staff, and new hires

Tracks click rates, submission rates (entering credentials), and reporting rates

Immediately delivers just-in-time training to employees who click, explaining what they missed
and why it was suspicious

Reports aggregate data to management so trends can be tracked over time

Simulation results should be used for remediation, not punishment. An employee who clicks a
simulated phishing link needs targeted training, not disciplinary action. Punitive approaches teach
employees to hide their mistakes rather than report them.

Recognizing a Phishing Attempt

Train employees to identify these common indicators:

Sender mismatch — The display name says "IT Help Desk" but the actual email address is
helpdesk@acme-corp-helpdesk.com (not the company domain)

Urgency and pressure — "Your account will be suspended in 24 hours unless you verify
immediately" — designed to bypass rational evaluation



Unexpected requests — An email asking you to reset your password when you did not request
one, or asking finance to process an unusual wire transfer

Mismatched or suspicious URLs — Hovering over a link shows https://login.micros0ft.com (zero
instead of O) or http://microsoft.com.attacker.net

Generic greetings — "Dear Customer" instead of the employee's name (though spear phishing
will use names)

Grammar and spelling errors — Though sophisticated attackers produce polished emails;
absence of errors does not mean safety

Unexpected attachments — Invoice.pdf.exe or "Document1.docm" requesting macro
enablement

Responding to Reported Suspicious Messages

When an employee reports a suspicious message, the security team must respond in a way that
reinforces reporting behavior:

Acknowledge the report promptly — even automated acknowledgements reduce employee
uncertainty

Analyze the message for indicators of compromise (IoCs) — malicious URLs, attachment hashes,
sending infrastructure

Determine whether any employee interacted with the message (clicked, submitted credentials,
opened attachments)

If interaction occurred, initiate incident response procedures — password resets, endpoint
investigation, account lockout if warranted

Block identified malicious URLs and sending domains at the email gateway

Provide feedback to the reporting employee — "thank you, this was confirmed malicious; here is
what we did" reinforces future reporting

If the message was benign, still acknowledge and explain — "this was a legitimate marketing email
from X; good instinct to check"

Anomalous Behavior Recognition

Security awareness programs should train employees to recognize behaviors that deviate from
normal and may indicate a threat — whether from external attackers, compromised accounts, or
insiders.

Risky Behavior — Actions that create security exposure regardless of intent. Examples:
connecting personal USB drives to work computers, emailing sensitive documents to personal
accounts for convenience, disabling endpoint security software because it "slows the computer
down," or using public Wi-Fi for VPN-free access to internal systems.



Unexpected Behavior — Activity that falls outside an individual's normal patterns and may
indicate account compromise. Examples: an employee logging in at 3:00 AM from a foreign IP
address, a developer who never touches the finance system suddenly querying payroll tables, or a
service account performing interactive logins.

Unintentional Behavior — Security incidents caused by mistakes rather than malice. The most
common category. Examples: sending an email with sensitive data to the wrong recipient,
misconfiguring a cloud storage bucket as public, or accidentally running a script in the production
environment instead of development. Unintentional behavior is addressed through training,
process controls, and technical safeguards (e.g., DLP, configuration guardrails) — not just
awareness.

User Guidance and Training

Security awareness is most effective when it is specific, role-relevant, and reinforced repeatedly rather
than delivered as a single annual event.

Policy and Handbooks — Employees must understand the policies they are obligated to follow.
New hire orientation should include a review of the Acceptable Use Policy, information security
policy, and any role-specific policies. Policy handbooks should be written in plain language — not
legal prose — so that the expectations are genuinely understood, not just signed.

Situational Awareness — Teaching employees to maintain awareness of their physical and digital
environment. Examples: locking screens when leaving a workstation, being aware of shoulder
surfing in public spaces, recognizing tailgating attempts at access-controlled doors, and noticing
unexpected visitors in secure areas. Situational awareness bridges physical and digital security.

Insider Threat Awareness — Helping employees recognize behavioral indicators of insider threat
activity — colleagues who express significant dissatisfaction, are suddenly accessing data
unrelated to their role, or are photographing screens. Programs must balance vigilance with
avoiding a culture of paranoia. Employees should know how to report concerns confidentially
(anonymous hotlines, HR channels) without fear of retaliation.

Password Management — Teaching employees to use password managers, understand why
unique passwords per account matter (credential stuffing attacks use breached passwords across
all sites), enable multi-factor authentication wherever available, and recognize that security
questions are effectively additional passwords and should be treated accordingly.

Removable Media and Cables — Educating employees about the dangers of unknown USB
devices (USB drop attacks, in which malicious drives are left in parking lots or common areas to be
found and plugged in), the fact that charging cables from unknown sources may contain malicious
hardware (O.MG-style cables), and organizational policies about approved removable media.

Social Engineering — Training that covers the full spectrum of manipulation techniques: phishing
(email), smishing (SMS), vishing (voice calls), pretexting (fabricating a scenario to manipulate),



baiting (USB drops), quid pro quo (offering something in exchange for information), and
piggybacking/tailgating (physical access). Employees should understand that authority, urgency,
and familiarity are the three primary levers attackers use to manipulate behavior.

Operational Security (OPSEC) — Teaching employees to limit the information they share publicly.
This includes avoiding discussing sensitive projects on social media, being careful about what is
visible in background images during video calls, understanding that job postings reveal
technology stacks to attackers, and recognizing that publicly available information aggregates into
powerful intelligence for adversaries. OPSEC was originally a military concept but applies directly
to corporate security.

Hybrid and Remote Work Environments — The expansion of remote work has extended the
attack surface dramatically. Training must address: home network security (default router
credentials, firmware updates, network segmentation for work devices), the risks of public Wi-Fi
and the requirement to use VPN, physical security of devices in home offices and during travel,
and proper handling of physical documents when working outside the office. Remote workers also
lack the informal peer observation that exists in offices, making personal discipline and policy
adherence more individually dependent.

Reporting and Monitoring

Initial Reporting — Establishing clear, low-friction channels for employees to report suspected
security incidents, phishing attempts, lost devices, or policy concerns. The report-to destination
must be unambiguous — employees should not have to decide whether to call the help desk,
email security@, or find the CISO's direct number. Reduce friction and increase reports.

Recurring Reporting — Ongoing monitoring of awareness program effectiveness through
metrics tracked over time: phishing simulation click rates per department per quarter, number of
incidents caused by human error (tracking whether the rate decreases after training), volume of
employee-reported suspicious activity, and training completion rates. Recurring metrics
distinguish a training program that is working from one that is merely checking a compliance box.

Development of Security Awareness Programs

Building an effective program requires:

Needs assessment — Identify where the organization is losing — which attack vectors are
succeeding, which employee populations are most vulnerable, which behaviors are most risky in
your specific threat context

Role-based content — Finance employees need BEC training; developers need secure coding
awareness; executives need spear phishing and travel security training. Generic all-hands training
is less effective than targeted, role-relevant content



Multiple delivery modalities — Computer-based training (CBT), live instructor sessions, lunch-
and-learn events, desk drops, intranet reminders, and phishing simulations each reach different
learners

Defined learning objectives and assessments — Employees should be able to demonstrate
knowledge, not just complete modules. Post-training quizzes and behavioral assessments
(phishing simulations) measure actual learning

Executive sponsorship — Awareness programs without visible senior leadership participation and
messaging are easily dismissed as low priority

Execution of Security Awareness Programs

Program execution considerations include:

Scheduling — Annual training for all employees is a compliance minimum; effective programs run
ongoing microlearning, quarterly refreshers, and event-triggered training (new phishing technique
discovered, recent breach in the industry)

New hire onboarding — Security training before or on the first day, before the employee has
access to production systems

Tracking completion — LMS-based tracking ensures no employees fall through the cracks;
automated reminders for incomplete training

Continuous improvement — Program content must be updated as threats evolve. A phishing
module written in 2021 that still shows dated attack examples is less effective than one updated
quarterly with current lures. Use incident data and simulation metrics to identify content gaps and
update accordingly

Culture — The most effective awareness programs build a security-positive culture where
reporting is celebrated, security conversations are normalized, and security is visibly modeled by
leadership — not a culture of fear where employees hide mistakes



Acronym Reference (321)

AAA — Authentication,
Authorization, and Accounting

ACL — Access Control List

AES — Advanced Encryption
Standard

AES-256 — Advanced Encryption
Standards 256-bit

AH — Authentication Header

AI — Artificial Intelligence

AIS — Automated Indicator
Sharing

ALE — Annualized Loss Expectancy

AP — Access Point

API — Application Programming
Interface

APT — Advanced Persistent Threat

ARO — Annualized Rate of
Occurrence

ARP — Address Resolution
Protocol

ASLR — Address Space Layout
Randomization

ATT&CK — Adversarial Tactics,
Techniques, and Common
Knowledge

AUP — Acceptable Use Policy

AV — Antivirus

BASH — Bourne Again Shell

BCP — Business Continuity
Planning

BGP — Border Gateway Protocol

BIA — Business Impact Analysis

BIOS — Basic Input/Output System

BPA — Business Partners
Agreement

BPDU — Bridge Protocol Data Unit

BYOD — Bring Your Own Device

CA — Certificate Authority

CAPTCHA — Completely
Automated Public Turing Test to
Tell Computers and Humans Apart

CAR — Corrective Action Report

CASB — Cloud Access Security
Broker

CBC — Cipher Block Chaining

CCMP — Counter Mode/CBC-MAC
Protocol

CCTV — Closed-circuit Television

CERT — Computer Emergency
Response Team

CFB — Cipher Feedback

CHAP — Challenge Handshake
Authentication Protocol

CIA — Confidentiality, Integrity,
Availability

CIO — Chief Information Officer

CIRT — Computer Incident
Response Team

CMS — Content Management
System

COOP — Continuity of Operation
Planning

COPE — Corporate Owned,
Personally Enabled

CP — Contingency Planning

CRC — Cyclical Redundancy Check

CRL — Certificate Revocation List

CSO — Chief Security Officer

CSP — Cloud Service Provider

CSR — Certificate Signing Request

CSRF — Cross-site Request Forgery

CSU — Channel Service Unit

CTM — Counter Mode

CTO — Chief Technology Officer

CVE — Common Vulnerabilities
and Exposures

CVSS — Common Vulnerability
Scoring System

CYOD — Choose Your Own Device

DAC — Discretionary Access
Control

DBA — Database Administrator

DDoS — Distributed Denial of
Service

DEP — Data Execution Prevention

DES — Data Encryption Standard

DHCP — Dynamic Host
Configuration Protocol

DHE — Diffie-Hellman Ephemeral



DKIM — DomainKeys Identified
Mail

DLL — Dynamic Link Library

DLP — Data Loss Prevention

DMARC — Domain Message
Authentication Reporting and
Conformance

DNAT — Destination Network
Address Translation

DNS — Domain Name System

DoS — Denial of Service

DPO — Data Privacy Officer

DRP — Disaster Recovery Plan

DSA — Digital Signature Algorithm

DSL — Digital Subscriber Line

EAP — Extensible Authentication
Protocol

ECB — Electronic Code Book

ECC — Elliptic Curve Cryptography

ECDHE — Elliptic Curve Diffie-
Hellman Ephemeral

ECDSA — Elliptic Curve Digital
Signature Algorithm

EDR — Endpoint Detection and
Response

EFS — Encrypted File System

ERP — Enterprise Resource
Planning

ESN — Electronic Serial Number

ESP — Encapsulated Security
Payload

FACL — File System Access Control
List

FDE — Full Disk Encryption

FIM — File Integrity Management

FPGA — Field Programmable Gate
Array

FRR — False Rejection Rate

FTP — File Transfer Protocol

FTPS — Secured File Transfer
Protocol

GCM — Galois Counter Mode

GDPR — General Data Protection
Regulation

GPG — Gnu Privacy Guard

GPO — Group Policy Object

GPS — Global Positioning System

GPU — Graphics Processing Unit

GRE — Generic Routing
Encapsulation

HA — High Availability

HDD — Hard Disk Drive

HIDS — Host-based Intrusion
Detection System

HIPS — Host-based Intrusion
Prevention System

HMAC — Hashed Message
Authentication Code

HOTP — HMAC-based One-time
Password

HSM — Hardware Security Module

HTML — Hypertext Markup
Language

HTTP — Hypertext Transfer
Protocol

HTTPS — Hypertext Transfer
Protocol Secure

HVAC — Heating, Ventilation Air
Conditioning

IaaS — Infrastructure as a Service

IaC — Infrastructure as Code

IAM — Identity and Access
Management

ICMP — Internet Control Message
Protocol

ICS — Industrial Control Systems

IDEA — International Data
Encryption Algorithm

IDF — Intermediate Distribution
Frame

IdP — Identity Provider

IDS — Intrusion Detection System

IEEE — Institute of Electrical and
Electronics Engineers

IKE — Internet Key Exchange

IM — Instant Messaging

IMAP — Internet Message Access
Protocol

IoC — Indicators of Compromise

IoT — Internet of Things

IP — Internet Protocol

IPS — Intrusion Prevention System

IPSec — Internet Protocol Security

IR — Incident Response



IRC — Internet Relay Chat

IRP — Incident Response Plan

ISO — International Standards
Organization

ISP — Internet Service Provider

ISSO — Information Systems
Security Officer

IV — Initialization Vector

KDC — Key Distribution Center

KEK — Key Encryption Key

L2TP — Layer 2 Tunneling Protocol

LAN — Local Area Network

LDAP — Lightweight Directory
Access Protocol

LEAP — Lightweight Extensible
Authentication Protocol

MaaS — Monitoring as a Service

MAC — Mandatory Access Control
/ Media Access Control / Message
Authentication Code

MAN — Metropolitan Area
Network

MBR — Master Boot Record

MD5 — Message Digest 5

MDF — Main Distribution Frame

MDM — Mobile Device
Management

MFA — Multifactor Authentication

MFD — Multifunction Device

MFP — Multifunction Printer

ML — Machine Learning

MMS — Multimedia Message
Service

MOA — Memorandum of
Agreement

MOU — Memorandum of
Understanding

MPLS — Multi-protocol Label
Switching

MSA — Master Service Agreement

MSCHAP — Microsoft Challenge
Handshake Authentication
Protocol

MSP — Managed Service Provider

MSSP — Managed Security Service
Provider

MTBF — Mean Time Between
Failures

MTTF — Mean Time to Failure

MTTR — Mean Time to Recover

MTU — Maximum Transmission
Unit

NAC — Network Access Control

NAT — Network Address
Translation

NDA — Non-disclosure Agreement

NFC — Near Field Communication

NGFW — Next-generation Firewall

NIDS — Network-based Intrusion
Detection System

NIPS — Network-based Intrusion
Prevention System

NIST — National Institute of
Standards & Technology

NTFS — New Technology File
System

NTLM — New Technology LAN
Manager

NTP — Network Time Protocol

OAUTH — Open Authorization

OCSP — Online Certificate Status
Protocol

OID — Object Identifier

OS — Operating System

OSINT — Open-source Intelligence

OSPF — Open Shortest Path First

OT — Operational Technology

OTA — Over the Air

OVAL — Open Vulnerability
Assessment Language

P12 — PKCS #12

P2P — Peer to Peer

PaaS — Platform as a Service

PAC — Proxy Auto Configuration

PAM — Privileged Access
Management / Pluggable
Authentication Modules

PAP — Password Authentication
Protocol

PAT — Port Address Translation

PBKDF2 — Password-based Key
Derivation Function 2

PBX — Private Branch Exchange

PCAP — Packet Capture



PCI DSS — Payment Card Industry
Data Security Standard

PDU — Power Distribution Unit

PEAP — Protected Extensible
Authentication Protocol

PED — Personal Electronic Device

PEM — Privacy Enhanced Mail

PFS — Perfect Forward Secrecy

PGP — Pretty Good Privacy

PHI — Personal Health
Information

PII — Personally Identifiable
Information

PIV — Personal Identity
Verification

PKCS — Public Key Cryptography
Standards

PKI — Public Key Infrastructure

POP — Post Office Protocol

POTS — Plain Old Telephone
Service

PPP — Point-to-Point Protocol

PPTP — Point-to-Point Tunneling
Protocol

PSK — Pre-shared Key

PTZ — Pan-tilt-zoom

PUP — Potentially Unwanted
Program

RA — Recovery Agent /
Registration Authority

RACE — Research and
Development in Advanced
Communications Technologies in
Europe

RAD — Rapid Application
Development

RADIUS — Remote Authentication
Dial-in User Service

RAID — Redundant Array of
Inexpensive Disks

RAS — Remote Access Server

RAT — Remote Access Trojan

RBAC — Role-based Access Control
/ Rule-based Access Control

RC4 — Rivest Cipher version 4

RDP — Remote Desktop Protocol

RFID — Radio Frequency Identifier

RIPEMD — RACE Integrity
Primitives Evaluation Message
Digest

ROI — Return on Investment

RPO — Recovery Point Objective

RSA — Rivest, Shamir, & Adleman

RTBH — Remotely Triggered Black
Hole

RTO — Recovery Time Objective

RTOS — Real-time Operating
System

RTP — Real-time Transport
Protocol

S/MIME — Secure/Multipurpose
Internet Mail Extensions

SaaS — Software as a Service

SAE — Simultaneous
Authentication of Equals

SAML — Security Assertions
Markup Language

SAN — Storage Area Network /
Subject Alternative Name

SASE — Secure Access Service Edge

SCADA — Supervisory Control and
Data Acquisition

SCAP — Security Content
Automation Protocol

SCEP — Simple Certificate
Enrollment Protocol

SD-WAN — Software-defined Wide
Area Network

SDK — Software Development Kit

SDLC — Software Development
Lifecycle

SDLM — Software Development
Lifecycle Methodology

SDN — Software-defined
Networking

SE Linux — Security-enhanced
Linux

SED — Self-encrypting Drives

SEH — Structured Exception
Handler

SFTP — Secured File Transfer
Protocol

SHA — Secure Hashing Algorithm

SHTTP — Secure Hypertext
Transfer Protocol



SIEM — Security Information and
Event Management

SIM — Subscriber Identity Module

SLA — Service-level Agreement

SLE — Single Loss Expectancy

SMS — Short Message Service

SMTP — Simple Mail Transfer
Protocol

SMTPS — Simple Mail Transfer
Protocol Secure

SNMP — Simple Network
Management Protocol

SOAP — Simple Object Access
Protocol

SOAR — Security Orchestration,
Automation, Response

SoC — System on Chip

SOC — Security Operations Center

SOW — Statement of Work

SPF — Sender Policy Framework

SPIM — Spam over Internet
Messaging

SQL — Structured Query Language

SQLi — SQL Injection

SRTP — Secure Real-Time Protocol

SSD — Solid State Drive

SSH — Secure Shell

SSL — Secure Sockets Layer

SSO — Single Sign-on

STIX — Structured Threat
Information eXchange

SWG — Secure Web Gateway

TACACS+ — Terminal Access
Controller Access Control System

TAXII — Trusted Automated
eXchange of Indicator Information

TCP/IP — Transmission Control
Protocol/Internet Protocol

TGT — Ticket Granting Ticket

TKIP — Temporal Key Integrity
Protocol

TLS — Transport Layer Security

TOC — Time-of-check

TOTP — Time-based One-time
Password

TOU — Time-of-use

TPM — Trusted Platform Module

TSIG — Transaction Signature

TTP — Tactics, Techniques, and
Procedures

UAT — User Acceptance Testing

UAV — Unmanned Aerial Vehicle

UDP — User Datagram Protocol

UEFI — Unified Extensible
Firmware Interface

UEM — Unified Endpoint
Management

UPS — Uninterruptable Power
Supply

URI — Uniform Resource Identifier

URL — Universal Resource Locator

USB — Universal Serial Bus

USB OTG — USB On the Go

UTM — Unified Threat
Management

UTP — Unshielded Twisted Pair

VBA — Visual Basic

VDE — Virtual Desktop
Environment

VDI — Virtual Desktop
Infrastructure

VLAN — Virtual Local Area
Network

VLSM — Variable Length Subnet
Masking

VM — Virtual Machine

VoIP — Voice over IP

VPC — Virtual Private Cloud

VPN — Virtual Private Network

VTC — Video Teleconferencing

WAF — Web Application Firewall

WAP — Wireless Access Point

WEP — Wired Equivalent Privacy

WIDS — Wireless Intrusion
Detection System

WIPS — Wireless Intrusion
Prevention System

WO — Work Order

WPA — Wi-Fi Protected Access

WPS — Wi-Fi Protected Setup

WTLS — Wireless TLS

XDR — Extended Detection and
Response



XML — Extensible Markup
Language

XOR — Exclusive Or

XSRF — Cross-site Request Forgery

XSS — Cross-site Scripting


